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SHOW aCCeSS-groUP .« . . v v o e e e e e 1284
show access-list (IPv4 Hardware ACLs) . ... .................. 1285
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AOS o e e 1323
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showipprefix-list . . ... ... ... . . . . . 1335
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(named IPv6 hardware ACL: ICMPentry) . .................... 1342
(named IPv6 hardware ACL: IPv6 packetentry) . ................ 1346
(named IPv6 hardware ACL: IP protocolentry) ................. 1349
(named IPv6 hardware ACL: TCPorUDPentry) . ... ............. 1354
ipvé traffic-filter . . . ... ... .. 1358
platform acls-to-vlanclassifiers . ............. ... ... ....... 1360
show ipv6 access-list (IPv6 Hardware ACLs) . . ................. 1362
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Introduction . . . .. ... 1363
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ipv6 access-listextendedproto . . .......... ... . ... ..., 1369
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(ipv6 access-list extended TCP UDPfilter) . . . . ... .............. 1375
ipv6 access-liststandard (named). . . . .. ... ... ... .. ... 1377
(ipv6 access-list standardfilter) . ... ........ ... ... .......... 1379
ipve prefix-list . . ... .. . e 1381
show ipv6 access-list (IPv6 Software ACLS) . .. ................. 1383
showipv6 prefix-list . .. ..... .. . . . . .. . 1385
vty ipv6 access-class(named) . .......... ... . ... . .. ... 1386
Chapter 35: QoS and Policy-based RoutingCommands . . . . ............. 1387
Introduction . .. ... .. 1387
Class .. 1390
Class-Map . . . .o e e e e 1391
clear mls qos interface policer-counters. . . .. ................. 1392
default-action . . ... ... ... 1393
description (QoS policy-map) . . ......... .. ... . 1394
egress-rate-limit . . . . . ... 1395
egress-rate-limitoverhead . . .. ... ... .. 1396
Match access-group . . ... .ottt e 1397
Match COS . . . . o o e 1399
matchdscp . . ... o e 1400
match eth-formatprotocol . . . .......... ... .. .. .. ... ... .. 1401
matchip-precedence . . ...... ... .. . .. ..., 1404
matchmac-type . . . ... . e 1405
matchtcp-flags . ....... .. .. . . .. 1406
matchtpid . ... ... ... . . e 1407
matchvlan . ... .. e 1408
mls qos aggregate-policeaction .. .......... ... ... ... ... .. 1409
mls qos aggregate-policecounters. . . .. ... ... .. e 1411
MIS QOS COS & v v v et e e e e e e e 1412
misqosenable. . .. ... . . . e 1413
MIS QOS MAP COS-QUEUE . .« o v v e e e e e e e et e e e et e e 1414
misqosmap premark-dscp. . . . ... ... .. 1415
Misgosqueue . . .. ... e e 1417
mlisqosscheduler-set . ... ....... .. .. . . . . . . . . . ... 1418
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mls qos scheduler-set wrr-queue group . . ... ... ... 1420
nopolice ... .. . e 1421
police-aggregate . . . .. ... . ... 1422
policecounters . .. ... ... .. e 1423
C613-50353-01 Rev A Command Reference for GS980EM/10H 22

AlliedWare Plus™ Operating System - Version 5.4.9-2.x



policesingle-rateaction. . . . . ... ... ... .. ... . . . 1424

policetwin-rateaction. . . . . ... ... ... ... ... 1426
POlICY-Map . . e e 1428
service-policy input . . . . .. e 1429
setbandwidth-class . ... ....... ... . .. .. ... . . . . 1430
SELCOS . o i e e e e 1432
SEtASCP . . e e 1434
setipnext-hop (PBR) . . . . ... .. e 1436
setqUEUE . . .. e e 1438
showclass-map . . ... . e 1440
ShowmIs oS . . .o oot e 1441
show mls qos aggregate-policer . .. ......... ... ... .......... 1442
showmlsqosinterface . ...... ... .. ... ... i, 1443
show mls qos interface policer-counters . .. .................. 1446
show mls qos interface queue-counters . .................... 1447
show mls qos interface storm-status . . . . .................... 1449
show mls qos maps cos-quUeUE . . . . . ..o it ittt 1450
show mls qos mapspremark-dscp ... ...................... 1451
show mls qosscheduler-set ... .............. ... ... . ..... 1452
show platform classifier statistics utilization brief. . . . .. ... ....... 1453
showpolicy-map . . ... 1456
storm-action . .. .. ... e e 1457
storm-downtime . . ... ... .. 1458
storm-protection . . . ... ... ... 1459
storm-rate . . . . L e e e e 1460
StOrM-Window . . . . . o e e 1461
strict-priority-queue queue-limit . .. ...... ... .. . . . . . ... 1462
UStASCP .« . . e 1463
wrr-queue disablequeues . . ... ... . e 1465
wrr-queue egress-rate-limitqueues . ... ... ... ... o L. 1466
wrr-queue queue-limit . .. .. L . 1467
Chapter 36: 802. 1XCommands . ......itttteeetreottetoeteeees 1469
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dotIxaccounting . . . .. . i e 1471
dotlxauthentication. . . . ...... .. .. . ... . . . . 1472
debugdotlx . ... ... . 1473
dotlx control-direction . . ... ...... ... ... . .. . . ... .. ... 1474
dotIXeap . . . i e 1476
dotlxeapol-version . .. ... ... ... . . .. ... e 1477
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dotix keytransmit . . ... ... .. ... ... 1480
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dotIxport-control . . . ... ... . . . . e 1485
dotIxtimeouttx-period. . . ... ... . e 1487
showdebuggingdotlx . ........ .. ... .. ... . . . . . 1489
showdotTx . . ... e 1490
show dotIxdiagnostics . . . .. ... ... i 1493
showdotIxinterface. . . . ..... ... .. . .. . . . . 1495
show dot1x sessionstatistics . . .. ........ ... ... 1497
show dotlx statisticsinterface. . . .. ....................... 1498
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showdotIxsupplicant ... ....... . ... . ... .. . . . . . ... 1499

show dotIx supplicantinterface . ......................... 1501
undebugdotTx . ... .. . . e 1503
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Introduction . . ... ... .. . e 1504
authauth-failvlan .. ....... ... . . . . .. 1507
authcritical . . . ... . 1509
auth dhcp-framed-ip-lease . . . . . . .. ... . . . 1510
auth dynamic-vlan-creation .. ....... ... ... ... ... . . . . . . 1512
authguest-vlan . . ... ... .. . . 1515
authguest-vlanforward . . . . . ... ... . . ... 1517
authhost-mode . . . ... ... .. . . . . 1519
authlog . . . ..o e 1521
auth max-supplicant . . .. ...... ... . . . . . . . 1523
auth multi-vlan-session . . .. ... ... . . . . .. e 1525
auth profile(global) . ......... ... ... .. .. . ... . . ... ... 1526
auth profile (interface) . . . . .. .. .. . 1527
auth reauthentication . .. ........ ... ... ... .. . . . . . 1528
auth roaming disconnected . ... .. ... ... ... ... ... ... . ..... 1529
authroamingenable. . . . ... ... . .. . . . e 1531
authsupplicant-ip . . ...... ... . . . . . 1533
authsupplicant-mac . . . ... .. . . e 1535
auth timeout connect-timeout ... ............ ... . . ... ..., 1538
auth timeout quiet-period . ... ... ... ... . ... .. .. . e 1539
auth timeout reauth-period . ... ........ ... ... ... ... ... .. 1540
auth timeout server-timeout . . . . . . ... ... .. 1542
auth timeout supp-timeout . .......... ... .. . . ... .. ..., 1544
authtwo-stepenable .. ... ... . . . . ... 1545
auth-macaccounting . . ...... ... . ... e 1548
auth-mac authentication . . ............. . ... .. . . . . . 1549
auth-macenable ... ...... .. . . . . ... e 1550
auth-macmethod . . ... ... ... . . . .. e 1552
auth-macpassword . ... ... ... . . ... 1554
auth-macreauth-relearning . . .......... .. ... . . . . . . e 1555
auth-macstatic . ......... . . . . . . 1556
auth-macusername . . ... ... ... it e 1557
auth-webaccounting . .......... ... .. . .. .. 1558
auth-web authentication . . . ............ .. .. .. . . . . 1559
auth-webenable ... ... ... . . . . . 1560
auth-webforward . .......... ... .. . .. .. .. .. ... 1562
auth-web max-auth-fail . .. ........ ... ... ... ... ... ... ... 1565
auth-webmethod . ... ..... ... . . .. ... 1567
auth-web-server blocking-mode . . . .. ... ... ... ... .. . ... 1568
auth-web-server dhcpipaddress . .. ........... ... ... . ..... 1569
auth-web-serverdhcplease .. ... .. . ... .. e 1570
auth-web-server dhcp-wpad-option . . . . ... ... ... .. .. ..., 1571
auth-web-serverhost-name . . ... ...... ... ... .. . . . . . ... 1572
auth-web-serverintercept-port . . ... ... ... . ... .. ... 1573
auth-web-serveripaddress . . . . ... .. .. ... e 1574
auth-web-serverpagelanguage . ........... .. ... .. . ... ... 1575
auth-web-serverlogin-url . . . . ... ... ... 1576
auth-web-serverpagelogo . ........ ... ... ... . . i 1577
C613-50353-01 Rev A Command Reference for GS980EM/10H 24

AlliedWare Plus™ Operating System - Version 5.4.9-2.x



auth-web-server pagesub-title . . ... ... ... . ... .. L. 1578

auth-web-server page success-message . . . ... ... .o vvvunnn.n 1579
auth-web-serverpagetitle . . . ... ... . ... 1580
auth-web-server page welcome-message . . .................. 1581
auth-web-server ping-pollenable . ........................ 1582
auth-web-server ping-poll failcount . . .. .................... 1583
auth-web-server ping-pollinterval . . ... ........ ... ......... 1584
auth-web-server ping-poll reauth-timer-refresh . ... ............ 1585
auth-web-server ping-polltimeout. . . .. ......... ... ........ 1586
auth-web-serverport . ... ... .. . . ... 1587
auth-web-server redirect-delay-time . .. ...... ... .. ... .. ... .. 1588
auth-web-serverredirect-url . . .. .. ... .. ... .. 1589
auth-web-serversession-keep . . . . .. ... ... .. 1590
auth-web-serverssl. . . .. ... . 1591
auth-web-server sslintercept-port . . . ........ ... .. ... . .. ... 1592
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copy web-auth-https-file . ... ... ... ... ... . . . . 1594
description (auth-profile) . . . . ... ... . ... . 1595
erase proxy-autoconfig-file. . . . ........ ... . ... . . ... 1596
erase web-auth-https-file . . . . .. ... ... ... ... .. . .. . 1597
showauth ... ... . . 1598
showauthdiagnostics . . . .. ...... ... . . .. . e 1600
showauthinterface ... ........ .. . . . . ... . . . . . . 1602
show auth sessionstatistics . . . .. ......... ... ... ... .. ..., 1604
show auth statisticsinterface . . ... ....................... 1605
showauth supplicant .. ......... .. ... ... . . .. . . . . . . ... 1606
show auth supplicantinterface . .......................... 1609
show auth two-step supplicantbrief . . . . .................... 1610
show auth-web-server . . . . ... ... . . . 1612
show auth-web-serverpage ... ....... ... ... ... ... . .. . ... 1613
show proxy-autoconfig-file. . . . ... ... ... ... ... ... ..... 1614
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aaaaccountingauth-mac. . ........... . .. e 1617
aaaaccountingauth-web . . . . ... ... ... 1619
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aaa authenticationdotTx . .. ... ... ... ... . .. . . . 1634
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aaa authenticationlogin . . ...... ... . . ... ... 1639
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aaa authorization config-commands. . . .. .......... ... ...... 1643
QAAGIOUP SEIVEI . . v vttt e it e e et e e e 1644
aaa local authentication attempts lockout-time. . . . . ............ 1646
aaa local authentication attemptsmax-fail . . . . ................ 1647
aaaloginfail-delay . .......... ... .. . .. . . .. . ... 1648
accountinglogin . ... ... 1649
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authorizationcommands . . . . . . . .. . 1650

clearaaalocaluserlockout . . . ........ ... ... . . . . 1652
debugaaa ........ .. ... e 1653
loginauthentication . . ... ...... ... ... . . . . . . . e 1654
PrOXy-POIt . o o ot e 1655
radius-SECUIe-ProXy @@ . « « v v v v o v e et e et et e 1656
server (radsecproXy-ada) . . . v v v v v v it e 1657
server mutual-authentication ... .......... ... ... ... .. . ... 1659
servername-check . . ... ... . . 1660
servertrustpoint . . .. .. .. e e e 1661
showaaalocaluserlocked ... ...... ... ... ... ... .. . ... ... 1663
ShOW @aa servergroup . . . oot v ittt e e e e 1664
showdebuggingaaa. .. ... ... .. ... ... .. e 1665
show radius servergroup . . . . .. vttt e 1666
undebugaaa . . ... .. e 1668
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Introduction . . ... ... .. . e 1669
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deadtime (RADIUS server group) . . . . oo v oo i it i e e e 1672
debugradius . . . . ... 1673
ipradius source-interface . . . . ... ... ... . . e 1674
radius-serverdeadtime . ... ... .. ... ... 1675
radius-serverhost . . . . . . . ... e 1676
radius-serverkey . . ... ... 1679
radius-serverretransmit . . . . . .. ... e 1680
radius-servertimeout . ... ... .. ... e 1682
SEIVEN (SEIVEI QrOUP) & v v v v e e e e e e et et e e e e e e e e e 1684
showdebuggingradius . . .. ... ... ... . 1686
showradius . ... . . 1687
show radius statistics . ... ..... ... ... .. . . ... 1690
undebugradius . . . ... e 1691
Chapter 40: Public Key InfrastructureCommands .................... 1692
Introduction . . . ... e 1692
cryptokeygeneratersa . . ... e e 1694
caryptokey zeroize . . ... e 1695
crypto pkiauthenticate . . ... .. ... . . L 1696
cayptopkienroll . . .. ... L 1697
cryptopkienrolluser . ... ... . 1698
crypto pkiexportpem . . ... e 1700
cryptopkiexportpkcs12 . . ... 1701
cryptopkiimportpem . . . ... L 1703
crypto pkiimport pkes12 . ... ... e 1705
cryptopkitrustpoint . . . . ... .. e 1706
cryptosecure-mode . ... e 1707
ayptoverify . ... e 1708
enrollment (ca-trustpoint) . .. ... ... .. ... . 1710
fingerprint (ca-trustpoint) . .. .... ... ... .. ... ... e 1711
no crypto pkicertificate . . . . ... ... .. 1713
rsakeypair (ca-trustpoint) . . ... ... ... ... e 1714
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show crypto key mypubkeyrsa . ... ...... ... ... ... ... . ..., 1715

show crypto pki certificates .. ......... ... ... ... ... . ..... 1716
show crypto pkienrollmentuser ... ........... ... ... ...... 1718
show crypto pki trustpoint . . . ... ... .. ... . . . 1719
showsecure-mode . . .. ... .. 1720
subject-name (ca-trustpoint). . . ... ... ... . . 1721
Chapter 41: TACACS+Commands . .......vvttvennnroscnnnsnnsas 1723
INtroduction . . . ... e 1723
authorizationcommands . . . ... ... .. 1724
aaa authorizationcommands . . ... ... ... .. o .. 1726
aaa authorization config-commands. . . ... ......... ... ...... 1728
iptacacssource-interface . . . ... ... ... e 1729
ShOW tacacs+ . . . oo i e e e 1730
tacacs-serverhost. . . .. .. ... e 1732
tacacs-serverkey . .. ... e 1734
tacacs-servertimeout ... ... ... ... e 1735
Chapter 42: DHCP SnoopingCommands . . . ... cvtvventvoroeesonsnns 1736
Introduction . .. .. .. 1736
ArPSECUNLY . o o e e 1738
arp security drop link-local-arps . . .. . ... .. ... ... ... .. ..., 1739
arpsecurityviolation . . . . . ... . 1740
cleararp security statistics . . ... ... .. e 1742
clearip dhcp snooping binding . . .. ........ ... ... . . . ... 1743
clearip dhcp snooping statistics . .. ............ ... ... . .... 1744
debugarpsecurity . . ... ... .. e 1745
debugipdhcpsnooping .. ....... . ... ... ... . 1746
ipdhCcpsnoopiNg . . . . . .o e 1747
ip dhcp snoopingagent-option . . .. ...... .. . . e 1749
ip dhcp snooping agent-option allow-untrusted . . .. ............ 1750
ip dhcp snooping agent-option circuit-id vlantriplet . ... ......... 1751
ip dhcp snooping agent-optionremote-id . . .. ...... ... .. ... .. 1752
ipdhcp snoopingbinding .. ....... ... ... L 1753
ipdhcpsnoopingdatabase . .......... ... .. . . ... 0. .. 1754
ip dhcp snooping delete-by-client . . .. ............ ... ... ..., 1755
ip dhcp snooping delete-by-linkdown . ... ......... ... .. ... 1756
ip dhcp snooping max-bindings . . ....... ... ... o ... 1757
ip dhcp snooping subscriber-id . . . ... ... . o oL 1758
ipdhcp snoopingtrust ... ... ... .. .. . ... .. 1759
ip dhcp snooping verify mac-address . .. ........... ... .. ..., 1760
ipdhcpsnoopingviolation . . . ... ... ... . . . . . e 1761
ipsourcebinding . . ... ... e 1762
servicedhcp-snooping . . . ... e e 1764
showarpsecurity . . ... ... e 1766
show arp securityinterface . . . . ... ... ... . o 1767
show arp security statistics . . . .. ... ... .. e 1769
show debuggingarpsecurity . ......... ... .. . . . . . ... 1771
show debuggingip dhcpsnooping . ....................... 1772
showipdhcpsnooping . . ....... .. ... ... e 1773
showip dhcpsnoopingacl . .. ..... ... ... ... .. ... ... . ..... 1774
show ip dhcp snooping agent-option . . . .................... 1777
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show ip dhcp snooping binding ... ....................... 1779

show ip dhcp snoopinginterface . . . . ...................... 1781
show ip dhcp snooping statistics . . .. .......... ... .. .. ..... 1783
showipsourcebinding .. ... ... .. ... ... ... . . . . . . . ... 1786
PART 6: Network Availability . .. ....... .. ittt 1787
Chapter 43: Ethernet Protection Switched Ring (EPSRing™) Commands ... ... 1788
Introduction . .. ... .. 1788
debugepsr . ... 1790
=] o 1 1791
epsrconfiguration . . ... ... e 1792
epsrdatavlan. . . . ... ... 1793
epsrenhancedrecoveryenable ... ... ... ... . ... . . . . . 1794
epsrflush-type. . ... ... . . 1795
epsr mode master controlvlan primaryport . .. ...... ... .. ... .. 1797
epsrmode transitcontrolvlan . .. ..., .. ... 1798
EPSI POty . . e e e 1799
EPSrState . . e e e e 1800
epsrtopology-change . . . . .. ... .. 1801
<] 1 g0 1 =1 o2 1802
showdebuggingepsr . . ...... .. . ... 1803
SHOW EPSI . o o o e e e e 1804
show epsrcommonsegments . . . ... ..o 1809
showepsrconfig-check . .. ...... ... ... .. ... ... .. .. ... ... 1810
show epsr <epsr-instance> . . . . . ... ... .. .. e 1811
show epsr <epsr-instance>counters . ..............0uvuu... 1812
ShOW EpPSICOUNtErS . . . . . o oo e e e e e 1813
SHOW ePSISUMMaArY . . . . oot e e 1814
undebugepsr . . ... 1815
PART 7: NetworkManagement . . ... .. ...ttt ittt noroncsonsnas 1816
Chapter 44: Allied Telesis Management Framework™ (AMF) Commands. . . . .. 1817
Introduction . .. ... .. 1817
application-proxyip-filter. . . . .. ... ... ... . L 1822
application-proxy quarantine-vlan . . . .. ..... ... .. . . . 1823
application-proxy redirect-url . .. ... ... ... 1824
application-proxy threat-protection . . ... ................... 1825
application-proxy threat-protection send-summary . . . ... ... ... .. 1826
application-proxy whitelistenable . . . .. ........ ... ... ... 1827
application-proxy whitelistserver ... ...................... 1828
area-link . . .. . 1830
atmfarea . ... .. .. 1832
atmfareapassword . ... ... .. ... .. 1834
atmfauthorize . . . . . .. ... L 1836
atmfauthorize provision .. ....... . ... ... . ... . . 1838
atmfbackup . ... .. e 1840
atmf backup area-mastersdelete . . . ... .. ... ... .. . . . 1841
atmf backup area-mastersenable . ........................ 1842
atmf backup area-mastersnow . . .. ... ....... ..., 1843
atmf backup area-masters synchronize . ... ........... .. ..... 1844
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atmf backupbandwidth ... ...... ... .. ... ... ... ... ... .. 1845

atmfbackupdelete. . .. ..... ... . . . ... 1846
atmfbackupenable ... ... ... . ... 1847
atmfbackupguestsdelete . . . ...... ... . ... . 1848
atmfbackupguestsenable. . . . ... ... ... ... .. . . . . . .. 1849
atmfbackupguestsnow . . ........ .. ... 1850
atmf backup guests synchronize . ... ...................... 1851
atmfbackupnow . . ... .. . . 1852
atmf backup redundancyenable . ... ....... ... .. . . . . ... .. 1854
atmfbackupserver . . . ... .. . . e 1855
atmfbackupstop . . ... ... 1857
atmfbackup synchronize . . .. ... ... ... .. 1858
atmfcleanup . . ... oo e e 1859
atmfcontainer . . ... ... .. 1860
atmfcontainerlogin . ... ... ... ... 1861
atmfcontroller. . . . ... .. . . . e 1862
atmf distribute firmware . . ... ... .. ... 1863
atmfdomainvlan . .. ... ... .. .. 1865
atmfenable . ... ... .. ... ... 1868
atmf group (membership) . .... ... ... ... . .. . . . . ... 1869
atmfguest-class . . . ... ... 1871
atmflog-verbose . . ... ... . .. 1873
atmf managementsubnet . ... ... ... .. ... ... . o 1874
atmfmanagementvlan . . ... ... .. L L 1877
atmfmaster . ... ... e 1879
atmfmtu ... 1880
atmfnetwork-name . ... ... .. ... 1881
atmf provision (interface) . . . . ... ... . ... 1882
atmfprovisionnode . . ..... .. . ... 1883
atmfreboot-rolling . . . ... ... ... .. 1885
atmfrecover . ... ... .. e 1889
atmfrecoverguest . . ... ... ... e 1891
atmfrecoverled-off ... ...... ... .. ... ... . . ... . . ... 1892
atmfrecovery-server . . . . ... e 1893
atmfremote-login . . ....... . ... ... e 1895
atmfrestricted-login . . ... ... ... 1897
atmfsecure-mode . . ... ... .. e 1899
atmf secure-mode certificateexpire . . . ... .. ... . oo, 1901
atmf secure-mode certificateexpiry . ... ........ .. . ... ..., 1902
atmf secure-mode certificaterenew . . .. ... ... ... L. 1903
atmf secure-modeenable-all . ......... ... ... .. . . . . . ... .. 1904
atmfselect-area . . . . ... ... . .. e 1906
atmftopology-guienable ... ........ ... .. ... ... ... ..... 1907
atmftrustpoint . . ... ... ... .. 1908
atmfvirtual-crosslink . . .. ...... ... ... . .. .. .. .. 1910
atmfvirtual-link . . ... ... . 1912
atmfvirtual-link protection . . . .. ........ ... ... . . ... . ... 1915
atmfworking-set . .. ... . ... 1917
bridge-group. . . . ..o e 1919
clear application-proxy threat-protection . ................... 1920
clearatmflinks. . . ... ... .. ... 1921
clearatmflinksvirtual . .. ...... ... ... . . ... .. . 1922
clear atmf links statistics . .. ......... ... ... ... . . . .. .. .. .. 1923
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clearatmfrecovery-file .. ... ... ... . ... ... . 1924

clear atmf secure-mode certificates . ... .................... 1925
clear atmf secure-modesstatistics . . .. ... ... . 1926
clone (amf-provision) . . ... ... . . ... 1927
configure boot config (amf-provision) . . . .. .................. 1929
configure boot system (amf-provision) . ..................... 1931
copy (@amf-provision) . . . . ... .. ... 1933
create (@amf-provision) . . . .. ... . 1934
debugatmf. .. ... ... .. . . ... 1936
debugatmfpacket . ... ... ... . . ... 1938
delete (amf-provision) . . . . .. ... . e 1941
discovery . . ... 1943
description (amf-container) ... ... ... ... ... ... . . . 1945
erasefactory-default . . .. ....... ... . ... .. ... 1946
http-enable . . . . . ... . e 1947
identity (amf-provision) . . . .. ... L 1949
license-cert (amf-provision) . ............ ... . . . . . . . ..., 1951
locate (amf-provision) . . . ... ... . ... . 1953
logevent-host . . . ... i e 1955
modeltype . . .. e 1956
service atmf-application-proxy . ............. ... . ... ... .. 1957
show application-proxy threat-protection ... ................. 1958
show application-proxy whitelistinterface . . . .. ............... 1960
show application-proxy whitelistserver. . . . .. ................ 1962
show application-proxy whitelist supplicant . . . .. .............. 1963
showatmf .. ... .. e 1965
showatmfarea . .......... ... .. ... 1969
showatmfareaguests. . . ... ... . . e 1972
show atmfareagquests-detail ................ ... . ........ 1974
showatmfareanodes . . . ... ... ... .. . . . ... ., 1976
show atmfareanodes-detail . . ........................... 1978
showatmfareasummary . . ............ .. ... 1980
show atmf authorization . ................ ... .. .......... 1981
showatmfbackup . ........ ... . .. .. ... 1984
showatmfbackuparea . .......... ... ... ... . . . . . . 1988
show atmfbackupguest .. ......... ... ... ... . .. . ... .. 1990
showatmfcontainer . . . ....... ... ... .. . . . ... 1992
showatmfdetail ............ ... ... .. .. . ... . ... ... 1995
showatmfgroup . .......... . ... . . 1997
showatmfgroupmembers ... ... ... ... ... ... .. . . . . . ..., 1999
showatmfguests . . . ... .. . . . . 2001
showatmfguestsdetail . .. .......... ... ... ... ... . .. ..., 2003
showatmflinks ... ..... ... ... ... .. . . . . ... 2006
showatmflinksdetail .. ......... ... ... .. ... .. ... .. .... 2008
showatmflinksguest . ... ...... ... ... ... ... . ... . . ..., 2017
show atmflinksquestdetail . ... ......... ... ... ... . ..... 2019
show atmf links statistics . .. ......... ... ... .. .. ... . ...... 2023
showatmfnodes .. ..... ... .. .. . . ... . . . 2026
show atmf provisionnodes. . . .. ... .. ... ... e 2028
show atmfrecovery-file . .. ...... ... ... ... . ... . . ... . . ... 2030
show atmfsecure-mode . ......... ... ... . .. .. ... 2031
show atmf secure-modeaudit . . . . ........ ... ... ... .. .. ... 2033
show atmf secure-mode auditlink . .. ...................... 2034
C613-50353-01 Rev A Command Reference for GS980EM/10H 30

AlliedWare Plus™ Operating System - Version 5.4.9-2.x



show atmf secure-mode certificates . . . ... ..... .. ... .. ...... 2035

showatmfsecure-modesa . .. ............ ... 2038
show atmf secure-mode statistics .. ....................... 2041
showatmftech . ... ... .. . . . . . . . e 2043
show atmfvirtual-links . .. ... ... .. .. . . . . 2046
show atmfworking-set . ......... ... ... . .. . . . . ... 2048
showdebuggingatmf . . ........ ... ... ... .. ... . ... . ..., 2049
show debuggingatmfpacket . ... ....... ... ... ... .. ..... 2050
show running-configatmf . .. ......... ... ... .. ... ...... 2051
State . .. 2052
switchportatmf-agentlink . .. ... ... ... ... ... .. ... ... ... 2054
switchport atmf-arealinkremote-area . . . .. .................. 2055
switchportatmf-crosslink . . . .. ... ... ... ... ... .. . . .. ... 2057
switchportatmf-guestlink ... ........................... 2059
switchportatmf-link . .. ....... ... ... ... .. ... ... ... ..., 2061
typeatmfnode ... ... . . ... ... e 2062
undebugatmf . . . ... L e 2065
USEINAME & & o it et et e e et e e e e e e e e e e 2066
Chapter 45: Dynamic Host Configuration Protocol (DHCP) Commands . . ... .. 2068
Introduction . .. .. ... 2068
ipaddressdhcp . . ... ... 2069
ip dhcp-client default-routedistance ... .................... 2071
ip dhcp-client request vendor-identifying-specific . . . . ........... 2073
ip dhcp-client vendor-identifying-class . . .. .................. 2074
show counterdhcp-client . ........... ... ... . ... .. .... 2075
showdhcplease ... ... ... . . . . . . . ... 2076
Chapter 46: NTPCommands . .......citiitttvenensnsnonasonenns 2077
Introduction . . . ... e 2077
ntp access-group (deprecated) . ........... ... . .. ... .. 2079
ntpauthenticate . ... ... ... .. . . . . .. e 2080
ntp authentication-key . ... ... ... ... .. . . ... . . . 2081
ntpbroadcastdelay . . . .. ... ... 2082
ntpdiscard . ... ... 2083
NP Master . . . e e e e e e 2084
) 0 3 1= O 2085
ntprate-limit . . . ... ... . . e 2087
Ntprestrict . . . .. e e 2088
NEP SEIVEN . . L e e 2090
NEP SOUICE . . ot e e e e e e e e e e e e e 2092
ntp trusted-key (deprecated) . ......... ... . . . ..., 2094
show counterntp (deprecated) . . . ........ ... 2095
showntpassociations . . .. ... ... 2096
showntpcounters . ... .. e 2098
show ntp countersassociations . . . .. ........ ... ... ... .. ..., 2099
showntpstatus . ... ... ... .. e 2100
Chapter 47: SNMPCommands . . . ..ttt vttt nnensesonenessanens 2101
Introduction . . . ... .. 2101
alias(interface) . .. ... e 2103
debugsnmp . ... 2104
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Show counter SNMpP-Server . . . .. ... v ittt e e e 2105

showdebuggingsnmp . ....... ... .. ... e 2109
show running-configsnmp. . . .. ... ... ... . 2110
ShOW SNMP-Server . ... ... e e e e e 2111
show snmp-servercommunity . . ......... .. ..., 2112
SHOW SNMP-SEIVEIr groUP . . o v v v v e e e et e e e et e e et e e e 2113
ShOW SNMP-SEIVEr USEr . . . . . . . i ittt e e e e e et 2114
show snmp-serverview . . ... .. it e 2115
snmptraplink-status . .. ..... ... ... 2116
snmp trap link-status suppress . . ... ... ... .. e 2117
SNMP-SEIVEL . o v e e e e e e e e e e e e e e e 2119
snmp-server COmmunity . ... ... .. ... 2121
snmp-servercontact . . ... ... e e e 2122
snmp-serverenabletrap . ... ... ... ... ... 2123
snmp-serverenginelDlocal ........... ... ... ... . . . . . . ... 2126
snmp-serverenginelDlocalreset . . . . ....... ... ... ... ... ... 2128
SNMP-SEIVEI GrOUP .« « v v e e e e e et e e et e e e et e et 2129
snmp-serverhost . . ... ... e 2131
snmp-server legacy-ifadminstatus . . ....................... 2133
snmp-serverlocation .. ... ... . . ... .. 2134
snmp-server source-interface . .. ......... .. ... . . ... ... 2135
snmp-server startup-trap-delay . . .. ... ... ... . o .. 2136
SNMP-SEIVEI USEI &+ & v v v e e e e e e e et e e et e e e et e et e 2137
SNMP-SEIVEI VIEW . & . o o i i e e e e e e e e e e e e e e e et e 2140
undebugsnmp ... e 2141
Chapter 48: LLDPCommands .........ttetvvenensnesnnnsonenns 2142
INtroduction . . ... . e 2142
clearlldpstatistics . .. ... ... e 2144
clearlidptable . . . ... ... . . . 2145
debuglldp . ... . 2146
lldp faststart-count . . . . .. ... ... .. 2148
lldp holdtime-multiplier. . . . .. ... .. . 2149
lldp management-address . .. ......... ... i 2150
lldp med-notifications . . . . ......... ... ... ... . . ... ... 2151
lldp med-tlv-select . ... ... ... ... . .. . . . . . e 2152
lldp non-strict-med-tlv-order-check . ... .................... 2155
lldp notification-interval .. ......... ... ... ... .. ... .. ..... 2156
lldp notifications . . . . ... .. . e 2157
lldp port-number-type . ... ... . 2158
lldpreinit . . ... e e 2159
dprun .. e 2160
lIdptimer . .. ... e 2161
lldptlv-select. . . ... ... 2162
lldp transmitreceive . . . . ... ... .. . 2164
lldptx-delay . .. ... ... e 2165
location civic-location configuration . . . . .................... 2166
location civic-locationidentifier. . . . . ... ... ... L oL 2170
location civic-location-id . . ... ... ... .. . . . 2171
location coord-location configuration . . . .. ...... ... ... ... ... 2172
location coord-location identifier . . . . ...................... 2174
location coord-location-id . . . ....... ... . .. 2175
locationelin-location ... ..... ... .. ... . ... . . . ... 2177
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location elin-location-id . . . . . ... ... .. .. 2178

showdebugginglldp .. ....... ... ... . . . . 2179
showlldp . ..o oo e e 2181
showlldpinterface . . . . ... ... . . . . 2183
showlldplocal-info . . ....... .. . ... . . ... . . . . 2185
showlldpneighbors . .. ... ... . ... ... .. . . 2190
show lldp neighborsdetail . .. ....... ... ... ... ... . ... .. ..... 2192
show lldp statistics . . .. ...... ... ... . .. . 2196
show lldp statisticsinterface . . . . ......... ... ... ... .. .... 2198
show location . . ... ... .. ... e 2200
Chapter 49: Mail (SMTP)Commands . . . .. ...ttt ittt nnneeennnnas 2202
Introduction . .. .. .. 2202
debugmail .. ... ... .. .. e 2203
deletemail ... ... .. . . e 2204
mail . . . . 2205
mail from . . ... 2207
mail smtpserver . . .. ... . e 2208
mail smtpserver authentication . . .. ............ .. ......... 2209
mail smtpserverport . . . .. ... .. 2211
showcountermail ... ... .. . . . . . . 2213
showmail . . ... 2214
undebugmail . ... .. .. 2215
Chapter 50: RMONCOMMands ........ccoeeeteeeconsesoconsnss 2216
Introduction . .. ... .. 2216
rmonalarm . . . ... 2217
rmon collectionhistory . . ... ... ... ... 2219
rmoncollectionstats. . . . ... ... e 2220
MMONEVENT . . . . . e e e e e e e e e e e e et e 2221
showrmonalarm . .. ... ... . .. e 2222
showrmonevent . . ... ... e 2223
showrmonhistory . ... ... ... ... . . e 2225
showrmonstatistics . . .. ....... ... ... . . .. 2227
Chapter 51: SecureShell(SSH)Commands . . . . . ... ittt i it nnns 2229
Introduction . . . ... e 2229
bannerlogin (SSH) . . .. ... ... . e 2231
clearssh . . .. e 2232
crypto key destroy hostkey . . . .. ... . Lo 2233
crypto key destroy userkey . . . .. .. e 2234
crypto key generatehostkey . . . . ... L L o L 2235
cryptokey generateuserkey . . . ... e 2237
crypto key pubkey-chainknownhosts . . . . ................... 2238
crypto key pubkey-chainuserkey . . . .. ... ... ... . 2240
debugsshclient. .. ... ... ... . . . . . 2242
debugsshserver . .. ... .. ... .. e 2243
service ssh .. ... e 2244
showbannerlogin . . ....... .. . . . . . .. 2246
show cryptokey hostkey . . ... ... . . 2247
show crypto key pubkey-chain knownhosts . . ... .............. 2249
show crypto key pubkey-chainuserkey . . .. ...... ... ... ... .. .. 2250
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show cryptokeyuserkey ... ... ... ... .. . .. . 2251

show running-configssh .. ....... ... ... ... ... ... ... . ... 2252
showssh ... e 2254
showsshclient . ... .. ... . . . . . . . . . 2256
showsshserver . .. ....... . . . . . . 2257
show ssh serverallow-users .. .......... ... ... .. ... ...... 2259
show sshserverdeny-users .. ...... ... ... ... . . i, 2260
SSh e e 2261
sshclient .. ... 2264
SShserver . ... e 2266
sshserverallow-users . .. ..... ... . ... 2268
ssh serverauthentication . . .. ...... ... ... ... ... ...... 2270
sshserverdeny-users . .. ..... .. . . .. e 2272
sshservermax-auth-tries . . . . . ... ... . .. . 2274
sshserverresolve-host . .. ..... .. .. .. ... . . . . . 2275
SShSeIVerSCP . o oot e e e 2276
sshserversftp . ... ... 2277
undebugsshclient . . ... ... ... . .. 2278
undebugsshserver . .. ... . . ... e 2279
Chapter 52: TriggerCommands . .. ... ...ttt itneronennnsnnsas 2280
INtroduction . . ... . e 2280
active (Trigger) . . . o v oo e 2282
day . . e 2283
debugtrigger . . ... . ... e 2285
description (trigger) . . ... ... .. e 2286
<] o= | 2287
SCHIPt . o e e e e 2288
show debugging trigger . ... ... .. . . . ... e 2290
show running-configtrigger . . . . . . ... ... .. ... e 2291
show trigger . . ... e e e 2292
TSt L e e 2297
time (trigger) . . . . .o e 2298
L8] © 1 2300
THgger . e e 2301
triggeractivate . . ... . ... e 2302
typeatmfnode ... ... . ... ... 2303
BYPECPU . . o e e 2306
typeinterface . ... .. ... 2307
typelinkmon-probe . .. ... ... .. e 2308
BYPElog . . e 2310
BYPEMEMOIY . . . e 2311
typeperiodic . . .. ... 2312
typeping-poll . ... .. 2313
typereboot . . . . .. e 2314
typetime . ... e 2315
typeusbh . . . e 2316
undebug trigger ... ... e 2317
Chapter 53: Ping-PollingCommands ..........ciiitternnennnenns 2318
Introduction . .. .. .. ... e 2318
active (ping-polling) . . ... .. ... . . .. 2320
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clearping-poll . . . ... .. 2321

critical-interval . . . .. 2322
debugping-poll . . ... ... 2323
description (ping-polling) . . . . . ... ... . ... 2324
fail-count . .. ... e 2325
ip(ping-polling) . . . ... .. 2326
length (ping-polldata). . . . ........ ... .. . . . 2327
normal-interval . . .. ... . ... e 2328
pPINg-poll . . e 2329
saMple-Size . . . . e 2330
show counterping-poll . .. ..... ... . ... .. ... . 2332
show ping-poll . . ... ... . e 2334
SOUICE D v o e e et e e e e e e e e e e e e 2338
timeout (pingpolling) . . ... ... . . . . . e 2340
UP-COUNT . o o e e e e e e e e e e e 2341
undebugping-poll . . ... ... . 2342
Chapter 54: sFlowCommands .. ........ii ittt tecenosnsnsonas 2343
Introduction . . ... ... 2343
debugsflow . ... ... .. . . . .. e e 2344
debugsflowagent . . ... ...... ... . ... ... 2345
sflowagent . . ... .. e 2346
sflowcollector . . . ... ... e 2348
sflow collector max-datagram-size . . . .. .......... .. ........ 2350
sflowenable . .. ... .. .. ... e 2351
sflow max-header-size . . . ... ... ... . ... 2352
sflow polling-interval . ... ...... ... .. .. .. . .. . . . .. .. . ... 2354
sflowsampling-rate . . ... ..... ... . .. ... . 2355
show debuggingsflow . ........ ... ... ... .. ... ... . . ..., 2356
show running-configsflow . . . .. .......... ... ... ... .. . ... 2358
showsflow . ... . . 2359
showsflowinterface . . . . ....... .. ... .. .. .. . . . .. 2361
undebugsflow . .. ... ... . . .. 2362
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List of Commands

(access-list extended ICMPAilter) .......oovinieiii i 1302
(access-list extended IPfilter)........c.ooveiiiiii i 1304
(access-list extended IP protocolfilter).........cooviiiiii it 1307
(access-list extended TCP UDPfilter)........coovvviiiiiii i, 1311
(access-list standard namedfilter) ...........co i 1318
(access-list standard numbered filter)........... ... i 1320
(ipv6 access-list extended IP protocolfilter)............ccovviviia.t. 1372
(ipv6 access-list extended TCP UDPfilter) ..ot 1375
(ipv6 access-list standard filter)..........coviiiiiiii i 1379
(named hardware ACLentry forICMP) ......covvvii e 1261
(named hardware ACL entry for IP packets) .............ccoviiiiiin... 1265
(named hardware ACL entry for IP protocols) ................coovia... 1269
(named hardware ACL entry for MAC addresses) ..........cvvvnvnennn... 1274
(named hardware ACL entry for TCP or UDP)...........ooiiiiiiiinenen. 1277
(named IPv6 hardware ACL: ICMP entry) . ......ovvevii i, 1342
(named IPv6 hardware ACL: IP protocolentry) ..........ccoovveviene.... 1349
(named IPv6 hardware ACL: IPv6 packetentry).........coovviveiiinnnn.. 1346
(named IPv6 hardware ACL: TCPorUDP entry).........ocovvuvnvninna... 1354
@aaaccountingauth-mac ..........oooiiiiiiii i 1617
aaa accountingauth-web ......... o i 1619
Qa2 aCCOUNTING COMMANGS. .o\ttt ettt et e et eeeieanenennens 1621
QA3 ACCOUNTING Ot TX .\ttt et e et e i, 1623
@aaaccounting login. ... 1625
@aa accounting uUPdate. ... ..ot e 1628
aaa authenticationauth-mac.............ooiiiii i 1630
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aaa authenticationauth-web ... i 1632

aaa authentication dotTX ......ovuiiii it 1634
aaa authentication enable default group tacacs+............ccoienin.. 1636
aaa authentication enable defaultlocal.................o.ooiiiiLL, 147
aaa authentication enable defaultlocal. ...t 1638
aaa authentication login........ ..ot 1639
aaa authorizationcommands ...... ... 1641
aaa authorizationcommands ....... ... e 1726
aaa authorization config-commands ...t 1643
aaa authorization config-commands ... 1728
A8 GIOUP SV . . ettt ettt ettt ettt ettt 1644
aaa local authentication attempts lockout-time........................ol 148
aaa local authentication attempts lockout-time.......................... 1646
aaa local authentication attempts max-fail ........................... ... 149
aaa local authentication attempts max-fail ...................... ..., 1647
aaaloginfail-delay. ... 150
aaaloginfail-delay.........c.ooiiiiii 1648
acCePt-lifetime ...t e 843
s Tal a3 T 0] U] o 1R P 1238
access-list (extended numbered) ... 1299
access-list (numbered hardware ACLfor ICMP) .............cooiiiiiinn 1240
access-list (numbered hardware ACL for IP packets)...................... 1244
access-list (numbered hardware ACL for IP protocols).................... 1247
access-list (numbered hardware ACL for MAC addresses) ................ 1252
access-list (numbered hardware ACL for TCPorUDP) .............c.o.tt 1255
access-list (standard numbered). ... 1316
access-listextended (named) ........c.iiiiii i 1291
access-list hardware (named hardware ACL) .........c.cooiiiiiininnenn 1259
access-list standard (named) . ......cooviiiii i 1314
accouNtiNg login ... e 1649
ACHIVATE Lo e e 402
active (PING-Polling) . ..oiii i e 2320
= T 6 V=3 45 T T =T 2282
alias (INterface) . ...oouvniii 2103
alliedware-behavior ...... ..o e 845
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application-proxy ip-filter.........ccooiiiiii i 1822

application-proxy quarantine-vlan ............ ... ... o i, 1823
application-proxy redirect-url . ...t 1824
application-proxy threat-protection send-summary...................... 1826
application-proxy threat-protection........... ...t 1825
application-proxy whitelistenable ............... ... it 1827
application-proxy whitelistserver.........ccoiiiiiiii it 1828
area authentication. ..........coiiiiii i e 902
areadefault-Cost. .. ..t 901
areafilter-list ... . ..o 903
(== 8 117 904
L= T -] T 1= PP 906
ArEA STUD L oo e 9208
areavirtual-link. . .. .. o e 909
area-link. . ... 1830
= o 8 (o T PSP 719
arp OPPOItUNISTIC-NA. ... e e e 722
arp security drop link-local-arps...........oooi i 1739
arp security violation ...t e 1740
AFP SECUNITY . . ettt e e e e e 1738
] o T PP 717
arp-aging-timeoUL. . . ..ottt i e e e e 713
ArP-MAC-AIS PN . o vttt ettt et e e e 714
arpP-reply-bC-dmMac. .. ..o e e e 723
atmf area PassWOrd. .....ouiii i i e e e 1834
Y 0] = =T TP 1832
atmf authorize Provision. ... e 1838
atmfauthorize. ... ... e 1836
atmf backup area-mastersdelete. ... 1841
atmf backup area-mastersenable ... 1842
atmf backup area-masters NOW. .. ..c.vviie it cie i, 1843
atmf backup area-masters synchronize. ...t 1844
atmfbackup bandwidth ......... ... i 1845
atmfbackupdelete. ......c.oiiiiiii i 1846
atmfbackupenable ... 1847
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atmf backup guestsdelete. ...t 1848

atmf backupguestsenable ............ i 1849
atmf backup QUESTS NOW . ...ttt e e eens 1850
atmf backup guests synchronize ...........cooiiiiiii i 1851
atMf baCckUP NOW . ..o e 1852
atmf backup redundancyenable.............. ... i 1854
AtMf DACKUP SEIVET ..t et e e 1855
AtMf baCckUP StOP . .. v e e 1857
atmf backup synchronize ....... ... oo 1858
AtMNT BACKUP . ..o e e 1840
AT ClEANUD .. oo e e 1859
atmfcontainer ogin. ...t e 1861
atmf CoNtainer. .. ... e 1860
atmfcontroller ... oo 1862
atmf distribute firmware ... 1863
atmfdomainvlan. ... ... 1865
atmfenable . ... o e 1868
atmf group (membership) ... 1869
atMf QUEST-Class . ..ot 1871
At l0g-VerbDOSE .. i 1873
atmf managementsubnet ... e 1874
atmfmanagementvlan...... ..o e 1877
At  MASTEr et 1879
At MU . L e 1880
atmf network-name ... ... 1881
atmf provision (interface) .........ooviiiiiiii i 1882
At ProVISION NOAE . ...ttt e et 1883
atmfreboot-rolling ..o e 1885
At rECOVEr QUEST. ..ottt i it et et e 1891
atmfrecover led-off...... ... 1892
AUME TECOVET. . .ottt et 1889
AN FECOVEIY-SEIV Y. . ottt ittt et ettt i ieneanas 1893
atmfremote-login. ...t e 1895
atmf restricted-login. ... e 1897
atmf secure-mode certificate exXpire . ... vt ii it 1901
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atmf secure-mode certificate expiry ......c.coviiiiii i 1902

atmf secure-mode certificaterenew ..o 1903
atmf secure-mode enable-all....... ... 1904
atmf secure-mode . . ... 1899
atmfselect-area ... ..ot e 1906
atmf topology-guienable.......... ..o i 1907
atmf topology-guienable........ ... 204
At LrUSTPOINt .. e e 1908
atmf virtual-crosslink ..... ... . 1910
atmf virtual-link protection ...t e 1915
atmfvirtual-link ... o 1912
At WOIrKING-SET ...t e e e 1917
authauth-fail vlan ... 1507
autharitical. . ..o o e 1509
auth dhcp-framed-ip-lease. ..o e 1510
auth dynamic-vlan-creation............ ..o 1512
auth guest-vlanforward ......... ... 1517
auth guest-VIan. ... ... e e 1515
authhost-mode ... ... i e 1519
AUEN IOg e e e e 1521
auth max-supplicant. ... ..o e e 1523
auth multi-vlan-session ... i e 1525
auth profile (global). ... 1526
auth profile (interface) ......coovii i e 1527
auth radius send nas-identifier.......... ... i 1670
auth radius send service-type ..o e 1671
auth reauthentication..........c.coiiii i 1528
auth roaming disconnected. ..........cooiiiii i 1529
authroamingenable ...... ... 1531
auth sUPPliCANt-iP ..o e 1533
auth sUPPliCANt-MaAC. ... i e 1535
auth timeout connect-timeout. ... 1538
auth timeout quiet-period ....... ..ot 1539
auth timeout reauth-period. ... 1540
auth timeout server-timeout. ..ottt 1542
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auth timeout sUPP-tIMEOUL . ... .ot e e e 1544

authtwo-stepenable. ... ... 1545
AUTh-MaC acCoUNTiNg . ..ottt e e e e e e e 1548
auth-mac authentication............co i 1549
auth-macenable ... ... i 1550
auth-macmethod ... i 1552
AULR-MAC PaSSWOId. . ..o i i e 1554
auth-mac reauth-relearning. .........cooiiii it e 1555
auth-macstatic. .. ..o e 1556
auth-macusername ... ... i 1557
authorizationcommands ....... ..ot 1650
authorizationcommands ......... ..o 1724
aUth-web accouNting . ....o. vt e e e 1558
auth-web authentication .......... ... 1559
auth-webenable ... ... .. i 1560
auth-web forward ... ... 1562
auth-web max-auth-fail........ ... .o o 1565
auth-webmethod ... ... 1567
auth-web-server blocking-mode ..o 1568
auth-web-server dhcpipaddress .......oovvviiiiiii i 1569
auth-web-serverdhcplease. ... 1570
auth-web-server dhcp-wpad-option ... 1571
auth-web-server host-name. ...t 1572
auth-web-server intercept-port .......coovvi i it 1573
auth-web-serveripaddress. ......oovii i e 1574
auth-web-serverlogin-url........ ..o 1576
auth-web-serverpagelanguage .........cooviiiiiiiii i 1575
auth-web-server pagelogo . ..o v e 1577
auth-web-server page sub-title. ... 1578
auth-web-server page suCCesS-MEeSSAgE. ... vv vt v vt reereieneeneneenes 1579
auth-web-serverpage title.......coov it 1580
auth-web-server page welcome-message .......covvviiiiiiiniiiennenens. 1581
auth-web-server ping-pollenable...............ccoi i 1582
auth-web-server ping-poll failcount.......................oooiiilL 1583
auth-web-server ping-pollinterval ...........cooiiii i, 1584
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auth-web-server ping-poll reauth-timer-refresh ......................... 1585

auth-web-server ping-poll timeout. ...t 1586
AUth-Web-server Port ... ..ot e 1587
auth-web-server redirect-delay-time ..o, 1588
auth-web-server redirect-url ....... ... 1589
auth-web-server session-keep ... 1590
auth-web-server sslintercept-port .........ccoiiiiiii i 1592
auth-web-serverssl. . ... .o i 1591
autoboot enable. ... ... e 926
auto-cost reference bandwidth ............c. 912
DaACKPIESSUNE . .o e e 438
bandwidth . ... 914
DaANNEr EXEC . .t e 214
bannerlogin (SSH). . ...t 2231
banner 1ogin (SYStemM). .. o. it i e e e e 216
banner motd ... e 218
boot config-filebackup ..o e 99
boot config-file. ... ..o 97
boot system backup .. ..ovii i e e 101
OOt SYStEM . ..ot 100
G- grOUD . . ottt e 1919
capabilityopaque ... 915
capability restart. ..o e e 916
oo 102
ChanNEl-groUP ..o e e 656
cisco-metric-behavior (RIP). ... ..o 847
ol = T 1390
el =175 0 0 - o T 1391
clearaaalocaluserlockout..... ... i 151
clearaaalocaluserlockout......... ..o 1652
clear application-proxy threat-protection...............covviiiineinn.. 1920
clear arp security statistics . ........vuiuinin i 1742
cleararp-cache ... e e 724
clear atmf links statistics .......o.veienenii 1923
clearatmflinks virtual ...... ... i 1922
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clearatmflinks ... ... e 1921
clear atmfrecovery-file ...... ..o 1924
clear atmf secure-mode certificates ..o 1925
clear atmf secure-mode statistics. .......covveiiiii i 1926
clear eXCeption l0g .. .ovviii i e 310
clear fiber-monitoringinterface ... 284
clearip dhcp snooping binding .........cooviiiii i 1743
clear ip dhcp snooping statistics ......coovvevinii it 1744
Clear P igmMP groUP. ..ot e e e 1027
clearipigmpinterface........coovii i e 1028
Clear P IgMD ot e 1026
clear ip mroute pim sparse-mode ...t e 1151
clearip mroute statistics ......ovveiii i e 1112
Clear P MIOULE ..o e e 1111
Clear P OSPf PrOCESS .. v vttt it e et et 917
clearip pim sparse-mode bsrrp-set *. ... 1149
clear ip pim sparse-mode packet statistics.............ccoiiiiiiiiiin... 1150
clearip prefix-list ... ..o e 1322
Clear P P rOULE . .t e e 848
clearipvb mld group. ..ot e 1087
clearipvbemldinterface. ... e 1088
clearipvemld ... ..o e 1086
clearipv6 mroute statistics. .......oiiiiii i e 1114
Clear PV MIOULE. ..ottt e e e et ettt e 1113
clearipvbneighbors ... 792
clear [acp CoUNtErS. ...t e e s 658
clearline console ... ..o e 152
Clear N VLY. ot e e 153
clear lldp statistics ... ov et e e e 2144
clearlldptable. ... ... e 2145
clearlogbuffered. ... e 312
clearlog external ......o.iiiiii i e e 313
clearlog PermManent ... ..coiuiii i e e 314
Clear IOg. .ot e e 311
clear loop-protection COUNters. .......ouiiriii it cie et 440
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clear mac address-table dynamic.............cooi i 441

clear mac address-table static...........oooiuiiiii i 443
clear mls gos interface policer-counters ............ccoiiiiiii .. 1392
clear ping-poll. . ..o e 2321
clear port counter stackports. ......vit i e e 445
(el =TT oo T oo 11 0| {= 444
clear port-seCuUrity INtrUSION. ... vv it e e e e e eans 446
clear power-inline countersinterface............cooiiii i, 682
clear spanning-tree detected protocols (RSTPand MSTP) ................. 568
clear spanning-tree statistics . ......covvevei i 567
Clear SN . . e e 2232
clear test cable-diagnostics tdr.........cooiiiii i 285
clear vIan statistics. . ..o v e e 516
ClOCK Set. .t e 220
clock summer-timedate ... ... ..ot e 221
clock summer-time reCuUrting . ...o.eie i i i ee it eie e 223
CloCK EIMEZONE . ..ot e e e 225
clone (@aMmf-Provision) . .....c.ouiiii i e e 1927
commit (IPVA) ... e 1281
Commit (IPVO) ... e 1339
compatible rfc1583 .. . e 918
configure boot config (@amf-provision).............c.ooiiiiiiiiiiii . 1929
configure boot system (@mf-provision) ...............ccoiiiiiiiiiiiiin... 1931
configureterminal. .......ooiuiir i e e 82
continuous-reboot-pPrevention. ........ovv i 226
COPY (@MF-ProvisioNn). .....o.u i e 1933
COPY (fileName) . ... e 103
copy buffered-10g ..o e 315
COPY CUITENT-SOftWArE . ..ottt e 105
COPY dEbUG ..o e 106
COPY PEIMANENT-IOg . .ttt e et et 316
copy proxy-autoconfig-file....... ... 1593
COPY UNNING-CONfIg . oottt e et 107
COPY StArtuUP-CoNfig. ... oeee et e 108
copy web-auth-https-file............ocoii i 1594
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(a0 )74 .4 T T =T o 1S P 109

create (@mMf-Provision) ........cveriviiii e 1934
create autoboot ... ... 110
critical-interval ... 2322
crypto key destroy hostkey. ..o 2233
crypto key destroy userkey. ... ..o 2234
crypto key generate hostkey .......covviinii i 2235
Crypto KeY geNerate ISa . . .c.vu ettt ettt e 1694
crypto key generate USerkey . ........vevuiuvniii it iainiaiaeaan 2237
crypto key pubkey-chain knownhosts ...t 2238
crypto key pubkey-chainuserkey............ccoi i 2240
CrYPLO KEY ZEIOIZE . .ottt e 1695
crypto pkiauthenticate . .......ooviiti i e 1696
Crypto pki enroll User ..ot 1698
Crypto pKi enroll . ... e e 1697
Crypto PKi @Xport Pem . ... 1700
Crypto pki export PKCST2. ..o 1701
Crypto PKi iMmpPort PemM . ..o e e e 1703
Crypto pKiimport PKCST2. ..ot e i 1705
Crypto pKi trustpoint. .. ..ot 1706
CryPLO SECUIe-MOE . . .ttt e e 1707
CrYPLO SECUIE-MOME .ottt et e e e et ne e 228
Y PLO VeI Y . e e e 111
CrYPEO VeIifY . L e 1708
Ay e 2283
deadtime (RADIUS SEIVEr groUp) .. .vveve vt ient et eieeenennennnns 1672
debugaaa. ... e e 1653
debug arp seCUNitY. ..o.v i e e 1745
debugatmfpacket ... 1938
debugatmf. . ... e 1936
debugcore-file. ... ..ot e 229
debUg dotTX ..i i e 1473
AEebUG EPSI .ot 1790
debug fiber-monitoring. ... e 286
debUg igmMP . e 1029
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debugip dhcp snoopPING. ..o e 1746

debUug ipirdp. ..o e 727
debugip packetinterface. ... 725
debUg lacp . v e e e 659
debug lldp ..o e 2146
debug loopProt ... e 449
debugmail. ... 2203
debugmid ... e 1089
debug mstp (RSTP anNd STP) . ...vv it e 569
debugnsmmecast ... ..ot 1117
debug NsSMmMCasts .. ..ot e 1118
debUg NSM . . e e e 1116
debug ospf eVENtS. ..ot e 919
debug ospfifsm ... e 920
debug ospflsa. ..o e 921
debug ospfnfsm ... e e 922
debug OSPfNSM ..o e 923
debugospfpacket. .......coviiiiiii e 924
debug ospf roUte . .. .oee e e 925
debug pimdense-modeall ... 1205
debug pim dense-modecontext . ...t 1206
debug pimdense-modedecode ... 1207
debug pim dense-modeencode ..ot 1208
debug pimdense-modefsm ... 1209
debug pimdense-modemrt ..ot 1210
debug pim dense-modenexthop ... 1211
debug pimdense-mode nsm ...t e 1212
debug pimdense-modevVvif ... ... i 1213
debug pim sparse-mode timer...........cooiiiiiiiii 1153
debug pimsparse-mode. ....... ..o 1152
debug ping-poll ... .o e 2323
debug platform packet ...t e 450
debug power-inline. ... e 683
debugradius ... ... 1673
(o /=T o T8 T 1 ¢ o PP 849
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debugsflowagent........c.ooiiiiiiiii i 2345

debug sfloW . ..o e 2344
debUg SNMIP. ..o e 2104
debugsshclient. ... e 2242
debug ssh server ... e 2243
debug trigger ..o e 2285
debugudld. .. ... e e 640
defaultlog buffered ... e 317
defaultlogconsole ... ..o e e 318
defaultlogemail ... ... ..o e 319
defaultlogexternal..........covoiiiiiiii e 320
default Iog host. . ..ot e e e 321
defaultlogmonitor. ... e 322
default log permanent. ...... ..ot 323
default-action . ....ooin i e 1393
default-information originate (RIP) ..........coviiiiii i 850
default-informationoriginate ... 926
default-metric (OSPF) .. ... e 927
default-metric (RIP) . ... e 851
delete (@MFf-Provision) . .....oouviiii i e e 1941
deletedebug. . ..o e 114
delete mail .. ... e 2204
delete . .. e 113
description (@mf-container) ... 1945
description (auth-profile) ... 1595
description (interface) ..ot 406
description (ping-polling) . .....coovii i 2324
description (QoS policy-map) ......vuiiiii e 1394
description (trigger) . ..oviii i e 2286
Aire e 115
disable (Privileged EXecmode) . ......covviiiiiiiiii i 83
AISCOVRIY . ettt e e 1943
distance (OSPF) . ..o e e 928
distance (RIP) .. ..ot e 852
distribute-list (OSPF) . .. .o e 930
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0. e e 84
o o T8 1323
AOtTX ACCOUNTING. ..ttt e e e et et 1471
dotlxauthentication ......... ..o 1472
dotlx control-direction .........cooieiii e 1474
o 1o YT o AP 1476
dOtTX €aPOI-VEISION .\ttt e e e e 1477
dotlxinitializeinterface .........cooiiiiiiii 1478
dotlxinitialize supplicant. ... 1479
dotTX KeYtransmMit ... e e e e e 1480
dotlxmax-auth-fail....... .. .o 1481
dotTXmax-reauth-req ........cooviriiiii i it 1483
dotTX POrt-CoNtrol. ... .o e 1485
dotIx timeout tX-period .......ooiiiii i e 1487
AUPIEX o e e e e e 452
OO L e 403
ecofriendly led ..o 230
ecofriendly Ipi . ..o e 231
edit (filename) . ... 118
=T L 117
egress-rate-limitoverhead ... 1396
egress-rate-limit. ... ..o i e 1395
enable (Privileged Execmode) .....covviiiiii i e 85
enable db-summary-opt..........ouiiii e 932
enable PassWword ... ... e e 154
enable secret. . ... e 157
=] T R 87
enrollment (ca-trustpoint) ........coviiiii i 1710
EPSI CONfIGUIAtION . ...ttt 1792
epsrdatavian. ... ... e 1793
epsr enhancedrecoveryenable..........coooiiiiii i 1794
epsSrflush-type ..o e 1795
epsr mode master controlvlan primaryport ... 1797
epsr mode transitcontrolvlan............ ... ... 1798
C613-50353-01 Rev A Command Reference for GS980EM/10H 48

AlliedWare Plus™ Operating System - Version 5.4.9-2.x



<] 01 o) e 11V PP 1799

BPSE ST, Lottt e e e e 1800
epPSrtopPology-Change .. ... i i e e 1801
<] 1 g0 1 =1 o T 1802
< 01 PP 1791
erase factory-default. ....... ..o e 119
erase factory-default. ... 1946
erase proxy-autoconfig-file ........ ... 1596
erase startup-Config . ... e 120
erase web-auth-https-file ......... ... i 1597
EXeC-TIMEOUL . . o e 160
2 88
fail-CoUNT. ..o 2325
fiber-monitoring action........ ... e 288
fiber-monitoring baseline. ... 290
fiber-monitoringenable ... ... e 292
fiber-monitoringinterval..........c..oiii i 293
fiber-monitoring sensitivity ... e 294
fiINAME tHIggEr. .ottt e e e 235
fiINAdMe .o e 233
fingerprint (Ca-trustpoint). ..ottt e 1711
flowcontrol (SWItCh POrt).....c.oviii i e 453
flowcontrol hardware (asyn/console)..........ccveiiiiieiiiinenan.n. 162
fullupdate (RIP) . ..o e e e e e e 854
GUIFTIMIEOUT .ttt e e e e e 205
=] 1o 89
NOST Ara . ettt e 933
NOStNAME . e 236
Y803 oo T 207
Nt SECUNE- PO . .ttt e e e e e 208
http-enable . ... 1947
identity (@mf-provision). ... e 1949
instance priority (MSTP). ... i i 573
instance vIan (MSTP) . . ...t e 575
interface (to configure) ........ooiiiiiiiiiii et 407
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IP (PING-POIING) .o eet e e e e e e e 2326

ip address (IP Addressing and Protocol) ...t 728
ipaddressdhep . ..oeinii i e 2069
ip dhcp snooping agent-option allow-untrusted......................... 1750
ip dhcp snooping agent-option circuit-id vlantriplet..................... 1751
ip dhcp snooping agent-option remote-id. ..........cooviiiiiiiiii, 1752
ip dhcp SNOOPING agENT-OPTION ...t vttt cie i eens 1749
ip dhcp snooping binding ... 1753
ip dhcp snooping database ... e 1754
ip dhcp snooping delete-by-client ......... ... 1755
ip dhcp snooping delete-by-linkdown...............coo i, 1756
ip dhcp snooping max-bindings ... 1757
ip dhcp snooping subscriber-id ... 1758
iPdhCP SNOOPING TrUSE. .o v ettt e et eaeas 1759
ip dhcp snooping verify mac-address. ........c.covveiiiiiiii i 1760
ip dhcp snooping violation. ... e 1761
IPANCP SNOOPING. .ottt e e e e e 1747
ip dhcp-client default-route distance. ...t 2071
ip dhcp-client request vendor-identifying-specific....................... 2073
ip dhcp-client vendor-identifying-class...........ccoooviiiiii i, 2074
ip directed-broadcast.........coiiiiiiii e 730
ipdomain-list. . ... e 779
iIPAomMaiN-loOKUP .. .vini e e 780
[ToXe FoT ' =110 BT o V=Y 0/ =P 782
ip forward-protocol udp ....oovii i e 732
ip gratuitous-arp-link . ... ... 734
iphelper-address. ..o e e e 736
[T Teaa] o X Talal T3 T e | o] U] o 10N P 1031
ipigmp flood specific-query ...... ..o 1032
ipigmpimmediate-leave ..o e 1033
ip igmp last-member-query-count .........ooviiiii it e 1034
ip igmp last-member-query-interval...............o i 1035
P IgMP Mt .o e e e 1036
P IgMP MaXiMUM-GrOUPS ..ttt et ittt i ieneeneeneennennenns 1037
P IgMP MIOUTE-PIOXY « et it ettt ettt e et et eatenneeneennennenneens 1039
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P IgMP PrOXY-SEIVICE. . ottt ettt et e e aenaneenns 1040

ipigmp querier-timeout ... ..ot e e 1041
ipigmp query-holdtime ... ... e 1042
ipigmp query-interval ...t e e 1044
ip igmp query-max-response-time ...........uiiiiiiiiniiennennnnns 1046
P IgMP ra-0PtioN. ...t e e e 1048
ip igmp robustness-variable ......... ..o i i e 1049
ipigmp snooping fast-leave. .........ooviiiiii it e 1051
P IgMP SNOOPING MIOULEI ...ttt e it eiieaeennns 1052
iP IgMP SNOOPING QUEKIET . . e e ittt et e e e e i eaennens 1053
ip igMmp SNOOPING rePOrt-SUPPIESSION .. vttt ti e i nenneaneennans 1054
ip igmp sNooPINg routerMOde .. ...vuiiie e ci i 1055
ip igmp snooping source-timeout. ......ovivii it ei e 1057
ip igmp snooping tcn query solicit ......ovve i 1058
P IgMP SNOOPING. .+ttt ettt ettt e et it e eeeneeneennenneans 1050
ip igmp source-address-check .........cooiiiiiiii i 1060
[T JNTe [ Y 0353 2.4 1SS 1061
ipigmp ssm-mapenable...... ... 1062
IPIgMP SSM-MAP StAtiC ...ttt e e e e e i eanans 1063
ip igmp startup-quUery-CoUNt. . ...ttt 1067
ip igmp startup-query-interval ......... ... i 1068
P IgMP STAtiC-groUP . .ottt e e 1065
P IgMP ErUSTEd . .ot e e e e e 1069
[T TN Te [T o JRYZ=1 63 (o] o 1S 1070
138 e 0 1 o TS 1030
ipirdp address preference ........coviiii i 739
IPIrdp broadcast .. ..ot e 740
ipirdpholdtime ... e 741
pirdp lifetime. ... e e 742
ipirdp maxadvertinterval ....... ..o e 743
ipirdp minadvertinterval ..ot e 745
P IrdP MUILICAST . .o e e e e 747
IPIrdp Preference ....ovi i 748
1031 e 1o S P 738
ip limited-local-proXy-arp . ..oovii i i e e e e 749
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P lOCal-PrOXY-arP. ettt e e 750

10302 8] o TV | (= PP 1119
ip multicast allow-register-fragments. ..o, 1121
ip multicast allow-register-fragments. ...........coovi i, 1155
ip multicast forward-first-packet ...t 1122
P MUItICAaSTt rOULE. ..t e i e e 1123
ip multicast route-limit. .........o i e 1125
ip multicast wrong-vif-suppression. ........ccoviiiii ittt 1126
P MUILICAST-TOULING ..ottt e e e et e e aeas 1127
ip name-server preferred-order ... 785
[T g T 10 =TT =] oY e 783
ipospfauthentication ....... ..o e e e 934
ip ospf authentication-key ........ ... 935
P OSSP COST. ottt e e 936
ipospfdatabase-filter. ..ot e e 937
ipospfdead-interval....... ..o e 938
ipospfdisableall ... 939
ipospfhello-interval. ...t e 940
ip ospf message-digest-Key .......coiniiiiii i 941
P OSSP MEU. L e e e 943
P OSPf MtU-IgNOre. . ..o e 944
P OSPF NETWOIK. ..ttt e e e e e 945
1P OSPf PHOITY . .ottt et e 946
ip ospf resync-timeouUt. .. ..cov i e e 947
ip ospfretransmit-interval ......... ... i 948
ipospftransmit-delay. ...t 949
ip pim accept-register list.........ovuviniiii i 1156
([l o1 4T ) er= 1 ol o TP 1157
ippimbsr-border. ... ..o e 1158
ippimbsr-candidate. ... e 1159
ip pim cisco-register-checksum group-list ..ot 1161
ip pim cisco-register-checksum ..........cooiiiiiiiii it 1160
IP PIM CrP-CisSCO-PrefiX . ..o e e 1162
ip piM dense-Mode PasSiVe . ....vveii it 1215
ip pim dense-mode wrong-vif-suppression..............ovvviiininan... 1216
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P pRIMdense-mode. ... ..ot et et e 1214

P PIM Ar-Priority . ..o e e 1163
ippimexclude-genid ..o e e 1164
ip pim ext-srcs-directly-connected ... 1165
ip pim ext-srcs-directly-connected ...l 1217
ip pim hello-holdtime (PIM-DM). . .....coitii e 1218
ip pim hello-holdtime (PIM-SM) .. ..o e e 1166
ip pim hello-interval (PIM-DM) ..ot ieneas 1219
ip pim hello-interval (PIM-SM). ...t i 1167
ip PiM ignore-rp-set-priority ........cooueirinitiii it iii e 1168
(1038 o) 10 01 o ¥ 10 =] S P 1169
P PIM Max-graft-retries. ..o e e et 1220
ip pim neighbor-filter (PIM-DM) . .......iii i 1222
ip pim neighbor-filter (PIM-SM) ... .. i 1170
ip pim propagation-delay..........c.oooiiiiiii i e 1223
ip pim register-rate-limit........ ..o e 1171
ip pim register-rp-reachability. ........... ... i i 1172
IP PIM regiSter-SOUICE . ..ottt et i e et i eaeanenns 1173
IP PIM register-SUPPreSSION ...ttt et i i eei i aenneennens 1174
P RIM IP-addresS . .ottt e e e e i e 1175
ippimrp-candidate. ... e e 1177
ippim rp-register-kat . .......cooviiiiiii i e 1179
ip pim sparse-mode join-prune-batching....................ooi il 1181
iP PIM SParse-MOdE PASSIVE. ..o v vttt e et e et eie i enaas 1182
ip pim sparse-mode wrong-vif-suppression. ..........c.ccovviiiiiiiiian.. 1183
P PIM SPArSE-MOAE ...\ttt e et e et iieaens 1180
ip pim spt-threshold group-list.........coooiiiii i 1185
ip pimspt-threshold ... i 1184
1030 o 10 01877 2 S 1186
ip pim state-refresh origination-interval ................................. 1224
P PIE XISt .ttt e e e e e 1326
P PrEfiX-liSt, . et e e e e 856
[T 038 o] 14 Va1 g o J P 751
ip radius source-interface ...........oiiiiiiii i e 1674
T o TR T=To L =Y ot €3 752
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ip rip authentication key-chain...............co i 858

ip rip authenticationmode. ... ... i 860
ip rip authentication string. ........ooiviii it 863
P FIP FECRIVE VOISION. ..ttt ettt et et et e eaieennnns 866
ipripreceive-Packet .. ...o.viii i e e 865
ip rip send version 1-compatible .......... ... 870
PP SENA VEISION ..ottt e e et e et 868
ipripsend-packet ... ..o e e e 867
IPrip SPlit-NoriZON . ..o e 872
1o T8 o 101 (<A 826
ipsource binding . .....covuiiiiiii i e 1762
P SUMMaArY-address P . . ove ettt e et ee et aeieneans 855
iptacacs source-interface ... ...oovu it e 1729
P TCP SYNACK-TETIIES ..\ttt e e 753
ip tftp source-iNterface. ..ottt e e e 121
ipunreachables ... ... e 754
ipv6 access-list (named IPv6 hardware ACL) ...........ccoiiiiiiniin.., 1340
ipv6 access-list extended (named). ... 1365
ipv6 access-list extended Proto .........cooiiiiiiiiii i 1369
ipv6 access-list standard (named) ..o 1377
ipv6 address autoconfig ... 795
PV address SUTfIX . . ..ot e e et e e 797
PVO AddressS. ..ottt e e 793
PVG ENable. ..o e e e 798
ipv6 euibd-linklocal . ... 800
IPVE fOrwarding ......oovuii i e 801
IPVO MIA @CCESS-GrOUP . .t vttt ettt et e e e e ee e ieeieeneiennenans 1090
ipv6 mld immediate-leave ...t e 1091
IPVO MI limit. . e 1092
ipv6 mld snooping fast-leave ...t 1096
iIPV6 MId SNOOPING MIOULEY . ...ttt et e e i e i ieanenans 1097
iIPV6 MId SNOOPING QUEKIEN . ..ttt ettt e e i it ieianaas 1099
ipv6 mld snooPINg report-SUPPIESSION .. .v vt i ii e i ieeieananans 1100
IPVO MIA SNOOPING. « v vttt e e e e i 1094
IPVO MId STatiCc-groUP . .o vttt e e et 1102
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PVO MIOUTE . .ottt et e e e e a e eaneeeaneenns 1128

ipv6 multicast forward-slow-path-packet.................cccooiiiiii.t. 1115
ipv6 multicast forward-slow-path-packet...............cooiiiiiiiiin.. 802
IPVO MUILICAST FOULE ..ttt e e ettt i iaaaaas 1130
ipv6 multicast route-limit ... e 1133
IPVO MUITICAST-TOUTING . .o v et e e e i 1134
iPV6 Nd accept-ra-pPinfo. ...ttt 803
ipv6 nd current-hoplimit.........cviiiii i e 804
ipv6 nd managed-config-flag ... 805
ipv6 nd minimume-ra-interval............ o i e 806
ipv6 nd other-config-flag ..o 807
PVO N PrefiX. .ot e e e e e e e e 808
PVO NAraguard ........iiiii e e e 812
ipvendra-interval ... ..o e 810
PV NA ra-lifetime . ... e 811
ipvb nd reachable-time ........ciiiii i e 814
ipv6 Nd retransmission-time ..........ccoiiiiiiiiii it i 815
[T oX Y a1 I U o o) =11 - 816
PVO NEIGNDOT L. i e e 817
PV OPPOrtUNIStIC-Nd. . ..ot e e e e 818
PVO PrefiX-list . ..ot i e e e e 1381
PV FOU ettt ettt et et et et et it e e 828
IPV6 titp source-interface ..ot e 122
ipvb traffic-filter ... e 1358
ipvéunreachables . ... ... e 819
Key Chain. ... e 874
2] 2P 873
KEY-StrING . ettt e 875
lacp global-passive-modeenable ... 660
=Yl o 38 oo o o 4[] ¢ 1 /2 661
JaCP SYStEM- PO Y. o\ vttt e e e e e e e 662
=Y o T 47T 11 663
[eNGth (@SYN) ..ottt 164
length (ping-polldata)..........cooiiiiiii i 2327
license update (filename) ...ttt e 200
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licenseupdate online. ... ..ot e e e 201

NS ettt 193
license-cert (@amf-provision) . .........covuiiii i 1951
BN, e e 165
linkflap aCtion ... oot e 455
lldp faststart-CouNt . ... ..ottt et et 2148
lldp holdtime-multiplier ... i 2149
lldp management-address . ......c..viviiiin it 2150
lldp med-notifications ..o e 2151
lldp med-tlv-select. ..ot e 2152
lldp non-strict-med-tlv-order-check ............ ... i 2155
lldp notification-interval ... e 2156
lldp NOtifications ......coiriii i e e e 2157
lldp port-NUMber-type. ..o .ot e e 2158
AP reinit. .. e e 2159
] o o X U o TP 2160
] o o34 15 0T 2161
ldp tlv-select. ... ..o et et 2162
ldp transmMit reCRIVE . .. it i ettt 2164
ldp tx-delay. . ... 2165
ToYar: | B 0] 03 2T 1 o TS 756
locate (@Mf-provision) ...t e 1953
location civic-location configuration ...l 2166
location civic-location identifier........ ... 2170
location civic-location-id. ... 2171
location coord-location configuration...............ccooiiiiiiiiinLL 2172
location coord-location identifier ... 2174
location coord-location-id ........ ... i 2175
location elin-location ....... ..ot 2177
location elin-location-id. ... ... i 2178
log buffered (filter) ..ot e 325
logbuffered exclude. .......cooiiii i e e 328
logbuffered size. ..o e e 331
logbuffered. ... ..o e 324
logconsole (filter) ......couinii i e 333
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log console eXClUde ..ot e e e e e 336

[0g CONSOIE . ..ttt e 332
logemail (filter). ......coini i e e e e 340
logemail exclude. ... ..o e e e 343
logemail time . ... e e e 346
logemail . ... e e 339
[0g EVENT-NOST. ..ttt e e e 1955
[0g EVENT-NOSt. .\ttt e e e e e 209
logexternal (filter) ... ..o e 350
logexternalexclude .........oouiiiiii i e 353
logexternal rotate. . ...ttt i e e e e 356
logexternal Size .....oovuii i e e e 358
logexternal ..o e e e 348
log facility ..o e 359
log hoSt (filter). ..ot e e 363
loghostexclude. ... ..ot e e e 366
IOg oSt SOUICE . .ottt e e ettt 369
loghost startup-delay .........ooiuiiiiiii i e 370
I0g oSt tiME . e e e 372
IOg NOSt .o e e e e e 361
logmonitor (filter) .....c.oiiii i e e 374
logmonitorexclude ...... ..ot e 377
log permanent (filter) ..o e 381
logpermanent exclude . ... ..o e 384
[Og PEIMANENT SIZE ..\ttt e e et e e e 387
Og PEIMANENT ..ottt e e e e e e 380
[0 IR T 15 40T 1 3| R 389
loginauthentication ...........oiiiiiiiii i e i 1654
1 [0 U1 S 20
log-rate-limit NSM ... e 388
loop-protection action. .......oitiii i e 457
loop-protection action-delay-time ... 458
loop-protection loop-detect ........covriiiiiiii i 456
loop-protection tiMeoUt . ... ..ottt 459
mac address-tableacquire ... 460
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mac address-table ageing-time ..ot 461

mac address-table logging. ... 462
mac address-table static ........ ..o e 463
mac address-table thrash-limit......... ... ... . i i 464
Mail fromM. .. 2207
mail smtpserver authentication ............ooviiii it 2209
Mail SMTPSEIVEr POI. . oottt e ettt e et e aieans 2211
Ml SMEPSEIVEL Lttt i e e e e e 2208
Ml . o 2205
MAtCh ACCESS-GrOUP ..o v ettt e e e ie e 1397
MATCN COS .ottt ettt e 1399
MAtCh ASCP. t et e e e 1400
match eth-format protocol.............coi i 1401
matchinterface. ... ..o 1005
MAtCh P address ..o e 1006
MatCh P NEXE-NOP . .ot e e e e 1008
Match iP-Precedence . .....vvi it e et 1404
MAtCh ipV6 address. ... oot e e it e 1010
MAtCh MAC Y P .ttt e e e e e et 1405
MAtCh METIIC . ..o ettt 1012
MAtCh FOUTE- LY P o ettt e 1013
MAtCh tag .ttt e 1014
match tep-flags. ... 1406
Match tpid .. e e e e 1407
Match VIan ... 1408
max-concurrent-dd. ... ...t e 950
MaX-fiD-TOULES. . . ..o 238
MaX-fiD-TOULES. . . ... e 829
MaxXimum-access-list ... ...o.iii i 1328
MAXIMUIM=AIA . . ettt ettt ettt e e ettt et iaeneaens 951
MAXIMUM-PAtNS . . i e e 831
MAXIMUM-PIE X, L e e e 876
MaAX-STAtIC-TOUTES . . o o\ttt e e 239
MaAX-StatiC-TOULES . . .ottt e e 830
MIITOr INTEIfACE. . oot e 423
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mls qos aggregate-police action ...........c.coviiii i 1409
mls qos aggregate-police COUNtErS. .....v it in it aeenes 1411
001 e T 13 o -3 1412
MIS QOS ENAbIE .. .o e e e 1413
MIS QOS MAP COS-QUEBUE. ..ttt et ettt eee e i eeate et eanaaneaneaanans 1414
MIls qos Map pPremark-dsCp ..ottt 1415
001 e T X3 e {1 10 TSP 1417
mls qos scheduler-set priority-queue. ..., 1419
mls qos scheduler-set wrr-qUEUE groUP . ..vov v vt iniin e 1420
mls gos scheduler-set. ... e 1418
MOEIYPE et e e e 1956
MOVEe debUG. ..ot 125
00T 1T = 124
0] 409
0 1 411
MURICAST . o e e e e e 1135
NEighbor (OSPF) . ..o e e e e 952
NEighbOr (RIP) ..o e e e e e e e e 877
NEtWOrK (RIP) . .o e 878
NEIWOIK @rBa . ..ttt e e et 953
no crypto pki certificate. ........cooiiiiii e 1713
nodebugall. . ... e e 240
NO POICE Lttt e e e e e e e e 1421
normal-interval. ... ... 2328
ntp access-group (deprecated)........oovuiiiiiiiii i 2079
Ntp authenticate. ... e e 2080
ntp authentication-key ......... ... i i 2081
ntp broadcastdelay ....... ..o 2082
NP AiSCard ... ..o e e e 2083
] 0038 0 T ] = PP 2084
) 0 3 1= PP 2085
Ntp rate-limit ... ... e 2087
1 31 =) o ¢ o 2088
1 0 0T =Y V7= G P 2090
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1 03501 U1 el PP 2092

ntp trusted-key (deprecated).........ccoviviiiiiiiii 2094
Offset-list (RIP) .. ..ttt e 879
OPtIMISTIC- N . o e e 757
OPtIMISTIC-Nd . o e e 820
OSPf ADr- Y P . o et e 955
ospf restart grace-period. ........ovviiiiiie i e 956
ospfrestart helper .. ..o e e 957
OSPfroUter-id. ... e e 959
overflow database external ......... ... 961
overflow database. ... ..o 9260
passive-interface (OSPF) ...t e e 962
passive-interface (RIP) ... ..ot e et 880
710 T R 758
PING-POll . e e e 2329
platform acls-to-vlanclassifiers ... 1282
platform acls-to-vlanclassifiers ..............coiii i 1360
platform acls-to-vlanclassifiers ... 465
platform acls-to-vlanclassifiers ..., 522
platform control-plane-prioritizationrate...............cooiiii i, 467
platform hwfilter-size. ... e 469
platform jumboframe. ... ... e 410
platform jumboframe. ... 470
platform 12mc-overlap . ... e 473
platform I2mc-tablemode ......... ..o 471
platform load-balancing ... 474
platform load-balancing ...........cooi i 665
platform multicast-address-mismatch-action........................ ... 476
platform multicast-address-mismatch-action............................. 759
platform multicast-ratelimit.............cco i 1136
platform multicast-ratelimit. ..o 478
platform routingratio . .........ooitiii i i e e e 479
070} 1= 511775 481
7o) el ol o U ] (=] ¢3S 1423
police single-rate action .........ooviiiii i e 1424
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police twin-rate action..........coitiii i e e e 1426

POlICE-aggregate .. ...ttt 1422
070 [TV 0 T- 1 o TSP 1428
port-vlan-forwarding-priority ..........c.cooiiiiiiiiiii e 517
power-inline allow-legacy. .........c.coviiiiiii 685
power-inline autoClass. . .....oit i e 686
power-inline description. ... ...ttt e 688
power-inline enable ...... ..ot e e 689
power-inline hanp . ... e e 690
POWEI-INIINE MaAX. .ottt et e e e e e 691
POWEI-INIINE PHOIITY . v vttt e e e et et e e iaaeans 693
power-inline usage-threshold. ... 695
private-vlan association. ... e 521
Private-VIan . ... e 520
privilege level ... .o e e e 167
PrOXY-POIT. ottt ettt e e 1655
o PR 126
FAdiUS-SECUIE-PIOXY @@ « ottt etetete et e eeeeeaenteneneeneneenennenens 1656
radius-serverdeadtime ...... ... ..ot e 1675
radius-Server NOSt . ... . .o 1676
FadiUS-SEIVEN KBY ..\ttt e et 1679
radius-server retransmit. . ... ..ot e 1680
radius-server timeoUT. .. ....o.i. it 1682
(1] oo Yo 1 PP 242
recv-buffer-size (RIP) . ... ..ot e 881
redistribute (OSPF) . ...t e 963
redistribute (RIP). ... ... e 882
FegiON (MSTP) L e et e e e et et 577
(1] (o Y- To P 243
remote-mirror iNterface. ... ..c.vuiun e e 425
<] o= | P 2287
restartospfgraceful ....... ..o e 965
restartripgraceful. ... ..o e 883
reViSioN (MSTP) ... e 578
rip restart grace-period ... ....viir i e e 884
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FMON @lAIMN. . et 2217
rmon collection history ... ..o in i i i e 2219
rmon collection Stats .........c.oiiii i 2220
FMON BVENT. Lottt e e it e aieeas 2221
FOUtE (RIP) . . et e 885
[0 10 1 (= 010 = o JS 1015
[ T =TT o T T e [ 1 761
[ T (=] o1 o S 966
(010 =T g T o T 886
FOUTEI-Id et e e 967
rsakeypair (Ca-trustPOiNt) .....vvvt it e i 1714
SAMIPIE-SIZE. . ottt 2330
ol 101 P 2288
security-password forced-change ...........cooiiiiiiiiii i 169
security-password history. ... .. ..ottt 168
security-password lifetime ... e 170
security-password minimum-categories. ... ....vuvvriiivinnnennennns 172
security-password minimum-length...............o il i, 173
security-password min-lifetime-enforce ......... ... ... .ol 171
security-password reject-expired-pwd. ... 174
SECUNity-PaSSWOrd WarNiNg .. .o.vvu et tteteiteteietieeenenneneenenens 175
send-lifetime .. ..o 887
SEIVer (FadSECPIOXY-283) « .« vttt e ee e te et e et et eeeenenn. 1657
SEIVEN (SEIVEI GIOUP) . vt ettt ettt et et e eee e eateaeeneeaneaneaneannans 1684
server mutual-authentication ........... ... i 1659
server name-check ... ... e 1660
SErVer trUSTPOINT. ..ot i e e e e 1661
Service advanCed-Vity . ....ciiiii e 176
service atmf-application-proxXy.........ccovevrii i 1957
SErVice dNCP-SNOOPING. . v v vttt ittt e et ee i e iae e, 1764
SEIVICE M. oottt e e e e 210
service password-encryption. ......ouvu v vttt 177
service power-inline . ... e 696
SEIVICE SSh. .ot e 2244
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service statistics interfaces COUNter. .....vv v eieieeeens 412

Service telNet . ..o e 178
service terminal-length (deleted)...........cooi i 179
SerVICe-POlICY INPUL. .ottt i et et 1429
set bandwidth-class ........ ..o 1430
] <] Ao L 1432
7] 0o LYo o 1S 1434
setip NeXt-hopP (PBR). ..ot e e e 1436
setip next-hop (route Map) . ...o.vveii it e 1017
= 0 0= 0 P 1018
0 0T e Y/ o 1020
SO QUEUE ottt i i e e e 1438
(<3 o - T AR 1021
SHlOW @gENT. . et e 2346
sflow collector max-datagram-size ..............ccooiiiiiiiiiiiiininan... 2350
SHlow COllector. . ..o e 2348
sflowenable. ... ..o 2351
sflow max-header-size....... ..ot 2352
sflow polling-interval ... 2354
sflow sampling-rate. ... e 2355
show aaalocaluserlocked....... ..o 1663
show aaalocaluserlocked. ...t 180
ShOW Q@@ SEIVEI GrOUD . ot vttt ettt e e i e ineeneanes 1664
SNOW ACCESS-gIOUP . oottt ettt ettt et e e e 1284
show access-list (IPv4 Hardware ACLS)......o.viniiniiiiiiininiaannn 1285
show access-list (IPv4 Software ACLS). .....oouvrvinininni e, 1329
show application-proxy threat-protection...............cooviiiniinn.. 1958
show application-proxy whitelistinterface.............. ...t 1960
show application-proxy whitelist server ...t 1962
show application-proxy whitelist supplicant............................. 1963
show arp security interface. ...t 1767
show arp security statistics. .......ooviiiiii i i 1769
SNOW @I SECUIIEY . o vttt ettt e 1766
S OW Al .ot 762
Show atmf area QUESTS . ....oviti et ettt 1972
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show atmfareaguests-detail............ccoiiiiiiiii i 1974

show atmfareanodes .........c.uuiniiiiii i 1976
show atmf area nodes-detail .............ooiiiiiiiiii i 1978
show atmfarea summary ....... ..ot 1980
Show atmfarea. .. . ..o 1969
show atmf authorization.............cooiiii i 1981
show atmfbackuparea ........co.oiiiriii it 1988
show atmfbackup guest. ... i 1990
show atmfbackup......ccoiiiii 1984
show atmf container. ... .. ..ottt 1992
show atmfdetail...... ..o 1995
show atmfgroup members ... e 1999
ShOW atmf QroUp ..o e 1997
show atmfguestsdetail...........ccoviii i 2003
ShOW atmf QUESES. ...ttt e e 2001
show atmflinks detail...........oo i 2008
show atmflinks questdetail.............cooiiii i 2019
show atmflinks guest. ... ..o e 2017
show atmf links Statistics. . .........veiniini i 2023
show atmflinks. .. ... e 2006
show atmfnodes ... ... 2026
show atmf provision NOdes .........cviiiiiinii i 2028
show atmfrecovery-file. ... 2030
show atmf secure-mode auditlink ............ ... i 2034
show atmf secure-mode audit ...ttt 2033
show atmf secure-mode certificates.............coooiiiiiiiiiii ... 2035
show atmf secure-mode sa. . .....o.vvuiniin it 2038
show atmf secure-mode statistics ...... ...t 2041
show atmfsecure-mode ...... ..ot 2031
showatmftech. ... ... 2043
show atmf virtual-links. ... ... 2046
show atmf working-set ..ot e 2048
SNOW atmf. . 1965
show auth diagnostics . . ....veve i e 1600
show authinterface. ... ..o e 1602
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show auth sessioNStatistiCs. ...ttt e et 1604

show auth statisticsinterface ..o 1605
show auth supplicantinterface............cocoiiiiiiii i i, 1609
show auth supplicant. ...t e 1606
show auth two-step supplicantbrief ............. ...t 1610
ShOW aUTh . ... e 1598
show auth-web-server page .......oovviiii it i 1613
show auth-web-server...... ... .o 1612
SHOW @UEODOOt . ..o e 128
show bannerlogin. ... ... 2246
ShOW DOOT. . e e 129
SHOW ClasSS-Map .ottt e e e e 1440
SNOW ClOCK . ..o e 244
show continuous-reboot-prevention............coviiiiii i i 246
show counter dhcp-client. ... 2075
ShOW COUNTEI 10g . ..ttt et et et e 390
show countermail...... ..o 2213
show counter ntp (deprecated) .........ccoiiiiiii i 2095
show counter ping-poll. ... ..o e 2332
SHOW COUNtEr SMMP-SEIVEL . ..\ttt ettt e e i e eiae e, 2105
ShOW CPU NIStOrY ..ot e e 250
SOW CPU. ot e e 247
show crypto key hostkey. ... ..oovriiii i e 2247
show crypto key mypubkeyrsa...........coo 1715
show crypto key pubkey-chain knownhosts ............................. 2249
show crypto key pubkey-chain userkey................ ...t 2250
show crypto key userkey.......oovuiiiiiini i i 2251
show crypto pkicertificates .......oovvviiii i 1716
show crypto pkienrollmentuser..........ooooiiiiiii i 1718
show crypto pki trustpoint. . .....oooveiiii it 1719
showdebuggingaaa ........cooviiiiiii i e 1665
show debugging arp security ........cooiiiiiiiiii i 1771
show debuggingatmfpacket...........cooiiiiii i 2050
show debuggingatmf....... ... 2049
show debugging dotTX ..o e 1489
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show debugging epsr . ..ooviniii i 1803

show debuggingigmp. ... 1071
show debugging ip dhcp snooping .........ooviiiiiiiii i 1772
show debuggingippacket........cooviiiii i e 763
show debugging lacp. ... e 667
show debugging lldp ... 2179
show debugging loopProt. . ..ov vt e 482
showdebuggingmld. ... e 1104
show debugging mMstp. ..ot e e e 579
show debuggingnsmmecast ...t 1137
show debugging ospf ... 968
show debugging pimdense-mode...........cooviiiiiiiiiiiiiiiii 1225
show debugging pim sparse-mode ..ot 1187
show debugging platform packet............ccooiiiiiiiiiii 483
show debugging power-inline ..ot 697
show debuggingradius. ...t e 1686
show debugging rip ..o e 889
show debuggingsflow ... 2356
show debugging snmp ... e 2109
show debugging trigger.......cooviiiiiii i e 2290
showdebuggingudld ... e 641
showdebugging ... e 252
Show dhCp lease. ..o e e 2076
show diagnostic channel-group. ...t 668
show dosinterface. ..o e 1331
Show dotTx diagnostics. .. .vvuv i e e 1493
show dotTxinterface ........c.vuiiniiiii e 1495
show dotTx sessionstatistics .........ouvuvuinii e 1497
show dot1x statisticsinterface .......... .o 1498
show dot1x supplicantinterface ...........ccoviiiiii i, 1501
show dotTx supplicant. ...... ...ttt 1499
SNOW Ot T X o et e 1490
show ecofriendly ... ... 253
show epsr <epsr-instance> COUNTErS . ......virii it it iiiiianeaanns 1812
ShOW epsr <ePSI-INSTANCE> ...ttt e et e 1811
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Show epsr COMMON SEgMENTS ...ttt ittt it ie e i e eianenenns 1809

show epsr config-check........ ..o 1810
SHOW €SI COUNTEIS . . ettt et ettt it ea ey 1813
SHOW EPSI SUMMAIY .ttt r ittt e i e e ieeeeneanns 1814
SO ST ettt e e 1804
show etherchanneldetail ..............co i 671
show etherchannel summary ..........oviiiiiiiiini it eans 672
show etherchannel ....... ... 670
ShOW eXCeptioN 10g. . ..o e 391
ShOW file SYSteMS . ..ot e 132
ShOW file .o 131
show flowcontrolinterface..... ... 484
SNOW NiStOrY. .ot e 91
SNOW hOSTS . et e 786
SHOW D Lo e 211
show interface access-groUp . ...v vttt i e eaeanes 1287
show interface brief. ... ..o i 416
show interface err-disabled ........ ... 485
show interface MemoOry. .....ovvii i e et 255
show interface memory. ...ttt e 417
show interface status ........ooviiiiii i e 419
show interface switChport ...t 486
ShOW INterface. ... ..ot e 413
ShOW P acCess-list. . .ouii i e 1334
show ipdhcpsnoopingacl........ccooiiiiiiii i 1774
show ip dhcp snooping agent-option ..........ooviviiiiiiiiiiinennen.. 1777
show ip dhcp snooping binding. ..o 1779
show ip dhcp snoopinginterface.........c.ooviiiiii i 1781
show ip dhcp snooping statistics.......ccoveiiiiiiii i 1783
show ip dhcp SNOOPING . ..o v i e 1773
show ipdomain-list. ... e 787
show ipdomain-name. ........coiiiiiiiii i i et et 788
show ip flooding-nexthops ... 764
ShOW P IgMP GrOUPS .ot e et e et 1072
show ipigmpinterface ..........coiiiiiiii i 1074
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ShOW ip igMP ProXy groUPS . .. v ettt 1077

SNOW P IgMP PrOXY. « .ttt ettt e 1076
show ip igmp sNOOPING MIOULEr ... ..vvii i ieeeaeenes 1079
show ip igmp snooping routermode ..........cccvviiiiiiiiiiiii i 1080
show ip igmp snooping source-timeout............ccooviiiiiiiiinnnn.n.. 1081
show ip igmp snooping statistics. ........c.ooveiinii i, 1082
ShOW P iNterface . ..o e e 765
showipirdpinterface........oovviii i e 767
SHOW P AP . et e e 766
SHOW P MIOULE. .ot e e e e e 1138
SHOW P MV, L e 1141
SHOW I NAME- IV, . ettt e et et ettt it 789
show ip ospf border-routers. ..........coviiiiiiii i 972
show ip ospf database asbr-summary ..., 975
show ip ospf database external .............ccoviiiiiiiiii i, 976
show ip ospf databasenetwork ...t 978
show ip ospf database nssa-external ..., 979
show ip ospf database opaque-area.............cooviiiiiiiiiiiiiiia., 981
show ip ospf database opaque-as.........coovviiiii i, 982
show ip ospf database opaque-link. ..., 983
show ip ospf databaserouter ... 984
show ip ospfdatabasesummary ...t 986
showipospfdatabase..........coiiiiiiiiiii i 973
showipospfinterface ... e 989
showipospfneighbor..........coii i 990
SHOW P OSPf rOUtE. ..ot e e e 992
show ip ospfvirtual-links. ... 993
SHOW P OSPf. ot e e 969
show ip pim dense-mode interfacedetail...........................ooLL. 1228
show ip pim dense-modeinterface.............cccoii i, 1226
show ip pimdense-modemroute ...t 1229
show ip pim dense-mode neighbordetail ............................... 1231
show ip pim dense-mode neighbor ..., 1230
show ip pim dense-mode nexthop ...t 1232
show ip pim sparse-mode bsr-router ..., 1188
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show ip pim sparse-mode interfacedetail ...................ocoiinat. 1191

show ip pim sparse-mode interface ..., 1189
show ip pim sparse-mode local-members ...........ccooviiiiiiinn.. 1192
show ip pim sparse-mode mroutedetail..................ocoiiiiiiL. 1195
show ip pim sparse-modemroute. ........cooiiiiiiiii i, 1193
show ip pim sparse-mode neighbor.............. ... ... it 1197
show ip pim sparse-mode nexthop............ccooiiiiiiiiiiiiiia, 1198
show ip pim sparse-mode packet statistics ..............coviiiiiiin... 1199
show ip pim sparse-mode rp mapping ......oovviiiiriiiiieiiinennn.. 1201
show ip pim sparse-moderp-hash .......... ... i 1200
show ip prefix-list. . ..o 1335
show ip prefix-list. . ..o e 890
show ip protocols ospf. ... e 994
ShOW ip ProtoCOIS FiP ..ot et 891
showipripdatabase. ... 893
show ipripinterface. .. ..o i e e e 894
S OW D D et e e e 892
showiproutedatabase. ... e 835
ShOW I[P rOUTE SUMMAIY . .ottt et e et e e e e neeeneas 837
SHOW P FOULE. . ottt e e e e e e e 832
SHOW P IPf e 1142
SHOW P SOCKETS. .o\t e e 769
showipsource binding ........cooiiiiiiiiii i i e 1786
show iptraffic ... ..o e e 772
show ipv6 access-list (IPv6 Hardware ACLS) .......covviiiiiiininnnnnn.. 1362
show ipv6 access-list (IPv6 Software ACLS)........covviiiiiiiininnnnnn.. 1383
show ipve forwarding. . ........oovuii it e 821
show ipv6 interface brief.........oi i 822
SHOW IPVE MIf L e 1146
Show ipv6e MId groupS ..o v v e e 1105
showipvb mldinterface ..........oovriiiiiii it i 1106
show ipv6 mld snooping mrouter.........c.ooviiiiiiiiiiiniinnennns. 1107
show ipv6 mld snooping statistics..........ccovviiiiii i, 1108
SHOW IPVO MIOULE ..ottt e e e ettt e aieaens 1143
show ipv6 multicast forwarding...............ccoiiiiiiiii i, 1145
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Show ipv6 Neighbors . ... e et e e 823

Show ipv6 prefix-list .......coveii i i e 1385
ShOW iPV6 roUTE SUMMAIY ..\ttt et e ettt e e et ei e eneenanens 824
ShOW ipV6 route SUMMATY ... e ettt e 840
SHOW VO FOULE ..ottt e e ettt 838
ShOW 1aCp SYS-Id ..ot e 673
SHOW [aCP-COUNTET. ...ttt e e e et ie e 674
show license brief ... .. 197
show license external....... ..o e 202
ShOW liCeNSE. ... e 195
Show lldp interface .....oovr it e 2183
show lldplocal-info. ... ..o 2185
show lldp neighborsdetail...........ccooiiiiiiiiii e 2192
show lldp neighbors. ... e 2190
show Ildp statisticsinterface ..........oovvvr i it 2198
ShOW Ildp Statistics . ..vvnen it e e e e 2196
SHOW . oo e 2181
ShOW l0Cation . ..o e 2200
ShOW 10g CONFig .. onvi e e e 394
show logexternal. .. ... i e 396
show log permanent. .......ouiiii i et 397
SHOW l0g .t e 392
ShOW [00P-Protection. . ...cov i e e e 487
show mac address-table thrash-limit ............ ... . .. Lt 491
show macaddress-table ... 489
Show mail ..o e 2214
show memory allocations. ... inii i i 259
Show memory history. .. ... e e 261
ShOW MemMOrY POOIS . . ..ot 262
showmemory shared. ...... ..ot 263
S OW MMy .« ettt e e e e e e e e 257
show mirrorinterface. ... ... e 428
] 0 1o TV o 4115 o 427
show mls qos aggregate-policer ........cooviviiiin i, 1442
show mls qos interface policer-counters.............cocveiiiininenn.n.. 1446
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show mls qos interface queue-counters ..........ccovviiviiiinninennnn. 1447

show mls qos interface storm-status. ...........cvviiiiiiiinnennnnnn.. 1449
showmls qosinterface. ......c.oviiii i e 1443
Show MIS 4OS MaPS COS-QUEUE . .. v\ttt ettt et e i e eiieieneenns 1450
show mls qos maps premark-dscp ......cooviiiiiii i, 1451
show mls qos scheduler-set. ...t 1452
SHOW MIS OS. .ttt i e e e e 1441
ShOW NtP @SSOCIatioNs . ..ovui i e e et 2096
show ntp counters assoCiations .........oove v i i it 2099
SHOW NP COUNTEIS. .ottt et e e et ie i aeanans 2098
SHOW NP STAtUS ..ttt e e et et e 2100
ShoW PING-POIl ... e 2334
show platform classifier statistics utilization brief ........................ 1453
show platform classifier statistics utilization brief ......................... 495
Show platform Port. . ..o i e e e 498
show platform. . ... e e 492
ShOW POlICY-Map ..o 1456
show portetherchannel ............co i 675
show port-security interface ...........c.ooviiiiiiiiiiiiiiiiieiei e, 500
show port-security intrusion ........ ..ot 501
show port-vlan-forwarding-priority ............ccoi it 524
show power-inline COUNtErs ..ottt 702
show power-inline interfacedetail .............cccoiiiiiii i, 707
show power-inlineinterface .........cooiiiii ittt i i 704
show power-inline. ... e et e 698
ShOW PriVIlEge. . .ot 181
S OW PrOCESS . vttt ittt e e e 264
show proxy-autoconfig-file ........ ... 1614
ShOW radius SEIrVer groUP ... ov ittt et i e eeaaanns 1666
show radius statistics ........oviininnii i 1690
ShOW radius . ..ot e 1687
ShoOW reboot history ... e e 266
SNOW reMOtE-MIITOr ..ottt e et e 429
show rmon alarm. ... ... e 2222
SNOW rMON BVENT. ..ot 2223
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ShOW rmoN history. ... e e e e 2225

ShOW rmoN Statistics . .. .o.ve et e 2227
SHOW FOULE- M. ottt i e e e et ettt 1022
ShOW roUter-id. . ..o e 267
show running-configatmf ........ ... ..o i i 2051
show running-configinterface ........ ..ot 137
show running-config log. .......ooii i i 399
show running-configsflow. ...t 2358
show running-config sNMp . ... e 2110
show running-config ssh. ... 2252
show running-config trigger.........cooviiii it 2291
Show runNing-Config .. ..ouinii i e e 134
SNOW SECUIe-MOE . ..o\ttt e 1720
ShOW seCUre-mode . ... ..ot e 268
show security-password configuration ... 182
ShOW SeCUNity-PasSWOrd USEr. .. .vu ittt e et eeianenans 183
show sflowinterface..........coi i 2361
ShOW STIOW . . e 2359
Show snmp-server COmMmMUNITY ... o.vevn i ci e eineneenes 2112
SHOW SNMP-SEIVEN GIrOUD vttt ettt ettt e et ee et eeeeneenenns 2113
SNOW SNIMP-SEIVEI USEI . .ottt ettt ittt et e eiae e 2114
SHOW SNMP-SEIVEI VIEW . . ottt ittt et e et eee et 2115
SHOW SNMI-SEIVET . .ttt e e et ettt i aeaens 2111
show spanning-tree brief ... i 583
show spanning-treemstconfig ... 585
show spanning-tree mst detail interface................ ...l 588
show spanning-treemstdetail ..........c.coiiiiiiiiiii i 586
show spanning-tree mstinstanceinterface..................cooooiiiinl, 591
show spanning-tree mstinstance ...........ccoiiiiii i, 590
show spanning-tree mstinterface...........cooviviiiiiniiiiiiiinenen... 592
ShoW Spanning-tree Mt .. ..o it e i e 584
show spanning-tree statistics instanceinterface .......................... 596
show spanning-tree statisticsinstance ..............ccoiiiiiiiiineinen., 595
show spanning-tree statisticsinterface ...t 598
show spanning-tree statistics .......ovviineii it ieeans 593
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show spanning-tree vlanrange-index ............cooiiiiiiiiiiii i iin, 600

SNOW SPaNNINg-tree ...ttt e e et 580
show sshclient . ... e 2256
show ssh serverallow-users........ ..ot 2259
Show ssh server deny-Users ........ooviviiiiiiii i, 2260
ShOW SSh Server. ..o e 2257
SNOW SSh . e 2254
ShOW Startup-Config . ...oovvi i e e e 139
show static-channel-group. ... 676
Show storm-control. ... ..o e 502
Show system enviroNMENT. . ...ouv it i e e i ee i ia e 270
show system fiber-monitoring ... 296
ShOW SYStEeM INTEITUPLS . .o v ettt e e 271
ShOW SYSTEM MAC. ..ottt e e e e e 272
ShOW SYStem PCi deViCe . .o v ittt e e e 273
ShOW SYStEM PCItIee ...ttt e 274
show system pluggabledetail..............coiiiiii i 301
show system pluggable diagnostics...........c.oviiviiiiiiiini i, 304
show system pluggable. ... ... e 299
show system serialnumber......... .. . 275
SO SY S EIM Lttt e 269
SNOW TACACSt . o ettt e 1730
SHOW teCh-SUPPOIt ...t i e e ettt 276
ShowW telnet. . ..o 184
show test cable-diagnosticstdr ... 306
SNOW tHgQer. . ottt e e e 2292
showudld neighbors ... e 643
ShOW UdId POrt ..o e e e e 644
ShOW UAId. . e 642
SNOW USEIS . ettt e e e 185
SNOW VEISION ...ttt 140
ShOW VIaNn @CCess-mMap ..ottt ettt et et 526
show vlan classifier group interface ..............coiiiiii i, 528
show vlan classifier group. ... 527
show vlan classifier interface group .........ccooiiiiiiii i 529
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show vlan classifierrule. ... e e 530

show vlan filter ... 531
show vilan private-vlan. ... ... e 532
Show vIan Statistics .. ....veveie e 533
SNOW VIaN .. 525
ShULdOWN . . e 421
snmp trap link-status SUPPIesS . ...oeii i i i e eieeen 2117
snmp trap liNk-status ..ot e 2116
SNMP-SErver COMMUNITY . ...ttt ee i aeanens 2121
SNMP-SEIVEr CONTACT. ..ottt e et et anaas 2122
snMmp-serverenable trap . ....ooooe i e 2123
snmp-server enginelD localreset........ccoiiiiiiii i 2128
snmp-serverenginelDlocal ............co i 2126
SNMP-SEIVEI GFOUP .« e e vttt ettt ettt e et e et e e e e e eaeenaneeannees 2129
SNMP-SEIVEr hOSt . ..o e 2131
snmp-server legacy-ifadminstatus. . ...ttt 2133
sNMP-server loCation ... ...t e 2134
SNMP-SEerver source-interface .........o.ovviii i, 2135
snmp-server startup-trap-delay ... i 2136
SNIMP-SEIVEE USEE & .t vttt ettt ettt ee ettt et eaeeeaneeeaneeeaneenaneens 2137
SNIMP-SEIVEE VIBW .« o ettt ettt ettt et et e et e et eneeenneeanneeannens 2140
(] 0101 03T =] V7= 2119
£ 010 el T 2 2338
spanning-tree autoedge (RSTPand MSTP) ........cvviiii i, 601
spanning-tree bpdu ... 602
spanning-tree cisco-interoperability (MSTP) ..........cooviiiiiiiiiin... 604
spanning-tree edgeport (RSTPand MSTP) ........covviiii i iiinnennn, 605
spanning-treeenable. ... ..o e 606
spanning-tree errdisable-timeoutenable................... ... ...l 608
spanning-tree errdisable-timeoutinterval .................. ... ool 609
spanning-tree force-version. ...t 610
spanning-tree forward-time. .........oiiiiii i e 611
spanning-tree guard ro0t . ...ttt i e e e 612
spanning-tree hello-time ....... ... e 613
spanNing-tree liNK-TyPe . .. oot e et et 614
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SPANNING-TrEE MAX-A0E .. ettt ettt ettt e et aienneennneens 615

spanning-tree max-hops (MSTP) ... ...t 616
SPANNING-TrEE MOUE . ..ttt ettt et et et neeeneas 617
spanning-tree mst configuration.............coii i i 618
spanning-tree mstinstance path-cost .............coiiiiii i, 620
spanning-tree mstinstance priority ...........ooviiiiiiiniiiiiiennn.. 622
spanning-tree mst instance restricted-role.................coii i, 623
spanning-tree mstinstance restricted-tcn ........... oo i, 625
SpanNing-tree MstiNstanCe .. ...ttt i ai e 619
SPaNNING-tree Path-CoSt .. ...ttt e et eaeas 626
spanning-tree portfast (STP) .........oiiiii i 627
spanning-tree portfast bpdu-filter..............cooiiiii i 629
spanning-tree portfastbpdu-guard .............. ... i, 631
spanning-tree priority (bridge priority) .........cooiiiii it 633
spanning-tree priority (POrt priority). . .....ooveeii it 634
spanning-tree restricted-role. ... e 635
spanning-tree restricted-tCN ... ..ot e 636
spanning-tree transmit-holdcount .............. ... ... il 637
SPEEA (ASYN) ettt ettt ettt e e e e e e e 278
] 01T o 503
SSh Client . .. 2264
sshserverallow-users. . ... ..o e 2268
ssh server authentication ......... ..ot 2270
SSh SErver deny-USers .. . ...ttt e 2272
ssh server max-auth-tries ......... ..o 2274
ssh serverresolve-host. ... . ..o e 2275
L Y=Y V=] 2 o o 7S AP 2276
SSh SEIVEr STt oot e 2277
SS GBIV Lt e 2266
1] 2261
] 7 < 2052
static-channel-group ... e 677
STOrM-aCtioN ..o e 1457
storm-controllevel ....... ... 505
STOrM-dOWNTIME ... e 1458
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STOIM-ProtECtION ..ottt e e et e e 1459

STOIM-TAtE. . e e 1460
STOIM-WINAOW. . . et e e 1461
strict-priority-queue queue-limit ....... ... 1462
subject-name (ca-trustpoint) . .......oiiriii i e 1721
SUMMAIY-address .. ..ottt e e e 995
SWItChport access VIan .. ... e e 534
switchportatmf-agentlink ... 2054
switchport atmf-arealink remote-area...............ccoiiiiiiiin .. 2055
switchport atmf-crosslink ... 2057
switchport atmf-guestlink. ............. o i 2059
switchportatmf-link ........ ..o i e 2061
switchportenablevlan. ....... ... 535
SWItChPOrT MO @CCESS ..ttt e it et 536
switchport mode private-vlan trunk promiscuous. ..................vuen. 538
switchport mode private-vlan trunk secondary ....................ooa.L. 540
switchport mode private-vlan. ...t 537
switchportmode trunk ... ... e 542
switchport port-security aging . .....cooviniiiin i 507
switchport port-security maximum. ..........oiiiiiiii i, 508
switchport port-security violation ........... ..ottt 509
SWItChPOIt POrt-SECUNITY ..ottt et eens 506
switchport private-vlan host-association ........................cooiii.. 543
switchport private-vlan mapping. ..ot 544
SWitChport reMoOte-MirrOr-Egress. ..o i it et e et e eiieaannns 431
switchport trunkallowed vlan............ ... i 545
switchport trunk nativevlan ............ i 548
SWItChPOIrt VOICE dSCP. . ottt e et 549
switchport voice vIan priority ..o 552
switchportvoice vlan ... ... e 550
system territory (deprecated) .......coviiiiiiii i e 280
taCaCS-SerVer hOSt ... .t e 1732
1ACACS-SEIVEI KBY ..ttt e e e 1734
tacacs-server timeout. ... ..ot 1735
CPAUMID . e e e e 774
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L) [T Y1 7<) (AP 187

TINET .t e 186
terminal length. ... i e e 188
terminal MONItOr . ... . e 281
terminal resize. . ... 189
test cable-diagnostics tdrinterface.............ooo i 307
L= 2297
thrash-limiting ... e e 510
141 T=TE (g e T 1T ) S 2298
timeout (PINg Polling) ...t e 2340
TMeErs (RIP) .. e e e e 895
HIMIErS SPf EX P vttt e e e e 996
L8 =[] (o 11 | < 775
L0 ] © 2PN 2300
Trgger AaCtiVate . ..ot e e 2302
L0 T T = PR 2301
L0153 e Y o T 1463
typeatmfnode. .. ... e 2062
typeatmfnode. ... ..o e 2303
Y P CPU et e 2306
typeinterface .. ..ot 2307
type linkmon-probe ... ..o e 2308
15770138 (o Yo P 2310
Y P MBMOIY .ttt e e e 2311
BYPE PEHOAIC . . ottt e 2312
type PING-POll .. e 2313
1877 0138 €] 0T T 1 2314
Y P tIMe. e e 2315
LY P USD. o e 2316
udld aggressive-mode . ..ot e 645
udldenable . ... e 646
udld port aggressive-mode ... e 648
udld portdisable ... e 649
UL POt . e e e 647
UAID FESET .ttt e 650
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udld time disable-period. ....... ... 651

udld time message-interval ...........ooiiiii i 652
UNAEDUG @38 . .ot e e e e e 1668
undebug all pimdense-mode. ........c.ooviiiiiiii i 1233
undebug all pimsparse-mode ... 1202
undebugall ... ..o 282
undebug atmf. . ... e 2065
UNAEbUG dotTX. .ttt e e e e e 1503
UNAEUG BPSE ottt e e e e e e e 1815
UNAEbUG IgMpP .o e 1084
UNAEbUG P Irdp .ot e e e 777
undebugip packetinterface ..o e 776
UNAEbUG laCp oot e 679
UNdebug loopProt. . ..o e e 512
undebug mail .. ..o e e 2215
(U1 g Ve 1=Y o T T 411 o TP 638
undebug oSpPf @VENTS ..ot e 997
undebug ospfifsm. . ... 998
UNdebug oSPfIsa. .. v e e 999
undebug ospf Nfsm. ... e e 1000
undebug ospPf NSM ... i e 1001
undebug ospfpacket. ... . ..ot e 1002
UNdebug OSPf roUTE ... i e 1003
undebug ping-poll ... e 2342
undebug platform packet. ... 513
undebug radius . ...t e 1691
(U1 g Ve 1=Y o T T 8 o 50 896
undebug sflow ... e 2362
UNAEbUG SNMIP . e e e e e e 2141
undebug sshclient ... ... e 2278
UNAEbUG SSh SEIVET . ..t i e e e e e e 2279
UNAEbUG ENgger. .ot e e e e e e e 2317
undebugudld. .. ..o 653
UNMOUNT . Lottt e et i i et i 141
UNMOUNT . et ettt ittt i 400
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LU0 R o] U | PP 2341

U =T 0 = T 0T 190
USEIMAIMIE L.ttt ittt ettt ettt it ettt ittt ettt enaenneaneennens 2066
Version (RIP) .. ..o e 897
VIaN ACCESS-MaAP .ttt e e 554
vlan classifieractivate. . ..... ..o 555
vlan classifier group . ....co.vii i e 556
vlan classifierrule ipvd. ... .o 557
vlan classifierrule proto. ... 558
vlandatabase ... 561
VIan filter . ..o e 562
vlan mode remote-mirror-vlan ........ ... .o 432
VIaN Statistics .. ..o et e 563
VIaN e 553
vty access-class (numbered) ... ... 1336
vty ipv6 access-class (named) . ... 1386
17T 1 G AP PRPA 404
WHIte file. o 142
1L 4 T<] 2 To T P 143
writeterminal . ... e 144
wrr-queue disable QUEUES . ...t e 1465
wrr-queue egress-rate-limitqueues ...t i 1466
wrr-queue queue-limit. ... ... e 1467
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Part 1: Setup and Troubleshooting
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CLI Navigation
Commands

Introduction

Overview This chapter provides an alphabetical reference for the commands used to
navigate between different modes. This chapter also provides a reference for the
help and show commands used to help navigate within the CLI.

Command List

“configure terminal” on page 82

. “disable (Privileged Exec mode)” on page 83
. “do” on page 84

. “enable (Privileged Exec mode)” on page 85
. “end” on page 87

. “exit” on page 88

. “help” on page 89

. “logout” on page 90
. “show history” on page 91
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CLI NAVIGATION COMMANDS
CONFIGURE TERMINAL

configure terminal

Overview
Syntax
Mode

Example
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This command enters the Global Configuration command mode.
configure term nal
Privileged Exec

To enter the Global Configuration command mode (note the change in the
command prompt), enter the command:

awpl us# configure termnal

awpl us(config)#

Command Reference for GS980EM/10H
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CLI NAVIGATION COMMANDS
DISABLE (PRIVILEGED EXEC MODE)

disable (Privileged Exec mode)

Overview This command exits the Privileged Exec mode, returning the prompt to the User
Exec mode. To end a session, use the exit command.

Syntax disable
Mode Privileged Exec

Example To exit the Privileged Exec mode, enter the command:
awpl us# di sabl e

awpl us>

Related enable (Privileged Exec mode)

Commands
end

exit
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CLI NAVIGATION COMMANDS
DO

do

Overview This command lets you to run User Exec and Privileged Exec mode commands
when you are in any configuration mode.

Syntax do <command>

Parameter Description

<command>  Specify the command and its parameters.

Mode Any configuration mode

Example awpl us# configure term nal

awpl us(config)# do ping 192.0.2.23
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

enable (Privileged Exec mode)

Overview This command enters the Privileged Exec mode and optionally changes the
privilege level for a session. If a privilege level is not specified then the maximum
privilege level (15) is applied to the session. If the optional privilege level is omitted
then only users with the maximum privilege level can access Privileged Exec mode
without providing the password as specified by the enable password or enable
secret commands. If no password is specified then only users with the maximum
privilege level set with the username command can assess Privileged Exec mode.

Syntax enable [<privil ege-Ievel >]

Parameter Description

<privil ege Specifythe privilege level for a CLI session in the range <1- 15>, where

- level > 15 is the maximum privilege level, 7 is the intermediate privilege level
and 1 is the minimum privilege level. The privilege level for a user must
match or exceed the privilege level set for the CLI session for the user
to access Privileged Exec mode. Privilege level for a user is configured
by username.

Mode User Exec

Usage Many commands are available from the Privileged Exec mode that configure
operating parameters for the device, so you should apply password protection to
the Privileged Exec mode to prevent unauthorized use. Passwords can be
encrypted but then cannot be recovered. Note that non-encrypted passwords are
shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are
given access to privilege level 1. Users access higher privilege levels with the
enable (Privileged Exec mode) command. If the privilege level specified is higher
than the users configured privilege level specified by the username command,
then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the
enable password and the enable secret commands from the Global Configuration
mode. The service password-encryption command encrypts passwords
configured by the enable password and the enable secret commands, so
passwords are not shown in plain text in configurations.

Example The following example shows the use of the enable command to enter the
Privileged Exec mode (note the change in the command prompt).

awpl us> enabl e
awpl us#

The following example shows the enable command enabling access the
Privileged Exec mode for users with a privilege level of 7 or greater. Users with a
privilege level of 7 or greater do not need to enter a password to access Privileged
Exec mode. Users with a privilege level 6 or less need to enter a password to access
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

Privilege Exec mode. Use the enable password command or the enable secret
commands to set the password to enable access to Privileged Exec mode.

awpl us> enable 7

awpl us#

Related disable (Privileged Exec mode)

Commands
enable password
enable secret
exit
service password-encryption
username
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CLI NAVIGATION COMMANDS
END

end

Overview

Syntax

Mode

Example

Related
Commands

C613-50353-01 Rev A

This command returns the prompt to the Privileged Exec command mode from
any other advanced command mode.

end

All advanced command modes, including Global Configuration and Interface
Configuration modes.

The following example shows the use of the end command to return to the
Privileged Exec mode directly from Interface mode.

awpl us# configure term nal
awplus(config)# interface vlan2
awpl us(config-if)# end

awpl us#

disable (Privileged Exec mode)
enable (Privileged Exec mode)

exit

Command Reference for GS980EM/10H
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CLI NAVIGATION COMMANDS
EXIT

exit

Overview This command exits the current mode, and returns the prompt to the mode at the
previous level. When used in User Exec mode, the exit command terminates the

session.

Syntax exit

Mode All command modes, including Global Configuration and Interface Configuration

modes.

Example The following example shows the use of the exit command to exit Interface mode,
and return to Configure mode.

awpl us# configure term nal

awplus(config)# interface vlan2

awpl us(config-if)# exit

awpl us(confi g) #

Related disable (Privileged Exec mode)

Commands

enable (Privileged Exec mode)

end
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CLI NAVIGATION COMMANDS
HELP

help

Overview This command displays a description of the AlliedWare Plus™ OS help system.
Syntax hel p
Mode All command modes

Example To display a description on how to use the system help, use the command:

hel p

Output Figure 1-1:  Example output from the help command

Wien you need help at the command |ine, press '?'.

If nothing matches, the help list will be enpty. Delete
characters until entering a '? shows the avail able options.

Enter '?' after a conplete paraneter to show renmai ning valid
command paraneters (e.g. 'show ?').

Enter '?' after part of a paraneter to show paraneters that
conplete the typed letters (e.g. 'showip?).
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CLI NAVIGATION COMMANDS
LOGOUT

logout

Overview This command exits the User Exec or Privileged Exec modes and ends the session.
Syntax | ogout
Mode User Exec and Privileged Exec

Example To exit the User Exec mode, use the command:

awpl us# | ogout
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CLI NAVIGATION COMMANDS
SHOW HISTORY

show history

Overview

Syntax
Mode

Example

Output
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This command lists the commands entered in the current session. The history
buffer is cleared automatically upon reboot.

The output lists all command line entries, including commands that returned an
error.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show hi story
User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awpl us# show hi story

Figure 1-2:  Example output from the show history command
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File and
Configuration
Management

Commands

Introduction

Overview This chapter provides an alphabetical reference of AlliedWare Plus™ OS file and
configuration management commands.

Filename Syntax Many of the commands in this chapter use the placeholder “filename” to represent
and Keyword the name and location of the file that you want to act on. The following table
Usage explains the syntax of the filename for each different type of file location.

When you copy a

file... Use this syntax: Example:

Copyingin local flash:[/][<directory>/]<fil ename> To specify a file in the configs directory
Flash memory in Flash:

flash:configs/example.cfg

Copyingtoorfrom wush:[/][<directory>/]<fil enane> To specify a file in the top-level
a USB storage directory of the USB stick:
device usb:example.cfg
Copying with http://[[ <user nane>: <password>] @ To specify a file in the configs directory
HTTP {<host name>| <host-i p>}[/<fil epath ontheserver:
>]/ <fil enane> http://www.company.com/configs/exa
mple.cfg

Copying withTFTP tftp://[[<l ocati on>]/<directory>] To specify afilein the top-level
[ <fil enane> directory of the server:
tftp://172.1.1.1/example.cfg

Copying with SCP scp: // <user name>@l ocati on>[/ <dir To specify a file in the configs directory
ectory>][/<fil enane>] on the server, logging on as user “bob"”:

eg.
scp://bob@10.10.0.12/configs/example

.cfg

Copying with SFTP  sftp://[[ <l ocati on>]/<directory>] To specify afile in the top-level
[ <fil enane> directory of the server:
sftp://10.0.0.5/example.cfg
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Valid characters

Syntax for
directory listings

Command List
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The filename and path can include characters from up to four categories. The
categories are:

1) uppercase letters: Ato Z
2) lowercase letters:a to z
3) digits:0to 9

4)  special symbols: most printable ASCll characters not included in the previous
three categories, including the following characters:

.
- e
.2

Do not use spaces, parentheses or the + symbol within filenames. Use hyphens or
underscores instead.
A leading slash (/) indicates the root of the current filesystem location.

In commands where you need to specify the local filesystem’s Flash base directory,
you may use flash or flash: or flash:/. For example, these commands are all the
same:

. dir flash
. dir flash:
. dir flash:/

Similarly, you can specify the USB storage device base directory with usb or usb:
or usb:/

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

. "autoboot enable” on page 96
. “boot config-file” on page 97
. “boot config-file backup” on page 99

. “boot system” on page 100
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“boot system backup” on page 101
“cd” on page 102

“copy (filename)” on page 103

“copy current-software” on page 105
“copy debug” on page 106

“copy running-config” on page 107
“copy startup-config” on page 108
“copy zmodem” on page 109
“create autoboot” on page 110
“crypto verify” on page 111

“delete” on page 113

“delete debug” on page 114

“dir" on page 115

“edit” on page 117

“edit (filename)” on page 118

“erase factory-default” on page 119
“erase startup-config” on page 120
“ip tftp source-interface” on page 121
“ipv6 tftp source-interface” on page 122
“mkdir” on page 123

“move” on page 124

“move debug” on page 125

“pwd” on page 126

“rmdir” on page 127

“show autoboot” on page 128

“show boot” on page 129

“show file” on page 131

“show file systems” on page 132
“show running-config” on page 134
“show running-config interface” on page 137
“show startup-config” on page 139
“show version” on page 140
“unmount” on page 141

“write file” on page 142

“write memory” on page 143
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Ill

“write terminal” on page 144
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AUTOBOOT ENABLE

autoboot enable

Overview

Syntax

Default

Mode

Example

Related
Commands
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This command enables the device to restore a release file and/or a configuration
file from a USB storage device.

When the Autoboot feature is enabled, the device looks for a special file called
autoboot.txt on the external media. If this file exists, the device will check the key
and values in the file and recover the device with a new release file and/or
configuration file from the external media. An example of a valid autoboot.txt file
is shown in the following figure.

Figure 2-1:  Example autoboot.txt file

[Al'li edvare Pl us]

Copy_from ext ernal _nedi a_enabl ed=yes
Boot Rel ease=GS980EM 5. 4. 9-2. 1.rel
Boot _Conf i g=net wor k1. cf g

Use the no variant of this command to disable the Autoboot feature.

aut oboot enabl e

no aut oboot enabl e

The Autoboot feature operates the first time the device is powered up in the field,
after which the feature is disabled by default.

Global Configuration

To enable the Autoboot feature, use the command:

configure term nal

aut oboot enabl e

create autoboot
show autoboot

show boot
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BOOT CONFIG-FILE

boot config-file

Overview

Syntax

Mode

Usage

Examples
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Use this command to set the configuration file to use during the next boot cycle.

Use the no variant of this command to remove the configuration file.

boot config-file <filepath-fil ename>

no boot config-file

Parameter Description

<filepath-fil ename> Filepath and name of a configuration file.
The specified configuration file must exist in the
specified filesystem.
Valid configuration files must have a . cfg extension.

Global Configuration

You can only specify that the configuration file is on a USB storage device if there
is a backup configuration file already specified in Flash. If you attempt to set the
configuration file on a USB storage device and a backup configuration file is not
specified in Flash, the following error message is displayed:

% Backup configuration files nmust be stored in the flash
filesystem

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on the device’s Flash filesystem, use the commands:

awpl us# configure termnal

awpl us(config)# boot config-file flash:/branch.cfg

To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on the device's Flash filesystem, use the commands:

awpl us# configure term nal
awpl us(config)# no boot config-file flash:/branch.cfg

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on a USB storage device, use the commands:

awpl us# configure term nal

awpl us(config)# boot config-file usb:/branch.cfg
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BOOT CONFIG-FILE

Related
Commands
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To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on a USB storage device, use the commands:

awpl us# configure term nal

awpl us(config)# no boot config-file usb:/branch.cfg

boot config-file backup
boot system
boot system backup

show boot
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BOOT CONFIG-FILE BACKUP

boot config-file backup

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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Use this command to set a backup configuration file to use if the main
configuration file cannot be accessed.

Use the no variant of this command to remove the backup configuration file.

boot config-file backup <fil epath-fil enane>

no boot config-file backup

Parameter Description

<fil epath-fil ename> Filepath and name of a backup configuration file.
Backup configuration files must be in the Flash filesystem.
Valid backup configuration files must have a . cfg
extension.

backup The specified file is a backup configuration file.

Global Configuration

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To set the configuration file backup. cf g as the backup to the main
configuration file, use the commands:

awpl us# configure term nal

awpl us(config)# boot config-file backup flash:/backup.cfg

To remove the configuration file backup. cf g as the backup to the main
configuration file, use the commands:

awpl us# configure term nal

awpl us(config)# no boot config-file backup flash:/backup.cfg

boot config-file
boot system
boot system backup

show boot
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BOOT SYSTEM

boot system

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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Use this command to set the release file to load during the next boot cycle.

Use the no variant of this command to stop specifying a primary release file to boot
from. If the device boots up with no release file set, it will use autoboot or the
backup release file if either of those are configured, or you can use the boot menu
to select a release file source. To access the boot menu, type Ctrl-B at bootup.

boot system <fil epat h-fil enane>

no boot system

Parameter Description

<filepath-fil ename> Filepath and name of a release file.
The specified release file must exist and must be stored
in the root directory of the specified filesystem.
Valid release files must have a . rel extension.

Global Configuration

You can only specify that the release file is on a USB storage device if there is a
backup release file already specified in Flash. If you attempt to set the release file
on a USB storage device and a backup release file is not specified in Flash, the
following error message is displayed:

% A backup boot image nust be set before setting a current boot
i mge on USB storage device

To boot up with the release GS980EM-5.4.9-2.1.rel file the next time the device
boots up, when the release file is stored on the device’s Flash filesystem, use the
commands:

awpl us# configure term nal
awpl us(config)# boot systemflash:/GS980EM 5.4.9-2.1.rel

To run the release file GS980EM-5.4.9-2.1.rel the next time the device boots up,
when the release file is stored on a USB storage device, use the commands:

awpl us# configure term nal
awpl us(config)# boot system usb:/GS980EM 5.4.9-2.1.rel

boot config-file
boot config-file backup
boot system backup

show boot

Command Reference for GS980EM/10H 100
AlliedWare Plus™ Operating System - Version 5.4.9-2.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

BOOT SYSTEM BACKUP

boot system backup

Overview

Syntax

Mode

Examples

Related
Commands
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Use this command to set a backup release file to load if the main release file cannot
be loaded.

Use the no variant of this command to stop specifying a backup release file.

boot system backup <filepath-fil ename>

no boot system backup

Parameter Description

<filepath-fil ename> Filepath and name of a backup release file.
Backup release files must be in the Flash filesystem.
Valid release files must have a . rel extension.

backup The specified file is a backup release file.

Global Configuration
To specify the file GS980EM-5.4.9-1.1.rel as the backup to the main release file, use
the commands:

awpl us# configure term nal

awpl us(config)# boot systembackup flash:/GS980EM 5.4.9-1. 1. rel
To stop specifying a backup to the main release file, use the commands:

awpl us# configure term nal

awpl us(config)# no boot system backup

boot config-file
boot config-file backup
boot system

show boot
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cD

cd

Overview

Syntax

Mode

Example

Related
Commands
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This command changes the current working directory.

cd <directory-nane>

Parameter Description

<di rect ory- name> Name and path of the directory.

Privileged Exec

To change to the directory called i mages, use the command:
awpl us# cd i mages

dir

pwd

show file systems
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COPY (FILENAME)

copy (filename)

Overview

Syntax

Mode

Examples
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This command copies a file. This allows you to:

. copy files from your device to a remote device
. copy files from a remote device to your device
. copy files stored on Flash memory to or from a different memory type, such

as a USB storage device

. create two copies of the same file on your device

copy [force] <source-nane> <desti nation-nanme>

Parameter Description

force This parameter forces the copy command to overwrite the
destination file, if it already exists, without prompting the
user for confirmation.

<sour ce- nanme> The filename and path of the source file. See Introduction
on page 92 for valid syntax.

<desti nati on-nane> The filename and path for the destination file. See
Introduction on page 92 for valid syntax.

Privileged Exec

To use TFTP to copy the file “bob.key” into the current directory from the remote
server at 10.0.0.1, use the command:

awpl us# copy tftp://210.0.0.1/ bob. key bob. key

To use SFTP to copy the file “new.cfg” into the current directory from a remote
server at 10.0.1.2, use the command:

awpl us# copy sftp://10.0. 1.2/ new. cfg bob. key

To use SCP with the username “beth” to copy the file old.cfg into the directory
config_files on a remote server that is listening on TCP port 2000, use the
command:

awpl us# copy scp://beth@erv: 2000/ config files/old.cfg old.cfg

To copy the file “newconfig.cfg” onto your device’s Flash from a USB storage
device, use the command:

awpl us# copy usb:/newconfig.cfg flash:/newconfig.cfg

To copy the file “newconfig.cfg” to a USB storage device from your device’s Flash,
use the command:

awpl us# copy flash:/newconfig.cfg usb:/newonfig.cfg
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To copy the file “config.cfg” into the current directory from a USB storage device,
and rename it to “configtest.cfg”, use the command:

awpl us# copy usbh:/config.cfg configtest.cfg

To copy thefile “config.cfg” into the current directory from a remote file server, and
rename it to “configtest.cfg”, use the command:

awpl us# copy fserver:/config.cfg configtest.cfg

On an AMF network, to copy the device GUI file from the AMF master to the Flash
memory of ‘node_1’, use the command:

mast er# copy awpl us-gui 549 13.gui node_1.atnf/fl ash:

Related copyzmodem

Commands
copy buffered-log
copy permanent-log
edit (filename)
show file systems
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COPY CURRENT-SOFTWARE

CcCOopy cu rrent-software

Overview

Syntax

Mode

Example

Related
Commands
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This command copies the AlliedWare Plus™ OS software that the device has
booted from, to a destination file. Specify whether the destination is Flash or USB
when saving the software to the local filesystem.

copy current-software <destination-name>

Parameter Description

<desti nati on- nane> The filename and path where you would like the current
running-release saved. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 92 for valid syntax.

Privileged Exec

To copy the current software as installed in the working directory with the file
name ny-r el ease. r el , use the command:

awpl us# copy current-software ny-rel ease.rel

boot system backup

show boot
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COPY DEBUG

copy debug

Overview

Syntax

Mode

Example

Output

Related
Commands
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This command copies a specified debug file to a destination file.

copy debug {<desti nati on-nanme>| debug| f| ash| nvs| scp|tftp| usb}
{<sour ce- nane>| debug]| f | ash| nvs| scp| t ft p| usb}

Parameter Description

<desti nati on- nane> The filename and path where you would like the debug
output saved. See Introduction on page 92 for valid syntax.

<sour ce- nane> The filename and path where the debug output originates.
See the Introduction to this chapter for valid syntax.

Privileged Exec

To copy debug output to a file on flash called “my-debug”, use the following
command:

awpl us# copy debug fl ash: ny-debug

To copy debug output to a USB storage device with a filename “my-debug”, use
the following command:

awpl us# copy debug usb: ny-debug

Figure 2-2:  CLI prompt after entering the copy debug command

| Enter source file name []:

delete debug

move debug
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COPY RUNNING-CONFIG

copy running-config

Overview

Syntax

Mode

Examples

Related
Commands
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This command copies the running-config to a destination file, or copies a source
file into the running-config. Commands entered in the running-config do not
survive a device reboot unless they are saved in a configuration file.

copy <source-nane> runni ng-config
copy runni ng-config [<destination-name>]

copy running-config startup-config

Parameter Description

<sour ce- nane> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this when you want the script in the file to become
the new running-config. See Introduction on page 92 for
valid syntax.

<desti nati on- nane> The filename and path where you would like the current
running-config saved. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 92 for valid syntax. If you do not
specify a file name, the device saves the running-config to
a file called default.cfg.

startup-config Copies the running-config into the file set as the current
startup-config file.

Privileged Exec

To copy the r unni ng- conf i g into the startup-config, use the command:
awpl us# copy running-config startup-config

To copy thefilel ayer 3. cf g into ther unni ng- conf i g, use the command:
awpl us# copy layer3.cfg running-config

To use SCP to copy the running-config as cur r ent . cf g to the remote server
listening on TCP port 2000, use the command:

awpl us# copy running-config
scp://user @erver: 2000/ config files/current.cfg

copy startup-config
write file

write memory
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COPY STARTUP-CONFIG

copy startup-config

Overview

Syntax

Mode

Examples

Related
Commands
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This command copies the startup-config script into a destination file, or
alternatively copies a configuration script from a source file into the startup-config
file. Specify whether the destination is Flash or USB when loading from the local
filesystem.

copy <source-nane> startup-config

copy startup-config <destinati on-nanme>

Parameter Description

<sour ce- nane> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this to copy the script in the file into the startup-
config file. Note that this does not make the copied file the
new startup file, so any further changes made in the
configuration file are not added to the startup-config file
unless you reuse this command. See Introduction on page
92 for valid syntax.

<desti nati on-nane> The destination and filename that you are saving the
startup- config as. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 92 for valid syntax.

Privileged Exec

To copy thefile Layer 3. cf g tothe st art up- confi g, use the command:
awpl us# copy Layer3.cfg startup-config

To copy the st ar t up- conf i g as thefile ol dconfi g. cf g in the current
directory, use the command:

awpl us# copy startup-config oldconfig.cfg

copy running-config
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COPY ZMODEM

copy zmodem

Overview

Syntax

Mode

Example

Related
Commands
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This command allows you to copy files using ZMODEM using Minicom. ZMODEM
works over a serial connection and does not need any interfaces configured to do
a file transfer.

copy <source-nanme> znodem

copy znmodem

Parameter Description

<sour ce- nanme> The filename and path of the source file. See Introduction on
page 92 for valid syntax.

Privileged Exec

To copy the local file asuka. key using ZMODEM, use the command:

awpl us# copy asuka. key znmodem

copy (filename)

show file systems
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create autoboot

Overview Use thiscommand to create an autoboot.txt file on an external storage device. This
command will automatically ensure that the keys and values that are expected in
this file are correct. After the file is created the create autoboot command will
copy the current release and configuration files across to the external storage
device. The external storage device is then available to restore a release file and/or
a configuration file to the device.

Syntax create autoboot usb
Mode Privileged Exec

Example To create an autoboot.txt file on a USB storage device, use the command:
awpl us# create autoboot usb
Related autoboot enable
Commands
show autoboot

show boot
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CRYPTO VERIFY

crypto verify

Overview

Syntax

Default
Mode

Usage
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Use this command to compare the SHA256 checksum of the release file with the
correct checksum for the file. This ensures that the release file has not been
corrupted or interfered with during download.

Use the no variant of this command to remove a verified filename/hash
combination from the running configuration.

crypto verify <fil ename> <hash-val ue>

no crypto verify <fil enanme>

Parameter Description

<fil enane> The AlliedWare Plus release file that you want to verify

<hash-val ue> The known correct checksum of the file. The correct checksum is
listed in the release’s sha256sum file, which is available from the
Allied Telesis Download Center.

No default
Global Configuration

If the verification fails, the following error message will be generated:
“% Verification Failed”

If the verification fails, please delete the release file and contact Allied Telesis
support.

All models of a particular series run the same release file and therefore have the
same checksum. For example, all x930 Series switches have the same checksum.

Once the device has successfully verified the release file, it adds the crypto verify
command to the running configuration.

If the device is in secure mode, it will verify the release file every time it boots up.
To do this, it runs the crypto verify command while booting. Therefore, you need
to copy the crypto verify command to the startup configuration, by using the
command copy running-config startup-config. If the crypto verify command is
not in the startup configuration, the device will report a verification error at
bootup.

If there is a verification error at bootup, the device produces an error message and
finishes booting up. If this happens, run the crypto verify command after bootup
finishes, to verify the running release file. If verification of the running release file
fails, delete the release file and contact Allied Telesis support.
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Example To verify the release file for 5.4.8-1.2 on an x930 Series switch, use the commands:
awpl us# configure termnal

awpl us(config)# crypto verify x930-5.4.8-1.2.re
50f ae963b460ba02eb0bd609289c0491de404ba5b0d7e5f a79e64f 56082ecf
ee

Related crypto secure-mode

Commands
show secure-mode
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DELETE

delete

Overview

Syntax

Mode

Examples

Related
Commands
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This command deletes files or directories.

delete [force] [recursive] <fil enane>

Parameter Description

force Ignore nonexistent filenames and never prompt before deletion.

recursive Remove the contents of directories recursively.

<fil enane> The filename and path of the file to delete. See Introduction on page
92 for valid syntax.

Privileged Exec

To delete the filet enp. cf g from the current directory, use the command:
awpl us# del ete tenp.cfg

To delete the read-only file one. cf g from the current directory, use the
command:

awpl us# del ete force one.cfg
To delete the directory ol d_conf i gs, which is not empty, use the command:
awpl us# del ete recursive ol d_configs

To delete the directory new_conf i gs, which is not empty, without prompting if
any read-only files are being deleted, use the command:

awpl us# delete force recursive new configs

erase startup-config

rmdir
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DELETE DEBUG

delete debug

Overview

Syntax

Mode

Example

Output

Related
Commands
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Use this command to delete a specified debug output file.

del et e debug <source- nane>

Parameter Description

<sour ce- nane> The filename and path where the debug output originates.
See Introduction on page 92 for valid URL syntax.

Privileged Exec

To delete debug output, use the following command:

awpl us# del ete debug

Figure 2-3:  CLI prompt after entering the delete debug command

| Enter source file name []:

copy debug

move debug
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DIR

dir

Overview This command lists the files on a filesystem. If you don’t specify a directory or file,

Syntax dir [all]

then this command lists the files in the current directory.

[recursive] [sort [reverse] [nane|size|tinme]]

[ <fil enanme>| debug| f | ash| nvs| usb]

Parameter Description

al | List all files.

recursive List the contents of directories recursively.
sort Sort directory listing.

reverse Sort using reverse order.

nanme Sort by name.

si ze Sort by size.

time Sort by modification time (default).

<fil ename>

The name of the directory or file. If you don't specify a
directory or file, then this command lists the files in the
current directory.

debug Debug root directory

fl ash Flash memory root directory

nvs NVS memory root directory

usb USB storage device root directory

Mode Privileged Exec

Examples To list the files in the current working directory, use the command:
awpl us# dir
To list the non-hidden files in the root of the Flash filesystem, use the command:
awpl us# dir flash
To list all the files in the root of the Flash filesystem, use the command:
awpl us# dir all flash:
To list recursively the files in the Flash filesystem, use the command:
awpl us# dir recursive flash:
To list the files in alphabetical order, use the command:

awpl us# dir sort nane
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DIR
To list the files by size, smallest to largest, use the command:
awpl us# dir sort reverse size
To sort the files by modification time, oldest to newest, use the command:
awplus# dir sort reverse tine
Output Figure 2-4:  Example output from the dir command
awpl us#di r

630 -rw May 19 2016 23:36: 31 exanple.cfg
23652123 -rw My 17 2016 03:41:18
149 -rw Feb 9 2016 00:40:35 exception.|og

Related cd
Commands
pwd
C613-50353-01 Rev A Command Reference for GS980EM/10H 116

AlliedWare Plus™ Operating System - Version 5.4.9-2.x




FILE AND CONFIGURATION MANAGEMENT COMMANDS

EDIT

edit

Overview

Syntax

Mode

Examples

Related
Commands
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This command opens a text file in the AlliedWare Plus™ text editor. Once opened
you can use the editor to alter to the file.

If a filename is specified and it already exists, then the editor opens it in the text
editor.

If no filename is specified, the editor prompts you for one when you exit it.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

For more information about using the editor, including control sequences, see the
File Management Feature Overview and Configuration Guide.

edit [<fil ename>]

Parameter Description

<fil enane> Name of a file in the local Flash filesystem.

Privileged Exec

To create and edit a new text file, use the command:
awpl us# edit

To edit the existing configuration file myconf i g. cf g stored on your device’s
Flash memory, use the command:

awpl us# edit myconfig.cfg

edit (filename)

show file
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EDIT (FILENAME)

edit (filename)

Overview This command opens a remote text file as read-only in the AlliedWare Plus™ text
editor.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

Syntax edit <fil enane>

Parameter Description

<fil enane> The filename and path of the remote file. See Introduction on
page 92 for valid syntax.

Mode Privileged Exec
Example To view the file bob. key stored in the security directory of a TFTP server, use the
command:
awpl us# edit tftp://security/bob. key
Related copy (filename)
Commands .
edit

show file
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ERASE FACTORY-DEFAULT

erase factory-default

Overview

Syntax
Mode
Usage

Example

Related
Commands
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This command erases all data from NVS and all data from Flash except the
following:

. the boot release file (a .rel file) and its release setting file
. all license files
. the latest GUI release file

The device is then rebooted and returned to its factory default condition. The
device can then be used for AMF automatic node recovery.

erase factory-default
Privileged Exec.
This command is an alias to the atmf cleanup command.

To erase data, use the command:

Node 1# erase factory-default

This command will erase all NVS, all flash contents except for
the boot release, a GJ resource file, and any license files,

and then reboot the switch. Continue? (y/n):y

atmf cleanup
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ERASE STARTUP-CONFIG

erase startup-config

Overview

Syntax
Mode

Example

Related
Commands
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This command deletes the file that is set as the startup-config file, which is the
configuration file that the system runs when it boots up.

At the next restart, the device loads the default configuration file, default.cfg. If
default.cfg no longer exists, then the device loads with the factory default
configuration. This provides a mechanism for you to return the device to the
factory default settings.

erase startup-config
Privileged Exec

To delete the file currently set as the startup-config, use the command:

awpl us# erase startup-config

boot config-file backup
copy running-config
copy startup-config

show boot
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IP TFTP SOURCE-INTERFACE

ip tftp source-interface

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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Use this command to manually specify the IP address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

ip tftp source-interface [<interface>|<ip-add>]

no ip tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IP address of this interface as its source IP address.

<i p-add> The IP address that TFTP requests originate from, in dotted
decimal format

There is no default source specified.
Global Configuration

This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

To specify that TFTP requests originate from the IP address 192.0.2.1, use the
following commands:
awpl us# configure term nal

awplus(config)# ip tftp source-interface 192.0.2.1

copy (filename)
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IPV6 TFTP SOURCE-INTERFACE

ipv6 tftp source-interface

Overview Use this command to manually specify the IPv6 address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

Syntax ipv6 tftp source-interface [<interface>|<ipv6-add>]

no ipve tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IPv6 address of this interface as its source IPv6 address.

<i pv6- add> The IPv6 address that TFTP requests originate from, in the format
x:x:x:x, for example, 2001:db8::8a2e:7334.

Default There is no default source specified.
Mode Global Configuration

Usage This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

Example To specify that TFTP requests originate from the IPv6 address 2001:db8::8a2e:7334,
use the following commands:

awpl us# configure term nal

awplus(config)# ipve tftp source-interface 2001: db8: : 8a2e: 7334

Related copy (filename)
Commands
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MKDIR

mkdir

Overview

Syntax

Mode

Usage

Example

Related
Commands
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This command makes a new directory.

nkdi r <nanme>

Parameter Description

<nane> The name and path of the directory that you are creating.

Privileged Exec

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

To make a new directory called i mages in the current directory, use the
command:

awpl us# mkdi r i nmages
cd

dir

pwd
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MOVE

move

Overview

Syntax

Mode

Examples

Related
Commands
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This command renames or moves a file.

nove <source-name> <desti nati on- nane>

Parameter Description

<sour ce- nane> The filename and path of the source file. See Introduction
on page 92 for valid syntax.

<desti nati on- nanme> The filename and path of the destination file. See
Introduction on page 92 for valid syntax.

Privileged Exec

To rename thefilet enp. cf g tost art up. cf g, use the command:
awpl us# nmove tenp.cfg startup.cfg

To move the filet enp. cf g from the root of the Flash filesystem to the directory
myconfi gs, use the command:

awpl us# move tenp.cfg nyconfigs/tenp.cfg

delete
edit
show file

show file systems
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MOVE DEBUG

move debug

Overview

Syntax

Mode

Example

Output

Related
Commands
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This command moves a specified debug file to a destination debug file.

nove debug {<desti nati on-name>| debug| nvs| fl ash| usb}

Parameter Description

<desti nati on- nane> The filename and path where you would like the debug
output moved to. See Introduction on page 92 for valid
syntax.

Privileged Exec

To move debug output into Flash memory with a filename “my-debug”, use the
following command:

To move debug output onto a USB storage device with a filename “my-debug”, use
the following command:

awpl us# nmove debug usb: ny- debug

Figure 2-5:  CLI prompt after entering the move debug command

| Enter source file name []:

copy debug
delete debug
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PWD

pwd

Overview
Syntax
Mode

Example

Related
Commands
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This command prints the current working directory.

pwd

Privileged Exec

To print the current working directory, use the command:

awpl us# pwd

cd
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RMDIR

rmdir

Overview

Syntax

Mode

Examples

Related
Commands
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This command removes a directory. This command only works on empty
directories, unless you specify the optional force keyword.

rodir [force] <name>

Parameter Description

force Optional keyword that allows you to delete directories that
are not empty and contain files or subdirectories.

<nane> The name and path of the directory.

Privileged Exec

Toremove the directory “images” from the top level of the Flash filesystem, use the
command:

awplus# rmdir flash:/images

To create a directory called “level1” containing a subdirectory called “level2”, and
then force the removal of both directories, use the commands:

awpl us# nkdir levell
awpl us# nkdir |evel 1/1evel 2

awplus# rndir force levell

cd

dir
mkdir
pwd
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SHOW AUTOBOOT

show autoboot

Overview This command displays the Autoboot configuration and status.
Syntax show aut oboot
Mode Privileged Exec

Example To show the Autoboot configuration and status, use the command:

show aut oboot

Output Figure 2-6:  Example output from the show autoboot command

awpl us#show aut oboot
Aut oboot confi guration

Aut oboot st at us . enabl ed
USB fil e autoboot.txt exists . yes

Restore i nformati on on USB

Aut oboot enabl e in autoboot.txt : yes
Restore rel ease file : GS980EM 5.4.9-2.1.rel (file exists)
Restore configuration file : network_1.cfg (file exists)

Figure 2-7:  Example output from the show autoboot command when an
external media source is not present

awpl us#show aut oboot

Aut oboot confi guration

Aut oboot st at us . enabl ed

Ext ernal nedi a source : USB not found.

Related autoboot enable

Commands
create autoboot

show boot
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SHOW BOOT

show boot

Overview

Syntax
Mode

Example

Output
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This command displays the current boot configuration. We recommend that the
currently running release is set as the current boot image.

show boot
Privileged Exec

To show the current boot configuration, use the command:

awpl us# show boot

Figure 2-8:  Example output from show boot when the current boot config is
on a USB storage device

awpl us#show boot

Boot configuration

Current software : GS980EM 5.4.9-2.1.rel

Current boot image : usbh:/GS980EM 5.4.9-2.1.rel

Backup boot image : flash:/GS980EM 5.4.9-1.1.rel

Def aul t boot config: flash:/default.cfg

Current boot config: usb:/my.cfg (file exists)

Backup boot config: flash:/backup.cfg (file not found)
Aut oboot st at us . enabl ed

Table 2-1: Parameters in the output from show boot

Parameter Description

Current software The current software release that the device is using.

Current boot image | The bootimage currently configured for use during the
next boot cycle.

Backup boot inmage The boot image to use during the next boot cycle if the
device cannot load the main image.

Def aul t boot The default startup configuration file. The device loads

config this configuration script if no file is set as the startup-
config file.

Current boot The configuration file currently configured as the

config startup-config file. The device loads this configuration file

during the next boot cycle if this file exists.
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SHOW BOOT
Table 2-1: Parameters in the output from show boot (cont.)
Backup boot confi g | The configuration file to use during the next boot cycle if
the main configuration file cannot be loaded.
Aut oboot st at us The status of the Autoboot feature; either enabled or
disabled.
Related autoboot enable
Commands .
boot config-file backup
boot system backup
show autoboot
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SHOW FILE

show file

Overview

Syntax

This command displays the contents of a specified file.

show file <fil ename>

Parameter Description

Mode

Example

Related
Commands

C613-50353-01 Rev A

<fil enane> Name of a file on the local Flash filesystem, or name and
directory path of a file.

Privileged Exec

To display the contents of the file ol dconf i g. cf g, which is in the current
directory, use the command:

awpl us# show file oldconfig.cfg
edit
edit (filename)

show file systems
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SHOW FILE SYSTEMS

show file systems

Overview This command lists the filesystems and their utilization information where
appropriate.
Syntax show file systens
Mode Privileged Exec
Examples To display the filesystems, use the command:
awpl us# show file systens
Output Figure 2-9:  Example output from the show file systems command
awpl us#show file systens
Si ze(b) Free(b) Type Fl ags Prefixes SIDV Lel/Nwk Avail
95. 8M 69.8M flash rw flash: static |ocal Y
- - system rw system virtual | ocal -
10. OM 9.9M debug rw debug: static | ocal Y
107. OK 97.0K nvs rw nvs: static |ocal Y
14. 1G 11.3G usbstick rw usbh: dynami ¢ | ocal Y
- - fserver rw fserver: dynam ¢ networ k N
- - tftp rw tftp: - net wor k -
- - scp rw scp: - net wor k -
- - sftp ro sftp: - net wor k
- - http ro http: - net wor k -
- - rsync rw rsync: - net wor k -

C613-50353-01 Rev A

Table 3: Parameters in the output of the show file systems command

Parameter Description

Si ze (B)

The total memory available to this filesystem. The units are given
after the value and are M for Megabytes or k for kilobytes.

Free (B)

The total memory free within this filesystem. The units are given
after the value and are M for Megabytes or k for kilobytes.

Type

The memory type used for this filesystem, such as:
flash

system

nvs

usbstick

tftp

scp

sftp

http.

Fl ags

The file setting options: rw (read write), ro (read only).
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SHOW FILE SYSTEMS

Table 3: Parameters in the output of the show file systems command (cont.)

Parameter Description

Prefi xes The prefixes used when entering commands to access the
filesystems, such as:

flash

system

nvs

usb

tftp

scp

sftp

http.

S/ VI D The memory type: static, virtual, dynamic.

Lel / Ntwk Whether the memory is located locally or via a network
connection.

Avai | Whether the memory is accessible: Y (yes), N (no), - (not applicable)

Related edit

Commands edit (filename)

show file
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SHOW RUNNING-CONFIG

show running-config

Overview This command displays the current configuration of your device. Its output
includes all non-default configuration. The default settings are not displayed.

Syntax

C613-50353-01 Rev A

NOTE: You can control the output by entering | or > at the end of the command:

. To display only lines that contain a particular word, enter:

| include <word>

. To start the display at the first line that contains a particular word, enter:

| begin <word>

. To save the output to a file, enter:

> <fil enane>

show runni ng-config [full]|<feature>]

Parameter Description

full Display the running-config for all features. This is the default setting, so
it is the same as entering show running-config.

<f eat ure>

Display only the configuration for a single feature. The features
available depend on your device and will be some of the following list:

access-list ACL configuration

antivirus Antivirus configuration
application Application configuration
as-path Autonomous system path filter

configuration

as-path access-list

Configuration of ACLs for AS path filtering

atmf Allied Telesis Management Framework
configuration
bgp Border Gateway Protocol (BGP)

configuration

community-list

Community-list configuration

crypto Security-specific configuration

dhcp DHCP configuration

dpi Deep Packet Inspection configuration

entity Entity configuration

firewall Firewall configuration

interface Interface configuration. See show
running-config interface for further
options.
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SHOW RUNNING-CONFIG

Parameter Description

ip Internet Protocol (IP) configuration
ip pim dense-mode PIM-DM configuration

ip pim sparse-mode PIM-SM configuration

ip route IP static route configuration
ip-reputation IP Reputation configuration

ips IPS configuration

ipsec Internet Protocol Security (IPsec)

configuration

ipv6 Internet Protocol version 6 (IPv6)
configuration

ipv6 access-list IPv6 ACL configuration

ipv6 mroute IPv6 multicast route configuration
ipv6 prefix-list IPv6 prefix list configuration

ipv6 route IPv6 static route configuration
isakmp Internet Security Association Key

Management Protocol (ISAKMP)
configuration

key chain Authentication key management
configuration

[2tp-profile L2TP tunnel profile configuration
lldp LLDP configuration
log Logging utility configuration
malware-protection Malware protection configuration
nat Network Address Translation configuration
power-inline Power over Ethernet (PoE) configuration
policy-based-routing Policy-based routing (PBR) configuration
pppoe-ac PPPoE access concentrator configuration
prefix-list Prefix-list configuration
route-map Route-map configuration
router Router configuration
router-id Configuration of the router identifier for
this system

security-password Strong password security configuration
snmp SNMP configuration
ssh Secure Shell configuration
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Parameter Description
switch Switch configuration
web-control Web Control configuration

Mode Privileged Exec and Global Configuration

Example To display the current configuration of your device, use the command:

awpl us# show runni ng-config

Output Figure 2-10: Example output from show running-config

awpl us#show runni ng- confi g
|

;ser vi ce password-encryption
|

;10 banner notd

|

;Jser nane manager privilege 15 password 8 $1$bJoVec4D$IWQIGPr 7YqQoEXA0OGVasdEQ
|

;10 servi ce ssh

|

;servi ce tel net

|

;servi ce http

|

;10 clock tinezone

line con O
line vty 0 4
!

end

Related copy running-config

Commands . .
show running-config interface
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SHOW RUNNING-CONFIG INTERFACE

show running-config interface

Overview

Syntax

C613-50353-01 Rev A

This command displays the current configuration of one or more interfaces on the
device.

You can optionally limit the command output to display only information for a
given protocol or feature. The features available depend on your device and will be
a subset of the features listed in the table below.

show running-config interface [<interface-list>] [dotlx|ip
ignp|ip nmulticast|ip pimdense-node|ip pimsparse-node|ipv6
rip|lacp| nmstp|ospf|rip|rstp|stp]

Parameter Description

<interface-list> The interfaces or ports to display information about. An
interface-list can be:

« aVLAN (e.g.vlan2)
+ aswitchport (e.g. port1.0.4)
a static channel group (e.g. sa2)
+ adynamic (LACP) channel group (e.g. po2)
+ theloopback interface (lo)

a continuous range of interfaces separated by a hyphen
(e.g. vlan10-20)

« acomma-separated list (e.g.vlan1,vlan10-20). Do not mix
interface types in a list.

The specified interfaces must exist.

dot 1x Displays running configuration for 802.1X port
authentication for the specified interfaces.

| acp Displays running configuration for LACP (Link Aggregation
Control Protocol) for the specified interfaces.

ipignp Displays running configuration for IGMP (Internet Group
Management Protocol) for the specified interfaces.

ip multicast Displays running configuration for general multicast
settings for the specified interfaces.

i p pi msparse-node Displays running configuration for PIM-SM (Protocol
Independent Multicast - Sparse Mode) for the specified
interfaces.

i p pi mdense-nmode Displays running configuration for PIM-DM (Protocol
Independent Multicasting - Dense Mode) for the specified
interfaces.

nmst p Displays running configuration for MSTP (Multiple
Spanning Tree Protocol) for the specified interfaces.

ospf Displays running configuration for OSPF (Open Shortest
Path First) for the specified interfaces.
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Mode
Default

Examples

Output

Related
Commands
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Parameter Description

rip Displays running configuration for RIP (Routing Information
Protocol) for the specified interfaces.

ipve rip Displays running configuration for RIPng (RIP for IPv6) for
the specified interfaces.

rstp Displays running configuration for RSTP (Rapid Spanning
Tree Protocol) for the specified interfaces.

stp Displays running configuration for STP (Spanning Tree
Protocol) for the specified interfaces.

Privileged Exec and Global Configuration

Displays information for all protocols on all interfaces

To display the current running configuration of your device for ports 1 to 4, use the
command:

awpl us# show running-config interface portl1l.0.1-portl.0.4

To display the current running configuration of a device for vlan2, use the
command:

awpl us# show runni ng-config interface vlan2

To display the current OSPF configuration of your device for ports 1 to 4, use the
command:

awpl us# show runni ng-config interface portl.0.1-portl.0.4 ospf

Figure 2-11:  Example output from show running-config interface for a
switchport

awpl us#show runni ng-config interface portl.0.2
!
interface port1.0.2

swi t chport

swi t chport node access
|

copy running-config

show running-config
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SHOW STARTUP-CONFIG

show startup-config

Overview This command displays the contents of the start-up configuration file, which is the
file that the device runs on start-up.

For information on filtering and saving command output, see the “Getting Started

with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show startup-config

Mode Privileged Exec

Example To display the contents of the current start-up configuration file, use the

command:

show startup-config

Output Figure 2-12: Example output from the show startup-config command

awpl us#show st artup-config
|

servi ce password-encryption
|

no banner notd
|

|

no service ssh
!

servi ce tel net
!

service http

|

no clock tinmezone

line con O

line vty 0 4
!

end

user nane manager privilege 15 password 8 $1$bJoVec4D$IwOIGPr 7YqoExAOGVasdEO

Related boot config-file backup
Commands . .
copy running-config
copy startup-config
erase startup-config

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW VERSION

show version

Overview This command displays the version number and copyright details of the current
AlliedWare Plus™ OS your device is running.

Syntax show version
Mode User Exec and Privileged Exec

Example To display the version details of your currently installed software, use the
command:

awpl us# show version

Related boot system backup

Commands show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

UNMOUNT

unmount

Overview

Syntax

Mode

Example

Related
Commands

Command
changes
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Use this command to unmount an external storage device. We recommend you
unmount storage devices before removing them, to avoid file corruption. This is
especially important if files may be automatically written to the storage device,
such as external log files or AMF backup files.

unmount usb

Parameter Description

usb Unmount the USB storage device.

Privileged Exec
To unmount a USB storage device and safely remove it from the device, use the
command:

awpl us# unnount usb

clear log external
log external
show file systems
show log config

show log external

Version 5.4.7-1.1: command added
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WRITE FILE

write file

Overview This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write memory and copy
running-config startup-config commands.

Syntax wite [file]
Mode Privileged Exec

Example To write configuration data to the start-up configuration file, use the command:
awplus# wite file
Related copy running-config
Commands .
write memory

show running-config

C613-50353-01 Rev A Command Reference for GS980EM/10H 142
AlliedWare Plus™ Operating System - Version 5.4.9-2.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS
WRITE MEMORY

write memory

Overview This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write file and copy
running-config startup-config commands.

Syntax wite [nmenory]
Mode Privileged Exec

Example To write configuration data to the start-up configuration file, use the command:

awpl us# write nenory

Related copy running-config

Commands oL
write file

show running-config
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WRITE TERMINAL

write terminal

Overview This command displays the current configuration of the device. This command is a
synonym of the show running-config command.

Syntax wite term nal
Mode Privileged Exec

Example To display the current configuration of your device, use the command:

awpl us# wite term nal

Related show running-config
Commands
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User Access
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
user access.

“aaa authentication enable default local” on page 147
. “aaa local authentication attempts lockout-time” on page 148

Ill

. “aaa local authentication attempts max-fail” on page 149

. “aaa login fail-delay” on page 150

. “clear aaa local user lockout” on page 151

. “clear line console” on page 152

. “clear line vty” on page 153

. “enable password” on page 154

. “enable secret” on page 157

. “exec-timeout” on page 160

. “flowcontrol hardware (asyn/console)” on page 162

. “length (asyn)” on page 164

. “line” on page 165

. “privilege level” on page 167

. “security-password history” on page 168

. “security-password forced-change” on page 169

. “security-password lifetime” on page 170

. “security-password min-lifetime-enforce” on page 171

. “security-password minimum-categories” on page 172

. “security-password minimum-length” on page 173
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USER ACCESS COMMANDS

. “security-password reject-expired-pwd” on page 174
. “security-password warning” on page 175

. “service advanced-vty” on page 176

. “service password-encryption” on page 177

. “service telnet” on page 178

. “service terminal-length (deleted)” on page 179

. “show aaa local user locked” on page 180

. “show privilege” on page 181

. “show security-password configuration” on page 182
. “show security-password user” on page 183

. “show telnet” on page 184

. “show users” on page 185

. “telnet” on page 186

. “telnet server” on page 187
. “terminal length” on page 188
. “terminal resize” on page 189
. “username” on page 190
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USER ACCESS COMMANDS
AAA AUTHENTICATION ENABLE DEFAULT LOCAL

aaa authentication enable default local

Overview This command enables local privilege level authentication.

Use the no variant of this command to disable local privilege level authentication.

Syntax aaa authentication enable default |ocal

no aaa authentication enabl e default
Default Local privilege level authentication is enabled by default.
Mode Global Configuration

Usage The privilege level configured for a particular user in the local user database is the

privilege threshold above which the user is prompted for an enable (Privileged
Exec mode) command.

Examples To enable local privilege level authentication, use the following commands:
awpl us# configure term nal
awpl us(config)# aaa authentication enable default |ocal
To disable local privilege level authentication, use the following commands:
awpl us# configure term nal

awplus(config)# no aaa authentication enabl e default

Related aaa authentication login

Commands .
enable (Privileged Exec mode)
enable password
enable secret
C613-50353-01 Rev A Command Reference for GS980EM/10H 147

AlliedWare Plus™ Operating System - Version 5.4.9-2.x



USER ACCESS COMMANDS

AAA LOCAL AUTHENTICATION ATTEMPTS LOCKOUT-TIME

aaa local authentication attempts
lockout-time

Overview

Syntax

Mode
Default

Usage

Examples

Related
Commands

C613-50353-01 Rev A

This command configures the duration of the user lockout period.
Use the no variant of this command to restore the duration of the user lockout
period to its default of 300 seconds (5 minutes).

aaa | ocal authentication attenpts |ockout-tine <lockout-tinme>

no aaa |local authentication attenpts |ockout-tine

Parameter Description

<l ockout -ti ne> <0-10000>. Time in seconds to lockout the user.

Global Configuration
The default for the lockout-time is 300 seconds (5 minutes).

While locked out all attempts to login with the locked account will fail. The lockout
can be manually cleared by another privileged account using the clear aaa local
user lockout command.

To configure the lockout period to 10 minutes (600 seconds), use the commands:

awpl us# configure term nal

awpl us(config)# aaa | ocal authentication attenpts | ockout-tine
600

To restore the default lockout period of 5 minutes (300 seconds), use the
commands:

awpl us# configure term nal

awplus(config)# no aaa | ocal authentication attenpts
| ockout -tine

aaa local authentication attempts max-fail
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AAA LOCAL AUTHENTICATION ATTEMPTS MAX-FAIL

aaa local authentication attempts max-fail

Overview

Syntax

Mode

Default

Usage

Examples

Related
Commands
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This command configures the maximum number of failed login attempts before a
user account is locked out. Every time a login attempt fails the failed login counter
is incremented.

Use the no variant of this command to restore the maximum number of failed
login attempts to the default setting (five failed login attempts).

aaa |l ocal authentication attenpts nax-fail <fail ed-I|ogins>

no aaa |l ocal authentication attenpts nmax-fail

Parameter Description

<fail ed-1o0gi ns> <1-32>.Number of login failures allowed before locking out a
user.

Global Configuration

The default for the maximum number of failed login attempts is five failed login
attempts.

When the failed login counter reaches the limit configured by this command that
user account is locked out for a specified duration configured by the aaa local
authentication attempts lockout-time command.

When a successful login occurs the failed login counter is reset to 0. When a user
account is locked out all attempts to login using that user account will fail.

To configure the number of login failures that will lock out a user account to two
login attempts, use the commands:

awpl us# configure termnal

awpl us(config)# aaa |ocal authentication attenpts max-fail 2

To restore the number of login failures that will lock out a user account to the
default number of login attempts (five login attempts), use the commands:

awpl us# configure term nal

awpl us(config)# no aaa local authentication attenpts max-fail

aaa local authentication attempts lockout-time

clear aaa local user lockout
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AAA LOGIN FAIL-DELAY

aaa login fail-delay

Overview

Syntax

Default
Mode

Example

Related
Commands
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Use this command to configure the minimum time period between failed login
attempts. This setting applies to login attempts via the console, SSH and Telnet.

Use the no variant of this command to reset the minimum time period to its default
value.

aaa login fail-delay <1-10>

no aaa login fail-delay

Parameter Description
<1-10> The minimum number of seconds required between login
attempts
1 second

Global configuration

To apply a delay of at least 5 seconds between login attempts, use the following
commands:
awpl us# configure term nal

awplus(config)# aaa login fail-delay 5

aaa authentication login
aaa local authentication attempts lockout-time

clear aaa local user lockout
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USER ACCESS COMMANDS

CLEAR AAA LOCAL USER LOCKOUT

clear aaa local user lockout

Overview

Syntax

Mode

Examples

Related
Commands
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Use this command to clear the lockout on a specific user account or all user
accounts.

cl ear aaa |l ocal user |ockout {usernane <username>|all}

Parameter Description

user name Clear lockout for the specified user.

<user nane>  Specifies the user account.

al | Clear lockout for all user accounts.

Privileged Exec

To unlock the user account ‘bob’ use the following command:
awpl us# clear aaa | ocal user |ockout usernanme bob
To unlock all user accounts use the following command:

awpl us# cl ear aaa |ocal user |ockout all

aaa local authentication attempts lockout-time
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USER ACCESS COMMANDS
CLEAR LINE CONSOLE

clear line console

Overview

Syntax

Mode

Example

Related
Commands
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This command resets a console line. If a terminal session exists on the line then the
terminal session is terminated. If console line settings have changed then the new
settings are applied.

clear line console O

Privileged Exec

To reset the console line (asyn), use the command:

awpl us# cl

ear line console O

awpl us# % The new settings for console |Iine 0 have been applied

clear line vty

flowcontrol hardware (asyn/console)

line

show users
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USER ACCESS COMMANDS
CLEAR LINE VTY

clear line vty

Overview

Syntax

Mode

Example

Related
Commands
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This command resets a VTY line. If a session exists on the line then it is closed.

clear line vty <0-32>

Parameter Description

<0- 32> Line number

Privileged Exec

To reset the first VTY line, use the command:

awpl us# clear line vty 1

privilege level
line
show telnet

show users
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USER ACCESS COMMANDS
ENABLE PASSWORD

enable password

Overview

Syntax

Default

Mode

Usage
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To set a local password to control access to various privilege levels, use the enable
password Global Configuration command. Use the enable password command to
modify or create a password to be used, and use the no enable password
command to remove the password.

Note that the enable secret command is an alias for the enable password
command, and the no enable secret command is an alias for the no enable
password command. Issuing a no enable password command removes a password
configured with the enable secret command. The enable password command is
shown in the running and startup configurations. Note that if the enable secret
command is entered then enable password is shown in the configuration.

NOTE: Do not use encrypted passwords for GUI users. The GUI requires unencrypted
user passwords only - not encrypted user passwords. Do not use option 8 for GUI users.

enabl e password [<pl ai n>| 8 <hi dden>| | evel <1-15> 8 <hi dden>]

no enabl e password [l evel <1-15>]

Parameter Description

<pl ai n> Specifies the unencrypted password.
8 Specifies a hidden password will follow.
<hi dden> Specifies the hidden encrypted password. Use an encrypted

password for better security where a password crosses the network
oris stored on a TFTP server.

| evel Privilege level <1-15>. Level for which the password applies. You can
specify up to 16 privilege levels, using numbers 1 through 15. Level 1
is normal EXEC-mode user privileges for User Exec mode. If this
argument is not specified in the command or the no variant of the
command, the privilege level defaults to 15 (enable mode privileges)
for Privileged Exec mode. A privilege level of 7 can be set for
intermediate CLI security.

The privilege level for enable password is level 15 by default. Previously the default
was level 1.

Global Configuration

This command enables the Network Administrator to set a password for entering
the Privileged Exec mode when using the enable (Privileged Exec mode)
command. There are three methods to enable a password. In the examples below,
for each method, note that the configuration is different and the configuration file
output is different, but the password string to be used to enter the Privileged Exec
mode with the enable command is the same (mypasswd).

A user can now have an intermediate CLI security level set with this command for
privilege level 7 to access all the show commands in Privileged Exec mode and all
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USER ACCESS COMMANDS
ENABLE PASSWORD

Using plain
passwords

Using encrypted
passwords

Using hidden
passwords
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the commands in User Exec mode, but not any configuration commands in
Privileged Exec mode.

Note that the enable password command is an alias for the enable secret
command and one password per privilege level is allowed using these commands.
Do not assign one password to a privilege level with enable password and another
password to a privilege level with enable secret. Use enable password or enable
secret commands. Do not use both on the same level.

The plain password is a clear text string that appears in the configuration file as
configured.
configure term nal

enabl e password mnmypasswd

end

This results in the following show output:

awpl us#show run

Current configuration:
host nane awpl us

enabl e password nypasswd
!

interface |o

You can configure an encrypted password using the service password-encryption
command. First, use the enable password command to specify the string that you
want to use as a password (mypasswd). Then, use the service
password-encryption command to encrypt the specified string (mypasswd). The
advantage of using an encrypted password is that the configuration file does not
show mypasswd, it will only show the encrypted string fU7zHzuutY2SA.

NOTE: Do not use encrypted passwords for GUI users. The GUI requires unencrypted
user passwords only - not encrypted user passwords. Do not use option 8 for GUI users.

configure termnal
enabl e password mnmypasswd
servi ce password-encryption
end

This results in the following show output:

awpl us#show run

Current configuration:

host nane awpl us

enabl e password 8 fU7zHzuut Y2SA
servi ce password-encryption

|

interface |o

You can configure an encrypted password using the HIDDEN parameter (8) with
the enable password command. Use this method if you already know the
encrypted string corresponding to the plain text string that you want to use as a
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ENABLE PASSWORD

Related
Commands
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password. It is not required to use the service password-encryption command for

this method. The output in the configuration file will show only the encrypted

string, and not the text string.

awpl us# configure term nal

awpl us(config)# enabl e password 8 fU7zHzuut Y2SA

awpl us(config)# end

This results in the following show output:

awpl us#show run
Current configuration:
host nane awpl us

enabl e password 8 fU7zHzuut Y2SA
!

interface |lo

enable (Privileged Exec mode)
enable secret

service password-encryption
privilege level

show privilege

username

show running-config
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USER ACCESS COMMANDS
ENABLE SECRET

enable secret

Overview

Syntax

Default
Mode

Usage
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To set a local password to control access to various privilege levels, use the enable
secret Global Configuration command. Use the enable secret command to modify
or create a password to be used, and use the no enable secret command to remove
the password.

Note that the enable secret command is an alias for the enable password
command, and the no enable secret command is an alias for the no enable
password command. Issuing a no enable password command removes a password
configured with the enable secret command. The enable password command is
shown in the running and startup configurations. Note that if the enable secret
command is entered then enable password is shown in the configuration.

NOTE: Do not use encrypted passwords for GUI users. The GUI requires unencrypted
user passwords only - not encrypted user passwords. Do not use option 8 for GUI users.

enabl e secret [<plain> 8 <hidden>|Ilevel <0-15> 8 <hi dden>]

no enabl e secret [level <1-15>]

Parameter Description

<pl ai n> Specifies the unencrypted password.
8 Specifies a hidden password will follow.
<hi dden> Specifies the hidden encrypted password. Use an encrypted

password for better security where a password crosses the network
oris stored on a TFTP server.

| evel Privilege level <1-15>. Level for which the password applies. You can
specify up to 16 privilege levels, using numbers 1 through 15. Level 1
is normal EXEC-mode user privileges for User Exec mode. If this
argument is not specified in the command or the no variant of the
command, the privilege level defaults to 15 (enable mode privileges)
for Privileged Exec mode. A privilege level of 7 can be set for
intermediate CLI security.

The privilege level for enable secret is level 15 by default.
Global Configuration

This command enables the Network Administrator to set a password for entering
the Privileged Exec mode when using the enable (Privileged Exec mode)
command. There are three methods to enable a password. In the examples below,
for each method, note that the configuration is different and the configuration file
output is different, but the password string to be used to enter the Privileged Exec
mode with the enable command is the same (mypasswd).

A user can have an intermediate CLI security level set with this command for
privilege level 7 to access all the show commands in Privileged Exec mode and all
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ENABLE SECRET

Using plain
passwords

Using encrypted
passwords

Using hidden
passwords
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the commands in User Exec mode, but not any configuration commands in
Privileged Exec mode.

Note that the enable secret command is an alias for the enable password
command and one password per privilege level is allowed using these commands.
Do not assign one password to a privilege level with enable password and another
password to a privilege level with enable secret. Use enable password or enable
secret commands. Do not use both on the same level.

The plain password is a clear text string that appears in the configuration file as
configured.
configure term nal
enabl e secret nypasswd

end

This results in the following show output:

awpl us#show run

Current configuration:
host nane awpl us

enabl e password nypasswd
!

interface |o

Configure an encrypted password using the service password-encryption
command. First, use the enable password command to specify the string that you
want to use as a password (mypasswd). Then, use the service
password-encryption command to encrypt the specified string (mypasswd). The
advantage of using an encrypted password is that the configuration file does not
show mypasswd, it will only show the encrypted string fU7zHzuutY2SA.

NOTE: Do not use encrypted passwords for GUI users. The GUI requires unencrypted
user passwords only - not encrypted user passwords. Do not use option 8 for GUI users.

configure termnal
enabl e secret nypasswd
servi ce password-encryption
end

This results in the following show output:

awpl us#show run

Current configuration:

host nane awpl us

enabl e password 8 fU7zHzuut Y2SA
servi ce password-encryption

|

interface |o

Configure an encrypted password using the HIDDEN parameter (8) with the
enable password command. Use this method if you already know the encrypted
string corresponding to the plain text string that you want to use as a password. It
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Commands
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is not required to use the service password-encryption command for this method.
The output in the configuration file will show only the encrypted string, and not

the text string:

awpl us# configure term nal

awpl us(config)# enable secret 8 fU7zHzuut Y2SA

awpl us(config)# end

This results in the following show output:

awpl us#show run
Current configuration:
host nane awpl us

enabl e password 8 fU7zHzuut Y2SA
!

interface |lo

enable (Privileged Exec mode)
enable secret

service password-encryption
privilege level

show privilege

username

show running-config
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USER ACCESS COMMANDS
EXEC-TIMEOUT

exec-timeout

Overview

Syntax

Default

Mode

Usage

Examples

Validation
Commands
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This command sets the interval your device waits for user input from either a
console or VTY connection. Once the timeout interval is reached, the connection is
dropped. This command sets the time limit when the console or VTY connection
automatically logs off after no activity.

The no variant of this command removes a specified timeout and resets to the
default timeout (10 minutes).

exec-tinmeout {<m nutes>} [<seconds>]

no exec-ti nmeout

Parameter Description

<m nut es> <0-35791> Required integer timeout value in minutes

<seconds> <0-2147483> Optional integer timeout value in seconds

The default for the exec-timeout command is 10 minutes and 0 seconds
(exec-timeout 10 0).

Line Configuration

This command is used set the time the telnet session waits for an idle VTY session,
before it times out. An exec-timeout 0 0 setting will cause the telnet session to
wait indefinitely. The command exec-timeout 0 0 is useful while configuring a
device, but reduces device security.

If no input is detected during the interval then the current connection resumes. If
no connections exist then the terminal returns to an idle state and disconnects
incoming sessions.

To set VTY connections to timeout after 2 minutes, 30 seconds if there is no
response from the user, use the following commands:

awpl us# configure term nal
awplus(config)# line vty 0 32
awpl us(config-line)# exec-timeout 2 30

To reset the console connection to the default timeout of 10 minutes 0 seconds if
there is no response from the user, use the following commands:

awpl us# configure term nal
awpl us(config)# line console 0O

awpl us(config-line)# no exec-ti meout

show running-config
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EXEC-TIMEOUT

Related line

Commands .
service telnet
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FLOWCONTROL HARDWARE (ASYN/CONSOLE)

flowcontrol hardware (asyn/console)

Overview

Syntax

Mode
Default

Usage
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Use this command to enable RTS/CTS (Ready To Send/Clear To Send) hardware
flow control on a terminal console line (asyn port) between the DTE (Data Terminal
Equipment) and the DCE (Data Communications Equipment).

fl owcontrol hardware

no flowcontrol hardware
Line Configuration
Hardware flow control is disabled by default.

Hardware flow control makes use of the RTS and CTS control signals between the
DTE and DCE where the rate of transmitted data is faster than the rate of received
data. Flow control is a technique for ensuring that a transmitting entity does not
overwhelm a receiving entity with data. When the buffers on the receiving device
are full, a message is sent to the sending device to suspend the transmission until
the data in the buffers has been processed.

Hardware flow control can be configured on terminal console lines (e.g. asyn0). For
Reverse Telnet connections, hardware flow control must be configured to match

on both the Access Server and the Remote Device. For terminal console sessions,
hardware flow control must be configured to match on both the DTE and the DCE.
Settings are saved in the running configuration. Changes are applied after reboot,
clear line console, or after closing the session.

Use show running-config and show startup-config commands to view hardware
flow control settings that take effect after reboot for a terminal console line. See
the show running-config command output:

awpl us#show runni ng-confi g
!
line con 1

speed 9600

node out 2001

fl owcontrol hardware

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session
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FLOWCONTROL HARDWARE (ASYN/CONSOLE)

Examples To enable hardware flow control on terminal console line asyn0, use the
commands:

awpl us# configure term nal
awpl us(config)# line console O

awplus(config-line)# flowontrol hardware

To disable hardware flow control on terminal console line asyn0, use the
commands:

awpl us# configure term nal
awpl us(config)# line console O
awpl us(config-line)# no flowontrol hardware

Related clear line console

Commands . .
show running-config

speed (asyn)
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USER ACCESS COMMANDS
LENGTH (ASYN)

length (asyn)

Overview

Syntax

Mode

Default

Usage

Examples

Related
Commands
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Use this command to specify the number of rows of output that the device will
display before pausing, for the console or VTY line that you are configuring.

The no variant of this command restores the length of a line (terminal session)
attached to a console port or to a VTY to its default length of 22 rows.

| ength <0-512>

no | ength

Parameter Description

<0- 512> Number of lines on screen. Specify 0 for no pausing.

Line Configuration

The length of a terminal session is 22 rows. The no length command restores the
default.

If the output from a command is longer than the length of the line the output will
be paused and the ‘~More-' prompt allows you to move to the next screen full of
data.

A length of 0 will turn off pausing and data will be displayed to the console as long
as there is data to display.
To set the terminal session length on the console to 10 rows, use the command:

awpl us# configure term nal
awpl us(config)# line console O
awpl us(config-line)# length 10

Toreset the terminal session length on the console to the default (22 rows), use the
command:

awpl us# configure term nal

awplus(config)# line console O

awpl us(config-line)# no length

To display output to the console continuously, use the command:

awpl us# configure term nal
awpl us(config)# line console O

awplus(config-line)# length O

terminal resize

terminal length
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LINE

line

Overview

Syntax

Mode

Usage

Examples
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Use this command to enter line configuration mode for the specified VTYs or the
console. The command prompt changes to show that the device is in Line
Configuration mode.

line vty <first-line> [<last-I|ine>]

| ine console O

Parameter Description

<first-line> <0-32>Specify the first line number.

<last-line> <0-32>Specify the last line number.

consol e The console terminal line(s) for local access.

vty Virtual terminal for remote console access.

Global Configuration

This command puts you into Line Configuration mode. Once in Line Configuration
mode, you can configure console and virtual terminal settings, including setting
speed (asyn), length (asyn), privilege level, and authentication (login
authentication) or accounting (accounting login) method lists.

To change the console (asyn) port speed, use this line command to enter Line
Configuration mode before using the speed (asyn)command. Set the console
speed (Baud rate) to match the transmission rate of the device connected to the
console (asyn) port on your device.

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session

To enter Line Configuration mode in order to configure all VTYs, use the
commands:

awpl us# configure term nal
awplus(config)# line vty 0 32
awpl us(config-line)#
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LINE
To enter Line Configuration mode to configure the console (asyn 0) port terminal
line, use the commands:
awpl us# configure term nal
awpl us(config)# line console 0O
awpl us(config-line)#

Related accounting login
Commands .

clear line console
clear line vty
flowcontrol hardware (asyn/console)
length (asyn)
login authentication
privilege level
speed (asyn)
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USER ACCESS COMMANDS
PRIVILEGE LEVEL

privilege level

Overview

Syntax
Mode

Usage

Examples

Related
Commands
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This command sets a privilege level for VTY or console connections. The
configured privilege level from this command overrides a specific user’s initial
privilege level at the console login.

privilege |level <1-15>
Line Configuration

You can set an intermediate CLI security level for a console user with this command
by applying privilege level 7 to access all show commands in Privileged Exec and
all User Exec commands. However, intermediate CLI security will not show
configuration commands in Privileged Exec.

To set the console connection to have the maximum privilege level, use the
following commands:

awpl us# configure term nal

awpl us(config)# line console O

awplus(config-line)# privilege level 15

To set all VTY connections to have the minimum privilege level, use the following
commands:

awpl us# configure termnal
awplus(config)# line vty 0 5
awplus(config-line)# privilege level 1

To set all VTY connections to have an intermediate CLI security level, to access all
show commands, use the following commands:

awpl us# configure term nal
awpl us(config)# line vty 0 5

awpl us(config-line)# privilege level 7
enable password

line

show privilege

username
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SECURITY-PASSWORD HISTORY

security-password history

Overview

Syntax

Default
Mode

Examples

Related
Commands
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This command specifies the number of previous passwords that are unable to be
reused. A new password is invalid if it matches a password retained in the
password history.

The no variant of the command disables this feature.

security-password history <0-15>

no security-password history

Parameter Description

<0- 15> The allowable range of previous passwords to match against. A
value of 0 will disable the history functionality and is equivalent to
the no security-password history command. If the history
functionality is disabled, all users’ password history is reset and all
password history is lost.

The default history value is 0, which will disable the history functionality.
Global Configuration

To restrict reuse of the three most recent passwords, use the command:
awpl us# configure term nal

awpl us(config)# security-password history 3
To allow the reuse of recent passwords, use the command:

awpl us# configure term nal

awpl us(config)# no security-password history

security-password forced-change
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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USER ACCESS COMMANDS

SECURITY-PASSWORD FORCED-CHANGE

security-password forced-change

Overview

Syntax

Default
Mode

Example

Related
Commands
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This command specifies whether or not a user is forced to change an expired
password at the next login. If this feature is enabled, users whose passwords have
expired are forced to change to a password that must comply with the current
password security rules at the next login.

Note that to use this command, the lifetime feature must be enabled with the
security-password lifetime command and the reject-expired-pwd feature must be
disabled with the security-password reject-expired-pwd command.

The no variant of the command disables this feature.

security-password forced-change

no security-password forced-change
The forced-change feature is disabled by default.
Global Configuration

To force a user to change their expired password at the next login, use the
command:

awpl us# configure term nal

awpl us(config)# security-password forced-change

security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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USER ACCESS COMMANDS
SECURITY-PASSWORD LIFETIME

security-password lifetime

Overview

Syntax

This command enables password expiry by specifying a password lifetime in days.

Note that when the password lifetime feature is disabled, it also disables the
security-password forced-change command and the security-password warning
command.

The no variant of the command disables this feature.

security-password lifetime <0-1000>

no security-password lifetine

Parameter Description

Default
Mode

Example

Related
Commands
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<0- 1000> Password lifetime specified in days. A value of 0 will disable lifetime
functionality and the password will never expire. This is equivalent
to the no security-password lifetime command.

The default password lifetime is O, which will disable the lifetime functionality.
Global Configuration

To configure the password lifetime to 10 days, use the command:

awpl us# configure term nal

awpl us(config)# security-password lifetinme 10

security-password forced-change
security-password history
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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USER ACCESS COMMANDS

SECURITY-PASSWORD MIN-LIFETIME-ENFORCE

security-password min-lifetime-enforce

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands

Command
changes
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Use this command to configure a minimum number of days before a password can
be changed by a user. With this feature enabled, once a user sets the password, the
user cannot change it again until the minimum lifetime has passed.

Use the no variant of this command to remove the minimum lifetime.

security-password mn-lifetime-enforce <0-1000>

no security-password nin-lifetine-enforce

Parameter Description

<0-1000> The minimum number of days before a password can be changed

By default, no minimum lifetime is enforced.
Global Configuration

The minimum lifetime is helpful in conjunction with a security policy that prevents
people from re-using old passwords. For example, if you do not allow people to
re-use any of their last 5 passwords, a person can bypass that restriction by
changing their password 5 times in quick succession and then re-setting it to their
previous password. The minimum lifetime prevents that by preventing people
from changing their password in quick succession.

To force users to wait at least 2 days between changing passwords, use the
command:

awpl us(config)# security-password mn-lifetine-enforce 2

security-password forced-change
security-password history
security-password lifetime
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user

Version 5.4.7-0.2: command added
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SECURITY-PASSWORD MINIMUM-CATEGORIES

security-password minimum-categories

Overview

Syntax

Default
Mode

Example

Related
Commands
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This command specifies the minimum number of categories that the password
must contain in order to be considered valid. The password categories are:

. uppercase letters: Ato Z
. lowercase letters:a to z
. digits:0to 9

. special symbols: all printable ASCII characters not included in the previous
three categories. The question mark (?) cannot be used as it is reserved for
help functionality.

Note that to ensure password security, the minimum number of categories should
align with the lifetime selected, i.e. the fewer categories specified the shorter the
lifetime specified.

security-password mini num cat egories <1-4>

Parameter Description

<1-4> Number of categories the password must satisfy, in the range 1 to 4.

The default number of categories that the password must satisfy is 1.

Global Configuration

To configure the required minimum number of character categories to be 3, use
the command:

awpl us# configure term nal

awpl us(config)# security-password m ni num categories 3

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD MINIMUM-LENGTH

security-password minimum-length

Overview

Syntax

Default
Mode

Example

Related
Commands
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This command specifies the minimum allowable password length. This value is
checked against when there is a password change or a user account is created.

security-password mini numlength <1-23>

Parameter Description

<1-23> Minimum password length in the range from 1 to 23.

The default minimum password length is 1.
Global Configuration

To configure the required minimum password length as 8, use the command:
awpl us# configure term nal

awpl us(config)# security-password minimumlength 8

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD REJECT-EXPIRED-PWD

security-password reject-expired-pwd

Overview

Syntax

Default
Mode

Example

Related
Commands
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This command specifies whether or not a user is allowed to login with an expired
password. Users with expired passwords are rejected at login if this functionality is
enabled. Users then have to contact the Network Administrator to change their
password.

CAUTION: Once all users’ passwords are expired you are unable to login to the device
again if the security-password reject-expired-pwd command has been executed. You
will have to reboot the device with a default configuration file, or load an earlier
software version that does not have the security password feature.

We recommend you never have the command line “security-password
reject-expired-pwd” in a default config file.

Note that when the reject-expired-pwd functionality is disabled and a user logs on
with an expired password, if the forced-change feature is enabled with
security-password forced-change command, a user may have to change the
password during login depending on the password lifetime specified by the
security-password lifetime command.

The no variant of the command disables this feature.

security-password reject-expired-pwd

no security-password reject-expired-pwd

The reject-expired-pwd feature is disabled by default.

Global Configuration

To configure the system to reject users with an expired password, use the

command:

awpl us# configure term nal

awpl us(config)# security-password reject-expired-pwd

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD WARNING

security-password warning

Overview This command specifies the number of days before the password expires that the
user will receive a warning message specifying the remaining lifetime of the
password.

Note that the warning period cannot be set unless the lifetime feature is enabled
with the security-password lifetime command.

The no variant of the command disables this feature.

Syntax security-password warni ng <0-1000>

no security-password warni ng

Parameter Description

<0- 1000> Warning period in the range from 0 to 7000 days. A value 0 disables
the warning functionality and no warning message is displayed for
expiring passwords. This is equivalent to the no security-password
warning command. The warning period must be less than, or equal
to, the password lifetime set with the security-password lifetime
command.

Default The default warning period is O, which disables warning functionality.
Mode Global Configuration

Example To configure a warning period of three days, use the command:
awpl us# configure term nal

awpl us(config)# security-password warning 3

Related security-password forced-change

Commands . .
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
show running-config security-password

show security-password configuration

show security-password user
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SERVICE ADVANCED-VTY

service advanced-vty

Overview

Syntax

Default
Mode

Examples
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This command enables the advanced-vty help feature. This allows you to use TAB
completion for commands. Where multiple options are possible, the help feature
displays the possible options.

The no service advanced-vty command disables the advanced-vty help feature.

servi ce advanced-vty

no service advanced-vty
The advanced-vty help feature is enabled by default.
Global Configuration

To disable the advanced-vty help feature, use the command:
awpl us# configure term nal
awpl us(config)# no service advanced-vty

To re-enable the advanced-vty help feature after it has been disabled, use the
following commands:

awpl us# configure term nal

awpl us(config)# service advanced-vty
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SERVICE PASSWORD-ENCRYPTION

service password-encryption

Overview

Syntax

Mode

Example

Validation
Commands

Related
Commands
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Use this command to enable password encryption. This is enabled by default.
When password encryption is enabled, the device displays passwords in the
running config in encrypted form instead of in plain text.

Use the no service password-encryption command to stop the device from
displaying newly-entered passwords in encrypted form. This does not change the
display of existing passwords.

NOTE: Do not use encrypted passwords for GUI users. The GUI requires unencrypted
user passwords only - not encrypted user passwords. Do not use option 8 for GUI users.

servi ce password-encryption

no service password-encryption
Global Configuration

awpl us# configure term nal

awpl us(config)# service password-encryption

show running-config

enable password
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SERVICE TELNET

service telnet

Overview Use this command to enable the telnet server. The server is enabled by default.
Enabling the telnet server starts the device listening for incoming telnet sessions
on the configured port.

The server listens on port 23, unless you have changed the port by using the
privilege level command.

Use the no variant of this command to disable the telnet server. Disabling the
telnet server will stop the device listening for new incoming telnet sessions.
However, existing telnet sessions will still be active.

Syntax service telnet [ip|ipv6]

no service telnet [ip]ipv6]

Default The IPv4 and IPv6 telnet servers are enabled by default.
The configured telnet port is TCP port 23 by default.

Mode Global Configuration

Examples To enable both the IPv4 and IPv6 telnet servers, use the following commands:

awpl us# configure term nal

awpl us(config)# service tel net
To enable the IPv6 telnet server only, use the following commands:

awpl us# configure term nal

awpl us(config)# service telnet ipv6
To disable both the IPv4 and IPv6 telnet servers, use the following commands:

awpl us# configure term nal

awpl us(config)# no service tel net
To disable the IPv6 telnet server only, use the following commands:

awpl us# configure term nal
awpl us(config)# no service telnet ipv6
Related clear line vty
Commands
show telnet

telnet server
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SERVICE TERMINAL-LENGTH (DELETED)

service terminal-length (deleted)

Overview This command has been deleted in Software Version 5.4.5-0.1 and later.
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SHOW AAA LOCAL USER LOCKED

show aaa local user locked

Overview

Syntax
Mode

Example

Output

Related
Commands
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This command displays the current number of failed attempts, last failure time and
location against each user account attempting to log into the device.

Note that once the lockout count has been manually cleared by another privileged
account using the clear aaa local user lockout command or a locked account
successfully logs into the system after waiting for the lockout time, this command
will display nothing for that particular account.

show aaa | ocal user | ocked

User Exec and Privileged Exec

To display the current failed attempts for local users, use the command:

awpl us# show aaa | ocal user | ocked

Figure 3-1:  Example output from the show aaa local user locked command

awpl us# show aaa | ocal user | ocked

Logi n Failures Latest failure From
bob 3 05/ 23/ 14 16:21:37 ttySO
manager 5 05/23/ 14 16:31:44 192.168.1.200

aaa local authentication attempts lockout-time
aaa local authentication attempts max-fail

clear aaa local user lockout
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SHOW PRIVILEGE

show privilege

Overview

Syntax
Mode

Usage

Example

Output

Related
Commands
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This command displays the current user privilege level, which can be any privilege
level in the range <1-15>. Privilege levels <1-6> allow limited user access (all User
Exec commands), privilege levels <7-14> allow restricted user access (all User Exec
commands plus Privileged Exec show commands). Privilege level 15 gives full user
access to all Privileged Exec commands.

show privil ege

User Exec and Privileged Exec

A user can have an intermediate CLI security level set with this command for
privilege levels <7-14> to access all show commands in Privileged Exec mode and
all commands in User Exec mode, but no configuration commands in Privileged

Exec mode.

To show the current privilege level of the user, use the command:

show privil ege

Figure 3-2:  Example output from the show privilege command

awpl us#show pri vil ege

Current privilege level is 15
awpl us#di sabl e

awpl us>show pri vi |l ege

Current privilege level is 1

privilege level
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SHOW SECURITY-PASSWORD CONFIGURATION

show security-password configuration

Overview This command displays the configuration settings for the various security
password rules.

Syntax show security-password configuration
Mode Privileged Exec

Example To display the current security-password rule configuration settings, use the
command:

awpl us# show security-password configuration

Output Figure 3-3:  Example output from the show security-password configuration

command
Security Password Configuration
M ni mum password length ........... ... .............. 8
M ni mum password character categories to match ..... 3
Nurmber of previously used passwords to restrict..... 4
Password lifetine ....... ... . . .. .. . ... 30 day(s)
Warni ng period before password expires ........... 3 day(s)
Rej ect expired password at login ................... Di sabl ed
Force changi ng expired password at login ......... Enabl ed

Related security-password forced-change

Commands . .
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd

security-password warning

show security-password user
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SHOW SECURITY-PASSWORD USER

show security-password user

Overview This command displays user account and password information for all users.
Syntax show security-password user
Mode Privileged Exec

Example To display the system users’ remaining lifetime or last password change, use the
command:

awpl us# show security-password user

Output Figure 3-4:  Example output from the show security-password user command

User account and password i nfornmation

User Nane Privil ege Last-PWD- Change Remai ni ng-1ifetine
manager 15 4625 day(s) ago No Expiry

bob15 15 0 day(s) ago 30 days

t ed7 7 0 day(s) ago No Expiry

m kel 1 0 day(s) ago No Expiry

Related security-password forced-change

Commands . .
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd

security-password warning

show security-password configuration
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SHOW TELNET

show telnet

Overview This command shows the Telnet server settings.
Syntax show tel net
Mode User Exec and Privileged Exec

Example To show the Telnet server settings, use the command:

awpl us# show t el net

Output Figure 3-5:  Example output from the show telnet command

Tel net Server Configuration

Tel net server . Enabl ed
Pr ot ocol . | Pv4, | Pv6
Por t . 23

Related clear line vty
Commands .
service telnet
show users

telnet server
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SHOW USERS

show users

Overview This command shows information about the users who are currently logged into
the device.
Syntax show users
Mode User Exec and Privileged Exec
Example To show the users currently connected to the device, use the command:
awpl us# show users
Output Figure 3-6:  Example output from the show users command
Li ne User Host(s) Idle Locati on Priv Idletinme Tineout
con O manager idle 00: 00: 00 ttySO 15 10 N A
vty O bob idle 00: 00: 03 172.16.11.3 1 0 5
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Table 1: Parameters in the output of the show users command

Parameter Description

Li ne Console port user is connected to.
User Login name of user.
Host ('s) Status of the host the user is connected to.
Idle How long the host has been idle.
Locati on URL location of user.
Priv The privilege level in the range 1 to 15, with 15 being the highest.
I dletine The time interval the device waits for user input from either a
console or VTY connection.
Ti meout The time interval before a server is considered unreachable.
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TELNET

telnet

Overview

Syntax

Mode

Examples
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Use this command to open a telnet session to a remote device.

tel net {<hostname>|[ip] <ipv4-addr>|[ipv6] <ipv6-addr>}
[ <port >]

Parameter Description

<host nane> The host name of the remote system.
ip Keyword used to specify the IPv4 address or host name of a remote
system.

<i pv4- addr > An IPv4 address of the remote system.

i pv6 Keyword used to specify the IPv6 address of a remote system

<i pv6- addr > Placeholder for an IPv6 address in the format x: X: : X: X, for
example, 2001: db8: : 8a2e: 7334

<port> Specify a TCP port number (well known ports are in the range 1-
1023, registered ports are 1024-49151, and private ports are 49152-
65535).

User Exec and Privileged Exec

To connect to TCP port 2602 on the device at 10.2.2.2, use the command:
awpl us# telnet 10.2.2.2 2602

To connect to the telnet server host . exanpl e, use the command:
awpl us# tel net host.exanple

To connect to the telnet server host . exanpl e on TCP port 100, use the
command:

awpl us# tel net host.exanple 100
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USER ACCESS COMMANDS
TELNET SERVER

telnet server

Overview

Syntax

Mode

Example

Related
Commands
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This command enables the telnet server on the specified TCP port. If the server is
already enabled then it will be restarted on the new port. Changing the port
number does not affect the port used by existing sessions.

tel net server {<1-65535>|default}

Parameter Description

<1- 65535> The TCP port to listen on.

def aul t Use the default TCP port number 23.

Global Configuration

To enable the telnet server on TCP port 2323, use the following commands:
awpl us# configure term nal

awplus(config)# tel net server 2323

show telnet
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USER ACCESS COMMANDS
TERMINAL LENGTH

terminal length

Overview

Syntax

Mode

Examples

Related
Commands
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Use the terminal length command to specify the number of rows of output that
the device will display before pausing, for the currently-active terminal only.

Use the terminal no length command to remove the length specified by this
command. The default length will apply unless you have changed the length for
some or all lines by using the length (asyn) command.

termnal |ength <l ength>

terminal no | ength [<length>]

Parameter Description

<l engt h> <0-512> Number of rows that the device will display on the
currently-active terminal before pausing.

User Exec and Privileged Exec

The following example sets the number of lines to 15:
awplus# termnal length 15
The following example removes terminal length set previously:

awpl us# termnal no length

terminal resize

length (asyn)
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USER ACCESS COMMANDS
TERMINAL RESIZE

terminal resize

Overview

Syntax
Mode

Usage

Examples

Related
Commands
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Use this command to automatically adjust the number of rows of output on the
console, which the device will display before pausing, to the number of rows
configured on the user’s terminal.

term nal resize
User Exec and Privileged Exec

When the user’s terminal size is changed, then a remote session via SSH or TELNET
adjusts the terminal size automatically. However, this cannot normally be done
automatically for a serial or console port. This command automatically adjusts the
terminal size for a serial or console port.

The following example automatically adjusts the number of rows shown on the
console:

awpl us# term nal resize

length (asyn)

terminal length
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USER ACCESS COMMANDS
USERNAME

username

Overview This command creates or modifies a user to assign a privilege level and a password.
NOTE: The default username privilege level of 1is not shown in running-config output.
Any username privilege level that has been modified from the default is shown.
Syntax usernanme <nanme> privil ege <1-15> [password [8] <password>]
user name <name> password [8] <password>

no user name <nanme>

Parameter Description

<nane> The login name for the user. Do not use punctuation marks such as single quotes (*‘),
double quotes (““), or colons ( :) with the user login name.

privil ege The user’s privilege level. Use the privilege levels to set the access rights for each user.

<1-15> A privilege level: either 1-14 (limited access) or 15 (full access). A user
with privilege level 1-14 can only access higher privilege levels if an
enable password has been configured for the level the user tries to
access and the user enters that password.
A user at privilege level 1 can access the majority of show
commands. A user at privilege level 7 can access the majority of
show commands including platform show commands. Privilege
Level 15 (to access the Privileged Exec command mode) is required
to access configuration commands as well as show commands in
Privileged Exec.

password A password that the user must enter when logging in.

8 Specifies that you are entering a password as a string that has
already been encrypted, instead of entering a plain-text password.
The running-config displays the new password as an encrypted
string even if password encryption is turned off.
Note that the user enters the plain-text version of the password
when logging in.

<passwor d> The user’s password. The password can be up to 32 characters in
length and include characters from up to four categories. The
password categories are:

+ uppercase letters: Ato Z
« lowercase letters:ato z
+ digits:0to 9

« special symbols: all printable ASCII characters not included in the
previous three categories. The question mark ? cannot be used as
it is reserved for help functionality.

Mode Global Configuration

Default The privilege level is 1 by default. Note the default is not shown in running-config
output.
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USER ACCESS COMMANDS
USERNAME

Usage

Examples

Related
Commands
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An intermediate CLI security level (privilege level 7 to privilege level 14) allows a
CLI user access to the majority of show commands, including the platform show
commands that are available at privilege level 1 to privilege level 6. Note that some
show commands, such as show running-configuration and show
startup-configuration, are only available at privilege level 15.

To create the user “bob” with a privilege level of 15, for all show commands
including show running-configuration and show startup-configuration and to
access configuration commands in Privileged Exec command mode, and the
password “bobs_secret”, use the commands:

awpl us# configure term nal

awpl us(config)# username bob privilege 15 password bobs_secret

To create a user “junior_admin” with a privilege level of 7, which will have
intermediate CLI security level access for most show commands, and the password
“show_only”, use the commands:

awpl us# configure term nal

awpl us(config)# usernane junior_admn privilege 7 password
show only

enable password
security-password minimum-categories

security-password minimum-length
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Feature Licensing
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference for each of the Feature Licensing
commands. Feature Licensing enables you to use advanced features such as Layer
3 routing.

To see which Feature Licenses are available for your device, see the AlliedWare Plus
Datasheet.

Allied Telesis Management Framework (AMF) requires a Subscription License. For
information about Subscription Licensing commands, see the Subscription
Licensing Commands chapter.

For step-by-step instructions about how to license AlliedWare Plus devices, see the
Licensing Feature Overview and Configuration_Guide.

. “license” on page 193
. “show license” on page 195
. “show license brief” on page 197
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FEATURE LICENSING COMMANDS

LICENSE

license

Overview

Syntax

Mode

Usage
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This command activates the licensed software feature set on a device.

Use the no variant of this command to deactivate the licensed software feature set
on a device.

For feature licenses, contact your authorized distributor or reseller. If a license key
expires or is incorrect so the license key is invalid, then some software features will
be unavailable.

NOTE: Seethe AlliedWare Plus™ datasheet for a list of current feature licenses available
by product. Purchase licenses from your authorized dealer or reseller.

In a live network, only install feature licenses during scheduled maintenance. For
example, if a feature license includes EPSR, installing that licence will cause EPSR to
be restarted with a temporary loss of EPSR network traffic.

i cense <l abel > <key>

no |icense <l abel >

Parameter Description

<| abel > A name for the feature license. To determine names already in
use, use the show license command. This can be the default
name supplied for the feature, or a renamed feature name.

<key> The encrypted license key to enable a set of software features.

Privileged Exec

You can change the license label using this command to make it specific to you
when you initially add a license. Once a license is added, any change to the license
label first requires removal of the license before adding a license again with a new
license label.

The default feature license labels are issued along with encrypted license keys by
e-mail for you to apply using this command to activate features. You can change
default feature license labels, but they must be 15 characters or less.

For example, you may want to change the label of the premium license to
“premium-license”. You can check your new license label by using the show license
command.

If you add a feature license you will be prompted at the console that the feature
needs to restart. Restarting of individual protocols in this manner could result in
the loss of network traffic. Only install licenses in scheduled maintenance periods
for devices in a live environment.

For example, if the feature license contains a license for the EPSR protocol, then
that protocol will restart, but you do not need to manually restart the whole device
for the new license to take effect.
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FEATURE LICENSING COMMANDS

LICENSE

Examples

Related
Commands
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To activate the license called “Premium” that has the key
12345678ABCDE123456789ABCDE, use the command:

awpl us# license Prem um 12345678ABCDE123456789ABCDE
To deactivate the license called “Premium”, use the command:

awpl us# no license Prem um

show license
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FEATURE LICENSING COMMANDS
SHOW LICENSE

show license

Overview Thiscommand displays information about a specific software feature license, or all
enabled software feature licenses on the device.

Syntax show |icense [feature] [<label >|index <index-nunber>]

Parameter Description

feature Only display license information for any applied feature licenses.

<| abel > The license name to show information about. This can be used
instead of the index number to identify a specific license.

i ndex The index number of the license to show information about. This
<i ndex- nunber > can be used instead of the license name to identify a specific
license.

Mode User Exec and Privileged Exec

Examples To display full information about all enabled licenses, use the command:
awpl us# show |icense

To display full information about the licenses with index number 1, use the
command:

awpl us# show license index 1

Output Figure 4-1:  Example output from show license

awpl us#show | i cense

Board regi on: d obal

Sof t war e Li censes

| ndex 1

Li cense nane : Base License
Cust oner nane : Base License
Quantity of |icenses 1

Type of |icense : Full

Li cense issue date : 20- Mar-2019
Li cense expiry date : NA

Feat ures incl uded : | Pv6Basi c, LAG FULL, M.DSnoop, RADI US-100,

Table 4-1: Parameters in the output of show license

Parameter Description
Board region Name of the region for the Base License features.
Index Index identifying entry. The index is assigned

automatically by the software. It is not configured.
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FEATURE LICENSING COMMANDS
SHOW LICENSE

Table 4-1: Parameters in the output of show license (cont.)

Parameter Description

License name Name of the license key bundle (case-sensitive).
Customer name Customer name.

Quantity of licenses Quantity of licensed installations.

Type of license Full or Trial.

License issue date Date the license was generated.

License expiry date Expiry date for trial license.

Features included List of features included in the feature license.

Related license

Commands . .
show license brief
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FEATURE LICENSING COMMANDS
SHOW LICENSE BRIEF

show license brief

Overview Thiscommand displays information about a specific software feature license, or all
enabled software feature licenses on the device.

Syntax show |license brief

show license [feature] [<Iabel>|index <index-nunber>] brief

Parameter Description

feature Only display license information for any applied feature licenses.

<| abel > The license name to show information about. This can be used
instead of the index number to identify a specific license.

i ndex The index number of the license to show information about. This

<i ndex- nunber > can be used instead of the license name to identify a specific
license.

bri ef Displays a brief summary of license information.

Mode User Exec and Privileged Exec

Examples To display a brief summary of information about all licenses, use the command:

awpl us# show Iicense bri ef

Output Figure 4-2:  Example output from show license brief

awpl us#show | i cense bri ef
Board regi on: d obal
Sof t war e Li censes

I ndex License nane Quantity Cust oner nane
Type Ver si on Peri od

1 Base License 1 Base License
Ful | N A

Current enabl ed features for displayed |icenses:
| Pv6Basi ¢, LAG FULL, M.DSnoop ...

Table 4-2: Parameters in the output of show license brief

Parameter Description
Board region Name of the region for the Base License features.
Index Index identifying entry. The index is assigned

automatically by the software. It is not configured.
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FEATURE LICENSING COMMANDS
SHOW LICENSE BRIEF

Table 4-2: Parameters in the output of show license brief (cont.)

Parameter Description

License name

Name of the license key bundle (case-sensitive).

Quantity

Quantity of licensed installations.

Customer name

Customer name.

Type

Full or Trial.

Period

Expiry date for trial license.

Current enabled features for
displayed licenses

List of features included in the license.

Related license

Commands .
show license
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Subscription
Licensing
Commands

Introduction

Overview This chapter provides an alphabetical reference for each of the Subscription
Licensing commands.

Subscription Licensing enables you to use Allied Telesis Management Framework
(AMF). You need to purchase an AMF subscription for each AMF master or
controller node in your AMF network. To see the AMF subscriptions for your device,
see the AlliedWare Plus Datasheet.

For step-by-step instructions about how to license AlliedWare Plus devices, see the
Licensing Feature Overview and Configuration Guide.

Command List - “license update (filename)” on page 200
. “license update online” on page 201
. “show license external” on page 202
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SUBSCRIPTION LICENSING COMMANDS

LICENSE UPDATE (FILENAME)

license update (filename)

Overview

Syntax

Mode

Usage

Examples

Related
Commands

Command
changes
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Use this command to load a license, after you have manually copied the license file
onto the device.

Only use this command if you cannot directly access the Allied Telesis Download
Center from this device. Otherwise, use the command license update online
instead.

i cense update <fil enanme>

Parameter Description

<fil enane> Name and path of the license file on the device.

Privileged Exec

You can download subscription licenses from the Allied Telesis Download Center,
in order to copy them onto the device.

To load a license onto a device from a file called “license_file.bin” that is stored at
the top level of Flash memory, use the following command:

awpl us#l i cense update license _file.bin

license update online

show license external

Version 5.4.6-2.1: usage changed by introduction of license update online
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SUBSCRIPTION LICENSING COMMANDS

LICENSE UPDATE ONLINE

license update online

Overview

Syntax

Default

Mode

Usage

Example

Related
Commands

Command
changes
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Use this command to add or update subscription licenses from the Allied Telesis
Download Center, to subscribe to features such as AMF master and OpenFlow.

When you enter this command, the device will:
1) Connect to the Download Center

2)  Checkif new or changed licenses are available for the device, keyed to the
device’s serial number

3) For each such license it finds, download and install the license.
i cense update online

AlliedWare Plus devices do not automatically connect to the Download Center and
check whether licenses are available. They only check when you run the license
update online command.

User Exec/Privileged Exec

Verifying the update
The update process normally takes approximately 5 seconds.

If the console does not respond for 10 or more seconds after typing the command,
a network, routing or firewall configuration error is probably preventing the
connection from establishing. If this happens, you can abort the command by
pressing Ctrl-C, or wait for the command to time out after 30 seconds.

If the connection to the Download Centers fails and times out, an error message
will be generated on the CLI to indicate the problem. If you abort the command,
no error message is displayed.

If the update is successful, the device will produce log messages to say which
features have had their licensing state updated (activated, deactivated, number of
items changed, or expiry date changed). If the command completes successfully
but there are no licenses available for the device, or no change in the licenses
already on the device, no log messages will be produced.

You should also use the show license external command to confirm which licenses
are active on the device after the update has been applied.

To add a subscription license, use the command:

i cense update online

show license external

Version 5.4.6-2.1: command added

Command Reference for GS980EM/10H 201
AlliedWare Plus™ Operating System - Version 5.4.9-2.x


http://www.alliedtelesis.com/support/software
http://www.alliedtelesis.com/support/software

SUBSCRIPTION LICENSING COMMANDS
SHOW LICENSE EXTERNAL

show license external

Overview Use this command to show information about subscription (external) licenses.

Syntax show |icense external

Parameter Description

stored Display all licenses that are on all stack members, including licenses
that are not currently in use. Without this parameter, the output only
displays licenses that are in use. In most situations, all licenses on the
stack will be in use, so this parameter is only useful if the output of
show license external does not include all the licenses that you expect
to be present.

Mode Privileged Exec

Examples To show information about what subscription features the device is licensed for,
use the following command:
awpl us#show | i cense external

Related license update online
Commands
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GUI Commands

Introduction

Overview This chapter provides an alphabetical reference of commands used to configure
the GUI.

For more information, see Getting Started with the Device GUI on Switches.

Command List - “atmf topology-gui enable” on page 204
. “gui-timeout” on page 205
. “http port” on page 207
. “http secure-port” on page 208
. “log event-host” on page 209
. “service http” on page 210

. “show http” on page 211
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GUI COMMANDS
ATMF TOPOLOGY-GUI ENABLE

atmf topology-gui enable

Overview

Syntax

Default

Mode

Usage

Example

Related
Commands
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Use this command to enable the operation of Vista Manager EX on the Master
device.

Vista Manager EX delivers state-of-the-art monitoring and management for your
Autonomous Management Framework™ (AMF) network, by automatically creating
a complete topology map of switches, firewalls and wireless access points (APs).
An expanded view includes third-party devices such as security cameras.

Use the no variant of this command to disable operation of Vista Manager EX.

atnf topol ogy-gui enable
no atnf topol ogy-gui enable

Disabled by default on AMF Master and member nodes. Enabled by default on
Controllers.

Global Configuration mode

To use Vista Manager EX, you must also enable the HTTP service on all AMF nodes,
including all AMF masters and controllers. The HTTP service is enabled by default
on AlliedWare Plus switches and disabled by default on AR-Series firewalls. To
enable it, use the commands:

Nodel# configure termnal

Nodel(config)# service http

On one master in each AMF area in your network, you also need to configure the
master to send event notifications to Vista Manager EX. To do this, use the
commands:

Nodel# configure termnal

Nodel(config)# |l og event-host <ip-address> atnf-topol ogy-event

To enable Vista Manager EX on NodeT, use the following commands:
Nodel# configure termnal

Nodel(config)# atnf topol ogy-gui enable
To disable Vista Manager EX on Node1, use the following commands:

Nodel# configure termnal

Nodel(config)# no atnf topol ogy-gui enable

atmf enable
gui-timeout
log event-host

service http
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GUI COMMANDS
GUI-TIMEOUT

gui-timeout

Overview

Syntax

Default
Mode

Usage

Examples

Output

Use this command to configure an idle timeout period for a GUI session. The time
can be set in minutes and/or seconds.

Use the no variant of this command to disable the GUI session idle timeout.

gui -ti meout <m nutes> [<seconds>]

no gui-ti meout

Parameter Description

<m nut es> Specifies the idle time in minutes from 0 through 35791
<seconds> Specifies the idle time in seconds from 0 through 2147483
Disabled

Global Configuration

The GUI uses the configured timeout period (set in either minutes and/or seconds)
to determine when a GUI session should be closed. Once the GUI timeout has
expired, you will need to login to reactivate your session.

To enter seconds only, enter 0 for minutes, followed by a space, and then enter the
seconds.

If the GUI timeout is disabled, a GUI session will remain active until you terminate
it. No idle time will be configured.

The same timeout period will apply to all GUI sessions logged into a specific
stand-alone device or stack.

Use this command to configure the GUI timeout period for 3 minutes and 30
seconds for a GUI session.

awpl us# gui-tinmeout 3 30

Use this command to configure the GUI timeout period for 0 minutes and 61
seconds for a GUI session.

awpl us# gui-timeout 0 61
Use this command to disable the GUI timeout period.

awpl us# no gui-ti meout

Figure 6-1:  Example output from gui-timeout

awpl us#confi gure term nal
awpl us(confi g) #gui -ti meout 3 30
The new gui-timeout settings [3 min 30 sec] will apply to new sessions only

C613-50353-01 Rev A
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GUI COMMANDS

GUI-TIMEOUT
Related show running-config
Commands
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GUI COMMANDS
HTTP PORT

http port

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands

Command
changes
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Use this command to change the HTTP port used to access the web-based device
GUI, or to disable HTTP management.

Use the no variant of this command to return to using the default port, which is 80.

http port {<1-65535>| none}
no http port

Parameter Description

<1- 65535> The HTTP port number

none Disable HTTP management. You may want to do this if you need
to use port 80 for a different service or you do not need to use
HTTP at all.

The default port for accessing the GUI is port 80.
Global Configuration

Do not configure the HTTP port to be the same as the HTTPS port.

Note that the device will redirect from HTTP to HTTPS unless you have disabled
HTTPS access, which we do not recommend doing.

To set the port to 8080, use the commands:

awpl us# configure term nal

awpl us(config)# http port 8080
To return to using the default port of 80, use the commands:

awpl us# configure term nal

awpl us(config)# no http port
To stop users from accessing the GUI via HTTP, use the commands:

awpl us# configure term nal

awpl us(config)# http port none

http secure-port
service http

show http

Version 5.4.7-2.4: command added on AR-Series devices

Version 5.4.8-0.2: command added on AlliedWare Plus switches
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GUI COMMANDS
HTTP SECURE-PORT

http secure-port

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands

Command
changes
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Use this command to change the HTTPS port used to access the web-based device
GUI, or to disable HTTPS management.

Use the no variant of this command to return to using the default port, which is
443,

http secure-port {<1-65535>| none}

no http secure-port

Parameter Description

<1- 65535> The HTTPS port number
none Disable HTTPS management. Do not do this if you want to use
Vista Manager EX or the GUI.

The default port for accessing the GUI is port 443.
Global Configuration

Do not configure the HTTPS port to be the same as the HTTP port.
Note that if you are using Vista Manager EX and need to change the HTTPS port,

you must use certificate-based authorization in Vista Manager EX. See the Vista
Manager EX Installation and User Guide for instructions.

To set the port to 8443, use the commands:

awpl us# configure termnal

awpl us(config)# http secure-port 8443
To return to using the default port of 443, use the commands:

awpl us# configure term nal

awpl us(config)# no http secure-port
To stop users from accessing the GUI via HTTPS, use the commands:

awpl us# configure termnal

awpl us(config)# http secure-port none

http port
service http

show http

Version 5.4.7-1.1: command added on AR-Series devices
Version 5.4.7-2.4: none parameter added

Version 5.4.8-0.2: command added on AlliedWare Plus switches
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GUI COMMANDS
LOG EVENT-HOST

log event-host

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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Use this command to set up an external host to log AMF topology events through
Vista Manager. This command is run on the Master device.

Use the no variant of this command to disable log events through Vista Manager.

| og event-host [<ipv4-addr>|<ipv6-addr>] atnf-topol ogy-event

no | og event - host [ <i pv4-addr >| <i pv6-addr>] atnf-topol ogy-event

Parameter Description

<i pv4- addr > ipv4 address of the event host

<i pv6- addr > ipv6 address of the event host

Log events are disabled by default.
Global Configuration

Event hosts are set so syslog sends the messages out as they come.

Note that there is a difference between log event and log host messages:

. Log event messages are sent out as they come by syslog

. Log host messages are set to wait for a number of messages (20) to send
them out together for traffic optimization.

To enable Node 1 to log event messages from host IP address 192.0.2.31, use the

following commands:

Nodel# configure termnal

Nodel(config)# | og event-host 192.0.2.31 atnf-topol ogy-event

To disable Node 1 to log event messages from host IP address 192.0.2.31, use the
following commands:

Nodel# configure termnal

Nodel(config)# no | og event-host 192.0. 2. 31 atnf-topol ogy-event

atmf topology-gui enable
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service http

Overview Use this command to enable the HTTP (Hypertext Transfer Protocol) service.
This service is required to support Vista Manager EX™ and the device GUI.

Use the no variant of this command to disable the HTTP feature.

Syntax service http

no service http
Default Enabled
Mode Global Configuration

Example To enable the HTTP service, use the following commands:
awpl us# configure term nal
awpl us(config)# service http
To disable the HTTP service, use the following commands:
awpl us# configure termnal

awpl us(config)# no service http

Related http port

Commands
http secure-port

show http
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SHOW HTTP

show http

Overview
Syntax
Mode

Example

Output

Related
Commands
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This command shows the HTTP server settings.
show http
User Exec and Privileged Exec

To show the HTTP server settings, use the command:

awpl us# show http

Figure 6-2:  Example output from the show http command

awpl us#show http
HTTP Server Configuration

HTTP server . Enabl ed
Por t . 80

clear line vty

service http
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System
Configuration and
Monitoring
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands for configuring and
monitoring the system.

“banner exec” on page 214

. “banner login (system)” on page 216

. “banner motd” on page 218

. “clock set” on page 220

. “clock summer-time date” on page 221

. “clock summer-time recurring” on page 223

. “clock timezone” on page 225

. “continuous-reboot-prevention” on page 226
. “crypto secure-mode” on page 228

. “debug core-file” on page 229
. “ecofriendly led” on page 230
. “ecofriendly Ipi” on page 231
. “findme” on page 233

. “findme trigger” on page 235

. “hostname” on page 236
. “max-fib-routes” on page 238
. “max-static-routes” on page 239
. “no debug all” on page 240
. “reboot” on page 242
. “reload” on page 243
Command Reference for GS980EM/10H 212

AlliedWare Plus™ Operating System - Version 5.4.9-2.x



SYSTEM CONFIGURATION AND MONITORING COMMANDS

. “show clock” on page 244

. “show continuous-reboot-prevention” on page 246
. “show cpu” on page 247

. “show cpu history” on page 250

. “show debugging” on page 252

. “show ecofriendly” on page 253

. “show interface memory” on page 255

. “show memory” on page 257

. “show memory allocations” on page 259
. “show memory history” on page 261

. “show memory pools” on page 262

. “show memory shared” on page 263

. “show process” on page 264

. “show reboot history” on page 266

. “show router-id” on page 267

. “show secure-mode” on page 268

. “show system” on page 269

. “show system environment” on page 270
. “show system interrupts” on page 271

. “show system mac” on page 272

. “show system pci device” on page 273

. “show system pci tree” on page 274

. “show system serialnumber” on page 275
. “show tech-support” on page 276

. “speed (asyn)” on page 278

. “system territory (deprecated)” on page 280
. “terminal monitor” on page 281
. “undebug all” on page 282
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BANNER EXEC

banner exec

Overview

Syntax

Default

Mode

Examples

C613-50353-01 Rev A

This command configures the User Exec mode banner that is displayed on the
console after you login. The banner exec default command restores the User Exec
banner to the default banner. Use the no banner exec command to disable the
User Exec banner and remove the default User Exec banner.

banner exec <banner-text>
banner exec default

no banner exec

By default, the AlliedWare Plus™ version and build date is displayed at console
login, such as:

| AlliedWare Plus (TM 5.4.9 04/05/19 12: 00: 00

Global Configuration

To configure a User Exec mode banner after login (in this example, to tell people to
use the enable command to move to Privileged Exec mode), enter the following
commands:

awpl us#confi gure term nal

awpl us(confi g) #banner exec Use enable to nove to Priv Exec node
awpl us(confi g) #exi t

awpl us#exi t

awpl us | ogi n: nmanager
Passwor d:

Use enable to nove to Priv Exec node

awpl us>

To restore the default User Exec mode banner after login, enter the following
commands:

awpl us#configure term na

awpl us(confi g) #banner exec defaul t
awpl us(confi g) #exi t

awpl us#exi t

awpl us | ogi n: manager
Passwor d:

Al'li edWware Plus (TM 5.4.9 04/05/19 12: 00: 00

awpl us>
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BANNER EXEC
To remove the User Exec mode banner after login, enter the following commands:
Related banner login (system)
Commands
banner motd
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BANNER LOGIN (SYSTEM)

banner login (system)

Overview

Syntax

Default
Mode

Examples
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This command configures the login banner that is displayed on the console when
you login. The login banner is displayed on all connected terminals. The login
banner is displayed after the MOTD (Message-of-the-Day) banner and before the
login username and password prompts.

Use the no banner login command to disable the login banner.

banner | ogin

no banner | ogin
By default, no login banner is displayed at console login.
Global Configuration

To configure a login banner of “Authorised users only” to be displayed when you
login, enter the following commands:

awpl us#confi gure term nal
awpl us(confi g) #banner | ogi n
Type CNTL/D to finish.

Aut hori sed users only

awpl us(confi g) #exi t
awpl us#exi t

Aut hori sed users only

awpl us | ogi n: manager
Passwor d:

AlliedWare Plus (TM 5.4.9 04/05/19 12: 00: 00

awpl us>

To remove the login banner, enter the following commands:

awpl us#confi gure term nal

awpl us(confi g)#no banner | ogin
awpl us(confi g) #exi t

awpl us#exi t

awpl us | ogi n: nmanager
Passwor d:

AlliedWware Plus (TM 5.4.9 04/05/19 12:00: 00

awpl us>
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BANNER LOGIN (SYSTEM)

Related banner exec

Commands
banner motd
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BANNER MOTD

banner motd

Overview

Syntax

Default

Mode

Examples
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Use this command to create or edit the text MotD (Message-of-the-Day) banner
displayed before login. The MotD banner is displayed on all connected terminals.
The MotD banner is useful for sending messages that affect all network users, for
example, any imminent system shutdowns.

Use the no variant of this command to delete the MotD banner.

banner notd <npotd-text>

no banner notd

Parameter Description

<nmot d-text>  The text to appear in the Message of the Day banner.

By default, the device displays the AlliedWare Plus™ OS version and build date
when you login.

Global Configuration

To configure a MotD banner of “System shutdown at 6pm today” to be displayed
when you log in, enter the following commands:

awpl us>enabl e

awpl us#confi gure term nal

Enter configuration commands, one per line. End with CNTL/Z.
awpl us(confi g) #banner notd System shutdown at 6pm t oday

awpl us(confi g) #exi t

awpl us#exi t

Syst em shut down at 6pm t oday
awpl us | ogi n: manager

Passwor d:

AlliedWare Plus (TM 5.4.9 04/05/19 12: 00: 00

awpl us>

To delete the login banner, enter the following commands:
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BANNER MOTD

Related banner exec

Commands .
banner login (system)
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CLOCK SET

clock set

Overview

Syntax

Mode

Usage

Example

Related
Commands
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This command sets the time and date for the system clock.

cl ock set <hh:mm ss> <day> <nont h> <year>

Parameter Description

<hh: mm ss> Local time in 24-hour format

<day> Day of the current month, from 1 to 31
<nmont h> The first three letters of the current month
<year > Current year, from 2000 to 2035

Privileged Exec
Configure the timezone before setting the local time. Otherwise, when you change
the timezone, the device applies the new offset to the local time.

NoTE: If Network Time Protocol (NTP) is enabled, then you cannot change the time or
date using this command. NTP maintains the clock automatically using an external
time source. If you wish to manually alter the time or date, you must first disable NTP.

To set the time and date on your system to 2pm on the 2nd of October 2016, use
the command:

awpl us# cl ock set 14:00:00 2 oct 2016

clock timezone
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CLOCK SUMMER-TIME DATE

clock summer-time date

Overview

Syntax

Mode

Examples
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This command defines the start and end of summertime for a specific year only,
and specifies summertime’s offset value to Standard Time for that year.

The no variant of this command removes the device’s summertime setting. This
clears both specific summertime dates and recurring dates (set with the clock
summer-time recurring command).

By default, the device has no summertime definitions set.

cl ock summer-tine <timezone-nane> date <start-day>
<start-nonth> <start-year> <start-tine> <end-day> <end- nont h>
<end-year> <end-time> <1-180>

no clock sumer-tine

Parameter Description

<ti mezone- nane> A description of the summertime zone, up to 6 characters long.

dat e Specifies that this is a date-based summertime setting for just
the specified year.

<start-day> Day that the summertime starts, from 1 to 31.

<start-nont h> First three letters of the name of the month that the
summertime starts.

<start-year> Year that summertime starts, from 2000 to 2035.

<start-time> Time of the day that summertime starts, in the 24-hour time
format HH:MM.

<end- day> Day that summertime ends, from 1 to 31.

<end- nont h> First three letters of the name of the month that the

summertime ends.

<end- year > Year that summertime ends, from 2000 to 2035.

<end-ti nme> Time of the day that summertime ends, in the 24-hour time
format HH:MM.

<1- 180> The offset in minutes.

Global Configuration

To set a summertime definition for New Zealand using NZST (UTC+12:00) as the
standard time, and NZDT (UTC+13:00) as summertime, with the summertime set to
begin on the 25th of September 2016 and end on the 2nd of April 2017:

awpl us(config)# clock sumrer-tine NZDT date 25 sep 2: 00 2016 2
apr 2:00 2017 60

To remove any summertime settings on the system, use the command:

awpl us(config)# no clock sumer-tinme
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Related clock summer-time recurring

Commands .
clock timezone
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CLOCK SUMMER-TIME RECURRING

clock summer-time recurring

Overview This command defines the start and end of summertime for every year, and
specifies summertime’s offset value to Standard Time.

Syntax
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The no variant of this command removes the device’s summertime setting. This
clears both specific summertime dates (set with the clock summer-time date
command) and recurring dates.

By default, the device has no summertime definitions set.

cl ock summer-tine <timezone-name> recurring <start-week>
<start-day> <start-nmonth> <start-time> <end-week> <end- day>
<end- nont h> <end-ti me> <1-180>

no clock sumer-tine

Parameter Description

<ti mezone- A description of the summertime zone, up to 6 characters long.
name>
recurring Specifies that this summertime setting applies every year from

now on.

<start-week>

Week of the month when summertime starts, in the range 1-5. The
value 5 indicates the last week that has the specified day in it for
the specified month. For example, to start summertime on the last
Sunday of the month, enter 5 for <start-week> and sun for
<start-day>.

<start-day>

Day of the week when summertime starts. Valid values are mon,
tue, wed, thu, fri, sat or sun.

<start-nont h>

First three letters of the name of the month that summertime
starts.

<start-tine>

Time of the day that summertime starts, in the 24-hour time
format HH:MM.

<end- week>

Week of the month when summertime ends, in the range 1-5.The
value 5 indicates the last week that has the specified day in it for
the specified month. For example, to end summertime on the last
Sunday of the month, enter 5 for <end-week> and sun for <end-
day>.

<end- day>

Day of the week when summertime ends. Valid values are mon,
tue, wed, thu, fri, sat or sun.

<end- nmont h>

First three letters of the name of the month that summertime
ends.

<end-ti ne>

Time of the day that summertime ends, in the 24-hour time format
HH:MM.

<1-180>

The offset in minutes.
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Mode Global Configuration

Examples To seta summertime definition for New Zealand using NZST (UTC+12:00) as the
standard time, and NZDT (UTC+13:00) as summertime, with summertime set to
start on the last Sunday in September, and end on the 1st Sunday in April, use the
command:

awpl us(config)# clock sumer-time NZDT recurring 5 sun sep 2: 00
1 sun apr 2:00 60

To remove any summertime settings on the system, use the command:
awpl us(config)# no clock sunmer-tine

Related clock summer-time date

Commands .
clock timezone
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CLOCK TIMEZONE

clock timezone

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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This command defines the device’s clock timezone. The timezone is set as a offset
to the UTC.

The no variant of this command resets the system time to UTC.

By default, the system time is set to UTC.

cl ock timezone <timezone-nanme> {m nus| pl us}
[ <0- 13>| <0- 12>: <00- 59>]

no clock tinezone

Parameter Description

<ti mezone- nane> A description of the timezone, up to 6 characters long.

m nusor pl us The direction of offset from UTC. The minus option
indicates that the timezone is behind UTC. The plus option
indicates that the timezone is ahead of UTC.

<0- 13> The offset in hours or from UTC.

<0- 12>: <00- 59> The offset in hours or from UTC.

Global Configuration

Configure the timezone before setting the local time. Otherwise, when you change
the timezone, the device applies the new offset to the local time.

To set the timezone to New Zealand Standard Time with an offset from UTC of +12
hours, use the command:
awpl us(config)# clock timezone NZST plus 12

To set the timezone to Indian Standard Time with an offset from UTC of +5:30
hours, use the command:

awpl us(config)# clock timezone |IST plus 5:30
To set the timezone back to UTC with no offsets, use the command:

awpl us(config)# no clock tinmezone

clock set
clock summer-time date

clock summer-time recurring
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continuous-reboot-prevention

Overview

Syntax

Default

Mode

Usage
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Use this command to enable and to configure the continuous reboot prevention
feature. Continuous reboot prevention allows the user to configure the time
period during which reboot events are counted, the maximum number of times
the switch can reboot within the specified time period, referred to as the threshold,
and the action to take if the threshold is exceeded.

Use the no variant of this command to disable the continuous reboot prevention
feature or to return the period, threshold and action parameters to the defaults.

cont i nuous-reboot - preventi on enabl e

conti nuous-reboot -preventi on [period <0-604800>] [threshold
<1-10>] [action [linkdown|Il ogonly|stopreboot]]

no conti nuous-reboot-prevention enable

no conti nuous-reboot-prevention [period] [threshold] [action]}

Parameter Description

enabl e Enable the continuous reboot prevention feature.

peri od Set the period of time in which reboot events are counted.
<0-604800> Period value in seconds. The default is 600.

t hreshol d Set the maximum number of reboot events allowed in the specified
period.
<1-10> Threshold value. The default is 1.

action Set the action taken if the threshold is exceeded.
|'i nkdown Reboot procedure continues and all switch

ports and stack ports stay link-down. The
reboot event is logged. This is the default
action.

| ogonly Reboot procedure continues normally and the
reboot event is logged.

st opr eboot Reboot procedure stops until the user enters
the key "c”via the CLI. Normal reboot procedure
then continues and the reboot event is logged.

Continuous reboot prevention is disabled by default. The default period value is
600, the default threshold value is 1 and the default action is linkdown.

Global Configuration

Note that user-initiated reboots via the CLI, and software version
auto-synchronization reboots, are not counted toward the threshold value.
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Examples

Related
Commands
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To enable continuous reboot prevention, use the commands:

awpl us# configure termnal

awpl us(config)# continuous-reboot-prevention enabl e
To set the period to 500 and action to stopreboot, use the commands:
awpl us# configure term nal

awpl us(config)# continuous-reboot-prevention period 500 action
st opr eboot

To return the period and action to the defaults and keep the continuous reboot
prevention feature enabled, use the commands:

awpl us# configure term nal

awpl us(config)# no continuous-reboot-prevention period action
To disable continuous reboot prevention, use the commands:
awpl us# configure term nal

awpl us(config)# no continuous-reboot-prevention enabl e

show continuous-reboot-prevention
show reboot history

show tech-support
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crypto secure-mode

Overview Use this command to put the device into Secure Mode. When in Secure Mode, the
following are disabled:

. Telnet
SSHv1
. SNMPv1/v2

. All privilege levels except 1 and 15
Algorithms that are not supported under FIPS, including MD5, RSA-1 and
DSA

. The ability to store passwords in cleartext and to specify an enable
password.

In Secure Mode, the web server on the device (used by the Device GUI) only
accepts AES128-SHA ciphers.

Use the no variant of this command to leave Secure Mode. You should delete all
sensitive information first; see the Getting Started with AlliedWare Plus Feature
Overview and Configuration Guide.

Syntax crypto secure-node

no crypto secure-node
Default By default, the device is not in Secure Mode.
Mode Global Configuration

Example Forstep-by-stepinstructions about how to enter and leave Secure Mode, see “How
to Enable Secure Mode” in the Getting Started with AlliedWare Plus Feature
Overview and Configuration Guide.

Related boot system
Commands .
crypto key zeroize
crypto pki trustpoint
crypto verify

show secure-mode

Command Version 5.4.6-1.1: command added to x930 Series

changes | rsion 5.4.8-1.2: command added to x220, XS900MX, x550 Series
Version 5.4.8-2.1: command added to SBx908 GEN2, x950 Series
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DEBUG CORE-FILE

debug core-file

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands

Command
changes
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Use this command to enable the generation of crash core files.

Use the no variant of this command to disable the generation of crash core files.

debug core-file

no debug core-file

Enabled.

Global Configuration

Core files may contain raw memory content. This may not be acceptable in a
security certified network. Use the no debug core-file command to prevent such

core files from being generated.

To prevent the generation of core files, use the commands:
awpl us# configure term nal

awpl us(config)# no debug core-file

show system

Version 5.4.9-1.0: command added
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ECOFRIENDLY LED

ecofriendly led

Overview

Syntax

Default
Mode

Usage

Examples

Related
Commands
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Use this command to enable the eco-friendly LED (Light Emitting Diode) feature
which turns off power to the port LEDs. In addition, only one segment of the seven
segment LED is lit - the top segment if the switch is the VCStack master, the bottom
if itis a VCStack member and the middle if it is a standalone switch.

You can also use the front-panel eco-switch button to enable or disable the
eco-friendly feature. Using this button overrides the configuration set with the
ecofriendly led command.

Use the no variant of this command to disable the eco-friendly LED feature.

ecofriendly | ed

no ecofriendly |ed
The eco-friendly LED feature is disabled by default.
Global Configuration

When the eco-friendly LED feature is enabled, a change in port status will not affect
the display of the associated LED. When the eco-friendly LED feature is disabled
and power is returned to port LEDs, the LEDs will correctly show the current state
of the ports.

For an example of how to configure a trigger to turn off power to port LEDs, see the
Triggers Feature Overview and Configuration Guide.

To enable the eco-friendly LED feature which turns off power to all port LEDs, use
the following commands:

awpl us# configure term nal

awpl us(config)# ecofriendly |ed
To disable the eco-friendly LED feature, use the following command:

awpl us# configure term nal

awpl us(config)# no ecofriendly |ed

ecofriendly Ipi

show ecofriendly
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ECOFRIENDLY LPI

ecofriendly lpi

Syntax

Default

Mode

Usage

Examples
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Use this command to conserve power by enabling the eco-friendly LPI (Low Power
Idle) feature. This feature reduces the power supplied to the ports by the switch
whenever the ports are idle and are connected to IEEE 802.3az Energy Efficient
Ethernet compliant host devices.

LPlis a feature of the IEEE 802.3az Energy Efficient Ethernet (EEE) standard. LPI
lowers power consumption of switch ports during periods of low link utilization
when connected to IEEE 802.3az compliant host devices. If no data is sent then the
switch port can enter a sleep state, called Low Power Idle (LPI), to conserve power
used by the switch.

Use the no variant of this command to disable the eco-friendly LPI feature.

ecofriendly |pi

no ecofriendly | pi
The eco-friendly LPI feature is disabled by default.

Interface Configuration for a switch port, or Interface Configuration for a range of
switch ports.

For an example of how to configure a trigger to enable the eco-friendly LPI feature,
see the Triggers Feature Overview and Configuration Guide.

All ports configured for LPI must support LPI in hardware and must be configured
to auto negotiate by default or by using the speed and duplex commands as
needed.

To enable the eco-friendly LPI feature on a switch port, port1.0.2, use the following
commands:

awpl us# configure term nal
awplus(config)# interface portl.0.2
awplus(config-if)# ecofriendly Ipi

To enable the eco-friendly LPI feature on a range of switch ports, port1.0.2-
port1.0.4, use the following commands:

awpl us# configure term nal

awplus(config)# interface portl.0.2-portl.0.4
awplus(config-if)# ecofriendly Ipi

To disable the eco-friendly feature on port1.0.2, use the following commands:
awpl us# configure term nal

awplus(config)# interface portl.0.2

awpl us(config-1f)# no ecofriendly I pi
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ECOFRIENDLY LPI

Related duplex

Commands .
ecofriendly led
show ecofriendly
show interface
speed
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findme

Overview

Syntax

Default
Mode

Usage

Example
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Use this command to physically locate a specific device from a group of similar
devices. Activating the command causes a selected number of port LEDs to
alternately flash green then amber (if that device has amber LEDs) at a rate of 1 Hz.

Use the no variant of this command to deactivate the Find Me feature prior to the
timeout expiring.

findme [interface <port-list>] [timeout <duration>]

no findne

Parameter Description

interface <port-Ilist> Theports toflash. The port list can be:
« aswitch port, e.g. port1.0.4

« acontinuous range of ports separated by a hyphen,
e.g.port1.0.1-1.0.4

a comma-separated list of ports and port ranges,
e.g. port1.0.1,port1.0.5-1.0.6.

ti meout <duration> How long the LEDs flash, in seconds, in the range 5 to
3600 seconds.

By default all port LEDs flash for 60 seconds.
Privileged Exec

Running the findme command causes the device’s port LEDs to flash. An optional
timeout parameter specifies the flash behavior duration. Normal LED behavior is
restored automatically after either the default time, or a specified time has elapsed,
or a no findme command is used. You can specify which interface or interfaces are
flashed with the optional interface parameter.

To activate the Find Me feature for the default duration (60 seconds) on all ports,
use the following command:
awpl us# findme

To activate the Find Me feature for 120 seconds on all ports, use the following
command:

awpl us# findnme tinmeout 120

To activate the Find Me feature for the default duration (60 seconds) on switch port
interfaces port1.0.2 through port1.0.4, use the following command:

awpl us# findme interface portl1.0.2-1.0.4

In the example above, ports 2 to 4 will flash 4 times and then all ports will flash
twice. Each alternate flash will be amber (if that device has amber LEDs). This
pattern will repeat until timeout (default or set) or no findme commands are used.
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To deactivate the Find Me feature, use the following command:
awpl us# no findnme
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findme trigger

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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When this command is enabled, the LED flashing functionality of the find-me
command is applied whenever any or all of the selected parameter conditions is
detected.

Use the no variant to remove the findme trigger function for the selected
parameter.

findme trigger {all|loopprot|thrash-Iimt|qgsp}
no findme trigger {all]|loopprot|thrash-limt|qgsp}

Parameter Description

al | Enable the find-me function whenever any of the listed parameter
conditions are detected

| ooppr ot Enable the findme function whenever a loop protection condition
is detected.
thrash-1imt Enable the findme function whenever a MAC address

thrash-limiting condition is detected.

gsp Enable the findme function whenever a QoS Storm Protection
condition is detected.

The findme trigger function is disabled.
Global config

Note that findme trigger is not available if you have set the switch to take the
following actions in response to an event:

. For loop detection, the actions log-only and none

. For MAC address thrash-limiting, the actions learn-disable and none.

To enable action LED flashing for the loop protection function:

awpl us# findnme trigger |oopprot

findme
loop-protection loop-detect

storm-protection
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hostname

Overview

Syntax

Default
Mode

Usage

Example

C613-50353-01 Rev A

This command sets the name applied to the device as shown at the prompt. The
hostname is:

. displayed in the output of the show system command
. displayed in the CLI prompt so you know which device you are configuring
. stored in the MIB object sysName

Use the no variant of this command to revert the hostname setting to its default.
For devices that are not part of an AMF network, the default is “awplus”.

host nane <host nane>

no host nane [ <host name>]

Parameter Description

<host nane> Specifies the name given to a specific device. This is also referred to as
the Node name in AMF output screens.

awpl us

Global Configuration

Within an AMF network, any device without a user-defined hostname will
automatically be assigned a name based on its MAC address.

To efficiently manage your network using AMF, we strongly advise that you devise
a naming convention for your network devices and apply an appropriate
hostname to each device.

The name must also follow the rules for ARPANET host names. The name must start
with a letter, end with a letter or digit, and use only letters, digits, and hyphens.
Refer to RFC 1035.

To set the system name to HQ Sal es, use the command:

awpl us# configure term nal

awpl us(config)# hostnane HQ Sal es

This changes the prompt to:

HQ Sal es(config) #

To revert to the default hostname awpl us, use the command:
HQ Sal es(config)# no hostnane

This changes the prompt to:

awpl us(config)#
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NoTE: When AMF is configured, running the no hostname command will apply a
hostname that is based on the MAC address of the device node, for example,
node_0000_5e00_5301.
Related show system
Commands
C613-50353-01 Rev A Command Reference for GS980EM/10H 237

AlliedWare Plus™ Operating System - Version 5.4.9-2.x



SYSTEM CONFIGURATION AND MONITORING COMMANDS

MAX-FIB-ROUTES

max-fib-routes

Overview

Syntax

Default

Mode

Examples
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This command enables you to control the maximum number of FIB routes
configured. It operates by providing parameters that enable you to configure
preset maximums and warning message thresholds.

NOTE: For static routes use the max-static-routes command.

Use the no variant of this command to set the maximum number of FIB routes to
the default of 4294967294 FIB routes.

max-fib-routes <1-4294967294> [ <1-100>| war ni ng- onl y]

no max-fi b-routes

Parameter Description

max-fi b-routes  Thisisthe maximum number of routes that can be stored in the
device’s Forwarding Information dataBase. In practice, other
practical system limits would prevent this maximum being
reached.

<1-4294967294> The allowable configurable range for setting the maximum
number of FIB-routes.

<1- 100> This parameter enables you to optionally apply a percentage
value. This percentage will be based on the maximum number
of FIB routes you have specified. This will cause a warning
message to appear when your routes reach your specified
percentage value. Routes can continue to be added until your
configured maximum value is reached.

war ni ng-onl y This parameter enables you to optionally apply a warning
message. If you set this option a warning message will appear if
your maximum configured value is reached. Routes can
continue to be added until your device reaches either the
maximum capacity value of 4294967294, or a practical system
limit.

The default number of FIB routes is the maximum number of FIB routes
(4294967294).

Global Configuration

To set the maximum number of dynamic routes to 2000 and warning threshold of
75%, use the following commands:

awpl us# config term nal

awpl us(config)# max-fib-routes 2000 75
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max-static-routes

Overview

Syntax

Default
Mode

Example

Related
Commands
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Use this command to set the maximum number of static routes, excluding FIB
(Forwarding Information Base) routes.

NOTE: For FIB routes use the max-fib-routes command.
Use the no variant of this command to set the maximum number of static routes

to the default of 1000 static routes.

max-stati c-routes <1-1000>

no max-static-routes
The default number of static routes is the maximum number of static routes (1000).
Global Configuration

To reset the maximum number of static routes to the default maximum, use the
command:

awpl us# configure termnal

awpl us(config)# no max-static-routes

NOTE: Static routes are applied before adding routes to the RIB (Routing Information
Base). Therefore, rejected static routes will not appear in the running config.

max-fib-routes
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no debug all

Overview

Syntax

Default
Mode

Example
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This command disables the debugging facility for all features on your device. This
stops the device from generating any diagnostic debugging messages.

You can optionally disable the debugging facility for only the given protocol or
feature. The features available depend on your device and will be a subset of the
features listed in the Syntax section below.

no debug all [bgp|ipv6| dot1x| nsm ospf| pi m dense-node| pi m
sparse-node| ri p| vrrp]

Parameter Description

bgp Turns off all debugging for BGP (Border Gateway Protocol).

dot 1x Turns off all debugging for IEEE 802.1X port-based network
access- control.

i pv6 Turns off all debugging for IPv6 (Internet Protocol version 6).

nsm Turns off all debugging for the NSM (Network Services
Module).

ospf Turns off all debugging for OSPF (Open Shortest Path First).

pi m dense- nbde Turns off all debugging for PIM (Protocol Independent
Multicast) Dense Mode.

pi m spar se- node  Turns off all debugging for PIM (Protocol Independent

Multicast) Sparse Mode.
rip Turns off all debugging for RIP (Routing Information Protocol).
vrrp Turns off all debugging for VRRP (Virtual Router Redundancy
Protocol).

The debugging facility is disabled by default.
Global Configuration and Privileged Exec

To disable debugging for all features, use the command:
awpl us# no debug all

To disable all 802.1X debugging, use the command:
awpl us# no debug all dot 1x

To disable all IPv6 debugging, use the command:

awpl us# no debug all ipv6

To disable all NSM debugging, use the command:

awpl us# no debug all nsm
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Related
Commands

Command
changes
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To disable all OSPF debugging, use the command:
awpl us# no debug all ospf

To disable all PIM Dense Mode debugging, use the command:

awpl us# no debug all pim dense-node

To disable all PIM Sparse Mode debugging, use the command:

awpl us# no debug all pim sparse-node
To disable all RIP debugging, use the command:
awpl us# no debug all rip

To disable all VRRP debugging, use the command:
awpl us# no debug all vrrp

undebug all

Version 5.4.7-1.1: PIM Dense Mode parameter added
Version 5.4.7-1.1: PIM Sparse Mode parameter added
Version 5.4.7-1.1: RIP parameter added
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reboot

Overview This command halts the device and performs a cold restart (also known as reload).
It displays a confirmation request before restarting.

Syntax reboot

rel oad
Mode Privileged Exec
Usage The reboot and reload commands perform the same action.

Examples To restart the device, use the command:

awpl us# reboot
reboot systen? (y/n): vy
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reload

Overview This command performs the same function as the reboot command.
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show clock

Overview

Syntax
Mode

Example

Output
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This command displays the system'’s current configured local time and date. It also
displays other clock related information such as timezone and summertime
configuration.

show cl ock

User Exec and Privileged Exec

To display the system’s current local time, use the command:

awpl us# show cl ock

Figure 7-1:  Example output from the show clock command for a device using
New Zealand time

Local Tine: Mn, 17 Cct 2016 13:56: 06 +1200

UTC Ti me: Mon, 17 Cct 2016 01:56: 06 +0000

Ti mezone: NZST

Ti mezone Offset: +12:00

Summer tine zone: NzZDT

Summer tine starts: Last Sunday in Septenber at 02:00: 00
Summer tine ends: First Sunday in April at 02:00: 00
Summer tine offset: 60 mins

Sunmmer time recurring: Yes

Table 1: Parameters in the output of the show clock command

Parameter Description

Local Tinme Current local time.

UTC Ti me Current UTC time.

Ti mezone The current configured timezone name.

Ti mezone O f set Number of hours offset to UTC.

Summer time zone The current configured summertime zone name.

Summer tinme starts | Dateand time set as the start of summer time.

Sunmmer tinme ends Date and time set as the end of summer time.

Summer tinme of fset | Number of minutes that summer time is offset from the
system’s timezone.

Summer tinme Whether the device will apply the summer time settings
recurring every year or only once.
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Related clock set

Commands .
clock summer-time date
clock summer-time recurring
clock timezone
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show continuous-reboot-prevention

Overview This command displays the current continuous reboot prevention configuration.
Syntax show conti nuous-reboot - prevention
Mode User Exec and Privileged Exec

Examples To show the current continuous reboot prevention configuration, use the
command:
show conti nuous-reboot - preventi on

Output Figure7-2:  Example output from the show continuous-reboot-prevention
command

st at us=di sabl ed
peri 0d=600
t hreshol d=1
act i on=l i nkdown

Related continuous-reboot-prevention

Commands .
show reboot history
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show cpu

Overview

Syntax

Mode

Examples
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This command displays a list of running processes with their CPU utilization.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show cpu [sort {thrds|pri]|sleep|runtine}]

Parameter Description

sort Changes the sorting order using the following fields. If you do not
specify a field, then the list is sorted by percentage CPU
utilization.
t hrds Sort by the number of threads.
pri Sort by the process priority.
sl eep Sort by the average time sleeping.
runtime Sort by the runtime of the process.

User Exec and Privileged Exec

To show the CPU utilization of current processes, sorting them by the number of
threads the processes are using, use the command:

awpl us# show cpu sort thrds
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Output Figure 7-3:  Example output from show cpu
CPU aver ages:
1 second: 12% 20 seconds: 2% 60 seconds: 2%
System | oad aver ages:
1 minute: 0.03, 5 minutes: 0.02, 15 minutes: 0.00
Current CPU | oad:
userspace: 6% kernel: 4% interrupts: 1%iowaits: 0%
user processes
pi d nane thrds cpu% pri state sleep%runtinme
1544 hostd 1 2.8 20 run 0 120
1166 exfx 17 1.8 20 sl eep 0 3846
1284 ai sexec 44 0.9 -2 sleep 0 2606
1init 1 0.0 20 sl eep 0 120
9772 sh 1 0.0 20 sl eep 0 0
9773 corerotate 1 0.0 20 sl eep 0 0
853 sysl 0g- ng 1 0.0 20 sl eep 0 356
859 kl ogd 1 0.0 20 sl eep 0 1
910 i netd 1 0.0 20 sl eep 0 3
920 port map 1 0.0 20 sl eep 0 0
931 crond 1 0.0 20 sl eep 0 1
1090 openhpi d 11 0.0 20 sl eep 0 233
1111 hpi |l ogd 1 0.0 20 sl eep 0 0
1240 hsl 1 0.0 20 sl eep 0 79
1453 aut hd 1 0.0 20 sl eep 0 85
Table 2: Parameters in the output of the show cpu command
Parameter Description
CPU aver ages Average CPU utilization for the periods stated.
System | oad The average number of processes waiting for CPU time for the
aver ages periods stated.
Current CPU Current CPU utilization specified by load types.
| oad
pi d Identifier number of the process.
name A shortened name for the process
t hrds Number of threads in the process.
cpu% Percentage of CPU utilization that this process is consuming.
pri Process priority state.
state Process state; one of “run’, “sleep”, “zombie”, and “dead".
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Table 2: Parameters in the output of the show cpu command (cont.)
Parameter Description
sl eep% Percentage of time that the process is in the sleep state.
runti me The time that the process has been running for, measured in
jiffies. A jiffy is the duration of one tick of the system timer
interrupt.
Related show memory
Commands .
show memory allocations
show memory history
show memory pools
show process
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show cpu history

Overview

Syntax
Mode

Usage

Examples

Output
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This command prints a graph showing the historical CPU utilization.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show cpu history
User Exec and Privileged Exec

This command'’s output displays three graphs of the percentage CPU utilization:

. per second for the last minute, then
. per minute for the last hour, then
. per 30 minutes for the last 30 hours.

To display a graph showing the historical CPU utilization of the device, use the
command:

show cpu history

Figure 7-4:  Example output from the show cpu history command

Per second CPU | oad history

100
90
80
70
60
50
40
30
20 *

lo EEE S S S S S S S I S S S S S

S S O e S e o o I I I
d dest

Newest
CPU | oad% per second (last 60 seconds)
* = average CPU | oad%
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Related show memory

Commands .
show memory allocations
show memory pools
show process
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show debugging

Overview

Syntax
Mode

Example

Output
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This command displays all debugging options in alphabetical order, indicating

whether debugging is enabled or disabled for each feature.

For information on filtering and saving command output, see the “Getting Started

with AlliedWare Plus” Feature Overview and Configuration Guide.
show debuggi ng
User Exec and Privileged Exec

To find out what debugging is enabled, use the command:

show debuggi ng

Figure 7-5:  Example output from the show debugging command

awpl us#show debuggi ng

AAA debuggi ng status:
Aut henti cati on debugging is off
Accounting debugging is off

% DHCP Snoopi ng service is disabled
802. 1X debuggi ng st at us:

EPSR debuggi ng st at us:

EPSR | nfo debugging is off
EPSR Message debugging is off
EPSR Packet debugging is off
EPSR St ate debugging is off

| GW Debuggi ng st at us:
| GW Decoder debugging is off
| GW Encoder debugging is off
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show ecofriendly

Overview

Syntax
Mode

Example

Output
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This command displays the switch’s eco-friendly configuration status. The
ecofriendly led and ecofriendly Ipi configuration status are shown in the show
ecofriendly output.

show ecofriendly

Privileged Exec and Global Configuration

To display the switch’s eco-friendly configuration status, use the following
command:

awpl us# show ecofriendly

Figure 7-6:  Example output from the show ecofriendly command

awpl us#show ecofri endl y

Front panel port LEDs nor mal

Energy efficient ethernet

Por t Narre Configured Status
port1.0.1 Port 1 | pi | pi
port1.0.2 | pi | pi
port1.0.3 | pi | pi
port1.0.4 of f of f
port1.0.5 | pi of f
port1l.0.6 Port 6 of f of f
port1.0.7 of f -
port1.0.8 of f -
port1l.0.9 of f -
port1.0.10 of f -

Table 3: Parameters in the output of the show ecofriendly command

Parameter Description

nor nal The eco-friendly LED feature is disabled and port LEDs
show the current state of the ports. This is the default
setting.

of f The eco-friendly LED feature is enabled and power to

the port LEDs is disabled.

nor nal The eco-friendly LED feature has been disabled with
(configuration the eco-switch button, overriding the configuration
overridden by eco set with the ecofriendly led command. The port LEDs
but t on) show the current state of the ports.
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Table 3: Parameters in the output of the show ecofriendly command (cont.)

Parameter Description

of f (configuration The eco-friendly LED feature has been enabled with
overridden by eco the eco-switch button, overriding the configuration
but t on) set with the ecofriendly led command. Power to the

port LEDs is disabled.

Por t Displays the port number as assigned by the switch.

Nane Displays the port name if a name is configured for a
port number.

Confi gur ed The eco-friendly LPI feature is configured on the port.
Either LPI or off is displayed.

St at us The eco-friendly LPI feature is active on the port.
Either LPI or off is displayed. Ports that are not
running show a dash (-).

Related ecofriendly led

Commands ecofriendly Ipi
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show interface memory

Overview

Syntax

Mode

Example

Output
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This command displays the shared memory used by either all interfaces, or the
specified interface or interfaces. The output is useful for diagnostic purposes by
Allied Telesis authorized service personnel.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show i nterface nmenory

show i nterface <port-list> nenory

Parameter Description

<port-list> Displayinformation about only the specified port or ports. The port
list can be:

- aswitchport (e.g. port1.0.4)
- astatic channel group (e.g. sa2)
« adynamic (LACP) channel group (e.g. po2)

« acontinuous range of ports separated by a hyphen (e.g.
port1.0.1-1.0.4)

« acomma-separated list (e.g. port1.0.1,port1.0.3-1.0.4). Do not mix
port types in the same list.

User Exec and Privileged Exec

To display the shared memory used by all interfaces, use the command:
awpl us# show i nterface nmenory

To display the shared memory used by port1.0.1 and port1.0.3 to port1.0.4, use the
command:

awpl us# show i nterface portl.0.1,portl.0.3-portl.0.4 nenory

Figure 7-7:  Example output from the show interface memory command

awpl us#show i nterface menory
VI an bl ocki ng state shared menory usage
Interface shm d Byt es Used nattch St at us
portl1.0.1 491535 512 1
port1.0.2 393228 512 1
port1.0.3 557073 512 1
lo 425997 512 1
pol 1179684 512 1
po2 1212453 512 1
sa3 1245222 512 1
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Figure 7-8:  Example output from show interface <port-list> memory for a list

of interfaces

awpl us#show i nterface portl1.0.1,port1.0.3-portl.0.4 nenory
VI an bl ocking state shared nmenory usage

Interface shm d Byt es Used nattch St at us
portl1.0.1 589842 512 1
port1.0.3 688149 512 1
port1.0.4 327690 512 1

Related show interface brief

Commands .
show interface status
show interface switchport
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show memory

Overview

Syntax

Mode

Example

Output
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This command displays the memory used by each process that is currently running
For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show menory [sort {size| peak]|stk}]

Parameter Description

sort Changes the sorting order for the list of processes. If you do not
specify this, then the list is sorted by percentage memory
utilization.

si ze Sort by the amount of memory the process is
currently using.

peak Sort by the amount of memory the process is
currently using.

st k Sort by the stack size of the process.

User Exec and Privileged Exec

To display the memory used by the current running processes, use the command:

awpl us# show menory

Figure 7-9:  Example output from show memory

Table 4: Parameters in the output of the show memory command

Parameter Description

St ack nemnber Stack member number.
RAM t ot al Total amount of RAM memory free.
free Available memory size.
buffers Memory allocated kernel buffers.
pi d Identifier number for the process.
name Short name used to describe the process.
menf/o Percentage of memory utilization the process is currently using.
si ze Amount of memory currently used by the process.
peak Greatest amount of memory ever used by the process.
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW MEMORY

Table 4: Parameters in the output of the show memory command (cont.)

Parameter Description

dat a Amount of memory used for data.

stk The stack size.

Related show memory allocations

Commands .
show memory history
show memory pools
show memory shared
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY ALLOCATIONS

show memory allocations

Overview

Syntax

Mode

Example

Output
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This command displays the memory allocations used by processes.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show nmenory al | ocations [ <process>]

Parameter Description

<process> Displays the memory allocation used by the specified process.

User Exec and Privileged Exec

To display the memory allocations used by all processes on your device, use the
command:

show nmenory al | ocati ons

Figure 7-10: Example output from the show memory allocations command

awpl us#show nenory al |l ocati ons
Menory all ocations for im

Current 15093760 (peak 15093760)

Statically allocated nenory:

- bi nary/ exe : 1675264
- libraries : 8916992
- bss/ gl obal data : 2985984
- stack : 139264

Dynami cal |y al |l ocated nenory (heap):

- total allocated : 1351680

- in use : 1282440

- non- mmapped : 1351680
- maxi mumtotal allocated : 1351680
- total free space : 69240

- rel easabl e : 68968

- space in freed fasthins : 16
Cont ext

filenane:line al | ocat ed freed
+ lib.c:749 484
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW MEMORY ALLOCATIONS

Related show memory

Commands .
show memory history
show memory pools
show memory shared
show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY HISTORY

show memory history

Overview

Syntax
Mode

Usage

Examples

Output

Related
Commands
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This command prints a graph showing the historical memory usage.

For information on filtering and saving command output, see the “Getting Started

with AlliedWare Plus” Feature Overview and Configuration Guide.
show menory history
User Exec and Privileged Exec

This command’s output displays three graphs of the percentage memory
utilization:

. per second for the last minute, then
. per minute for the last hour, then
. per 30 minutes for the last 30 hours.

To show a graph displaying the historical memory usage, use the command:

awpl us# show menory history
Figure 7-11:  Example output from the show memory history command

show memory allocations
show memory pools
show memory shared

show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY POOLS

show memory pools

Overview

Syntax

Mode

Example

Output

Related
Commands

C613-50353-01 Rev A

This command shows the memory pools used by processes.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show nmenory pool s [<process>]

Parameter Description

<process> Displays the memory pools used by the specified process.

User Exec and Privileged Exec

To shows the memory pools used by processes, use the command:

awpl us# show menory pool s

Figure 7-12:  Example output from the show memory pools command

awpl us#show nenory pool s
Menory pools for im

Current 15290368 (peak 15290368)

Statically allocated nenory:

- bi nary/ exe : 1675264
- libraries : 8916992
- bss/ gl obal data : 2985984
- stack : 139264

Dynami cal |y al |l ocated nenory (heap):

- total allocated : 1548288
- in use : 1479816
- non- nmapped : 1548288
- maxi mumtotal allocated : 1548288
- total free space : 68472
- rel easabl e : 68200
- space in freed fasthins : 16

show memory allocations
show memory history

show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY SHARED

show memory shared

Overview

Syntax
Mode

Example

Output

Related
Commands

C613-50353-01 Rev A

This command displays shared memory allocation information. The output is
useful for diagnostic purposes by Allied Telesis authorized service personnel.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show nenory shared
User Exec and Privileged Exec

To display information about the shared memory allocation used on the device,
use the command:

show nmenory shared

Figure 7-13:  Example output from the show memory shared command

awpl us#show nenory shared
Shared Menory St at us

Segnent allocated = 39
Pages al |l ocat ed = 39
Pages resi dent = 11

Shared Menory Limits

Maxi mum nunber of segnents 4096
Maxi mum segnent size (kbytes) 32768
Maxi mum total shared nenory (pages) = 2097152

M ni mrum segnent size (bytes) =1

show memory allocations
show memory history

show memory
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW PROCESS

show process

Overview

Syntax

Mode

Usage

Example

Output

C613-50353-01 Rev A

This command lists a summary of the current running processes.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show process [sort {cpu| nent]

Parameter Description
sort Changes the sorting order for the list of processes.
cpu Sorts the list by the percentage of CPU utilization.
nmem Sorts the list by the percentage of memory
utilization.

User Exec and Privileged Exec
This command displays a snapshot of currently-running processes. If you want to
see CPU or memory utilization history instead, use the commands show cpu

history or show memory history.

To display a summary of the current running processes, use the command:

awpl us# show process

Figure 7-14: Example output from the show process command

CPU aver ages:

1 second: 8% 20 seconds: 5% 60 seconds: 5%

System | oad aver ages:

1 mnute: 0.04, 5 minutes: 0.08, 15 minutes: 0.12
Current CPU | oad:

userspace: 9% kernel: 9% interrupts: 0%iowaits: 0%
RAM tot al : 514920 kB; free: 382600 kB; buffers: 16368 kB

user processes

pi d nane thrds cpu% nmen? pri state sleep%
962 pss 12 0 6 25 sleep 5
1 init 1 0 0 25 sl eep 0
797 sysl og- ng 1 0 0 16 sleep 88

kernel threads

pi d nane cpu% pri state sleep%
71 aiol0 0 20 sleep O
3 events/O 0 10 sleep 98
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW PROCESS

Table 5: Parameters in the output from the show process command

Parameter Description

CPU aver ages | Average CPU utilization for the periods stated.
System | oad The average number of processes waiting for CPU time for the
aver ages periods stated.
Current CPU Current CPU utilization specified by load types
| oad
RAM t ot al Total memory size.
free Available memory.
buf fers Memory allocated to kernel buffers.
pid Identifier for the process.
name Short name to describe the process.
t hrds Number of threads in the process.
cpu% Percentage of CPU utilization that this process is consuming.
mentb Percentage of memory utilization that this process is consuming.
pri Process priority.
state Process state; one of “run”, “sleep”, “stop”, “zombie”; or “dead”.
sl eep% Percentage of time the process is in the sleep state.
Related show cpu
Commands .
show cpu history
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW REBOOT HISTORY

show reboot history

Overview Use this command to display the device’s reboot history.
Syntax show reboot history
Mode User Exec and Privileged Exec

Example To show the reboot history, use the command:

awpl us# show reboot history

Output Figure 7-15: Example output from the show reboot history command

awpl us#show r eboot hi story

<dat e> <ti me> <type> <descri pti on>

2016-10-10 01:42: 04 Expected User Request

2016-10-10 01:35:31 Expected User Request

2016-10-10 01:16:25 Unexpected Rebooting due to critical process (network/nsm
failurel

2016-10-10 01:11: 04 Unexpected Rebooting due to critical process (network/nsm
failurel

2016-10-09 19:56:16 Expected User Request

2016-10-09 19:51: 20 Expected User Request

Table 6: Parameters in the output from the show reboot history command

Parameter Description

Unexpect ed A non-intended reboot.

The reboot is counted by the continuous reboot
prevention feature, as long as the reboot occurred in the
time period specified for continuous reboot prevention.

Expect ed A planned or user-triggered reboot.
The reboot is not counted by the continuous reboot
prevention feature.

Cont i nuous reboot A continuous reboot prevention event has occurred. The
prevention action taken is configured with the continuous-reboot-
prevention command. The next time period during which
reboot events are counted begins from this event.

User request User initiated reboot via the CLI.

Related show continuous-reboot-prevention

Commands
show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW ROUTER-ID

show router-id

Overview
Syntax
Mode

Example

Output
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Use this command to show the Router ID of the current system.
show router-id
User Exec and Privileged Exec

To display the Router ID of the current system, use the command:

awpl us# show router-id

Figure 7-16:  Example output from the show router-id command

awpl us>show router-id
Router ID: 10.55.0.2 (automatic)
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SECURE-MODE

show secure-mode

Overview

Syntax
Mode

Example

Output

Related
Commands
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Use this command to see whether secure mode is enabled or not. Secure mode
disables a number of insecure features, such as Telnet.

show secur e- node
User Exec/Privileged Exec

To see if secure mode is enabled, use the command:

awpl us# show secur e- node

Figure 7-17:  Example output from show secure-mode

awpl us#show secur e- node
Secure node i s enabl ed

crypto secu re-mode
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM

show system

Overview This command displays general system information about the device, including
the hardware, memory usage, and software version. It also displays location and
contact details when these have been set.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show system
Mode User Exec and Privileged Exec

Example To display configuration information, use the command:

show system

Output Figure 7-18: Example output from show system

Syst em St at us Fri Dec 06 14:38:05 2019
Board ID Bay Board Nane Rev Seri al nunber
Base 577 Base AT- GS980EM 10H X5-0 &2F6K7006

RAM Total: 462104 kB Free: 306084 kB

Fl ash: 95.8MB Used: 26.0MB Avail able: 69.8MB
Envi ronnent Status : Nor nal

Upti nme : 0 days 00: 02: 04

Boot | oader version : 6.2.17

Current software . GS980EM 5.4.9-2.1
Sof t war e versi on : 5.4.9-2.1
Buil d date : Wed Nov 13 02: 36: 40 UTC 2019

Current boot config: flash:/default.cfg (file exists)

Syst em Nane
awpl us
Syst em Cont act

Syst em Locati on

Related show system environment
Commands
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM ENVIRONMENT

show system environment

Overview

Syntax
Mode

Example

Output

This command displays the current environmental status of your device and any
attached PSU, XEM, or other expansion option. The environmental status covers

information about temperatures, fans, and voltage.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show system envi r onnent

User Exec and Privileged Exec

To display the system’s environmental status, use the command:

show system envi ronnent

Figure 7-19:  Example output from show system environment

Overal | Status:

2 PSU Power

2 PSU Power

2 PSU Power

awpl us#show syst em envi r onnent
Envi ronnent Monitoring Status

Nor mal

Resource ID: 1 Nane: PSU Bay 1 ()
ID Sensor (Units)

1 Devi ce Present Yes
Qut put Yes

Resource ID: 2 Nane: PSU Bay 2 ()
ID Sensor (Units)

1 Devi ce Present Yes
CQut put Yes

Resource ID: 3 Nane: PSU Bay 3 ()
ID Sensor (Units)

1 Devi ce Present Yes
Qut put Yes

Resource ID: 4 Nane: AT- GS980EM 10H
ID Sensor (Units)

Reading Low Limt High

Reading Low Limt High

Reading Low Limt High

Reading Low Limt High

Limt Status
- (04
- (04

Limt Status
- (04
- (04

Limt Status
- (04
- (04

Limt Status

1 Vol tage: 1.35V (Volts) 1.361 1. 209 1.482 (08
2 Vol tage: 0.99V (Volts) 1.034 0. 891 1. 090 (08
3 \Voltage: 3.3V (Volts) 3. 347 2.960 3.613 (o
4  Voltage: 1.8V (Volts) 1. 826 1. 597 1.964 (o
5 Vol tage: 12.0V (Volts) 11.582 10. 767 13. 166 (08
6 Tenp: System (Degrees C) 31 -11 59 (08
Related show system
Commands
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM INTERRUPTS

show system interrupts

Overview Use this command to display the number of interrupts for each IRQ (Interrupt
Request) used to interruptinputlines on a PIC (Programmable Interrupt Controller)
on your device.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show systeminterrupts
Mode User Exec and Privileged Exec

Example Todisplay information about the number of interrupts for each IRQ in your device,
use the command:

show systeminterrupts

Output Figure 7-20: Example output from the show system interrupts command

awpl us>show system i nterrupts

CPWO
1: 2 CPM2 SIU Level Enabled O i 2c- nmpc
2: 145 CPM2 SIU Level Enabled O spi - npc
77: 0O OpenPIC Level Enabled 0 enet _tx
78: 2 OpenPIC  Level Enabled O enet _rx
82: 0O OpenPIC Level Enabled O enet _error
90: 5849 OpenPIC  Level Enabled O seri al
91: 2066672 OpenPIC  Level Enabled O i 2c- nmpc
94: 147 OpenPIC  Level Enabled O cpn2_cascade
112: 5 (OpenPIC Edge Enabled O phy_i nt er rupt
114: 398714 (QpenPIC Level Enabled O mvPP
115: 26247 OpenPIC  Level Enabled O mvPP
119: 0O OpenPIC Edge Enabled 0 Power supply status
BAD: 0
Related show system environment
Commands
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM MAC

show system mac

Overview
Syntax
Mode

Example

Output

Related
Commands

C613-50353-01 Rev A

This command displays the physical MAC address of the device.
show system mac
User Exec and Privileged Exec

To display the physical MAC address enter the following command:

awpl us# show system nac

Figure 7-21:  Example output from the show system mac command

awpl us#show syst em mac
eccd. 6d9d. 4eed (system
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM PCI DEVICE

show system pcid

evice

Overview Use this command to display the PCl devices on your device.

Syntax show system pci

devi ce

Mode User Exec and Privileged Exec

Example To display information about the PCl devices on your device, use the command:

show sys

Output Figure 7-22: Example output from the show system pci device command

tem pci device

awpl us#show syst em pci devi ce
00: Oc. 0 C ass 0200: 1lab: 00dl (rev

Menory at 5ffff000 (32-bit,
Mermory at 58000000 (32-bit,

00: 0d. 0 C ass 0200: 1lab: 00dl (rev

Menory at 57fff000 (32-bit,
Mernory at 50000000 (32-bit,

01)

Fl ags: bus master, 66Mhz, nedi um devsel, |atency 128, IRQ 113

non- pr ef et chabl e) [size=4K]
non- pr ef et chabl e) [si ze=64M

01)

Fl ags: bus master, 66Miz, nedi um devsel, |atency 128, IRQ 116

non- pr ef et chabl e) [si ze=4K]
non- pr ef et chabl e) [size=64M

Related show system environment

Commands .
show system pci tree
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM PCI TREE

show system pci tree

Overview
Syntax
Mode

Example

Output

Related
Commands
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Use this command to display the PCl tree on your device.
show system pci tree
User Exec and Privileged Exec

To display information about the PCl tree on your device, use the command:

awpl us# show system pci tree

Figure 7-23: Example output from the show system pci tree command

awpl us>show system pci tree
-[00]-+-0c.0 1lab:00d1
\-0d.0 11ab:00d1

show system environment

show system pci device
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM SERIALNUMBER

show system serialnumber

Overview

Syntax
Mode

Example

Output

C613-50353-01 Rev A

This command shows the serial number information for the device.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show system seri al nunber
User Exec and Privileged Exec

To display the serial number information for the device, use the command:

awpl us# show system seri al nunber

Figure 7-24: Example output from the show system serial number command

awpl us#show syst em seri al nunber
45AX5300X
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW TECH-SUPPORT

show tech-support

Overview

Syntax

C613-50353-01 Rev A

This command generates system and debugging information for the device and
saves it to a file.

This command is useful for collecting a large amount of information so that it can
then be analyzed for troubleshooting purposes. The output of this command can
be provided to technical support staff when reporting a problem.

You can optionally limit the command output to display only information for a
given protocol or feature. The features available depend on your device and will be
a subset of the features listed in the table below.

show t ech-support

{[all]|atnf]|auth|bgp|card| dhcpsn|epsr|firewall|ignp|ip|ipve|lmd
| openfl ow| ospf| ospf 6| pinrip|ripng|stack|stp|systemntacacs+|
update]} [outfile <filenane>]

Parameter Description

al | Display full information

at nf Display ATMF-specific information

aut h Display authentication-related information

bgp Display BGP-related information

card Display Chassis Card specific information

dhcpsn Display DHCP Snooping specific information

epsr Display EPSR specific information

firewall Display firewall specific information

i gnp Display IGMP specific information

ip Display IP specific information

i pv6 Display IPv6 specific information

m d Display MLD specific information

openf | ow Display information related to OpenFlow

ospf Display OSPF related information

ospf 6 Display OSPF6 specific information

pi m Display PIM related information

rip RIP related information

ri png Display RIPNG specific information

st ack Display stacking device information

stp Display STP specific information

system Display general system information
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW TECH-SUPPORT

Default

Usage

Mode

Examples
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Parameter Description

tacacs+ Display TACACS+ information

updat e Display resource update specific information

| Output modifier

> Output redirection
>> Output redirection (append)
outfile Output file name

<fil enane> Specifies a name for the output file. If no name is specified, this file
will be saved as: tech-support.txt.gz.

Captures all information for the device.

By default the output is saved to the file ‘tech-support.txt.gz’ in the current
directory. If this file already exists in the current directory then a new file is
generated with the time stamp appended to the file name, for example
‘tech-support20161009.txt.gZ’, so the previous file is retained.

The command generates a large amount of output, which is saved to a file in
compressed format. The output file name can be specified by outfile option. If the
output file already exists, a new file name is generated with the current time stamp.
If the output filename does not end with “.gz", then “.gz" is appended to the
filename. Since output files may be too large for Flash on the device we
recommend saving files to external memory or a TFTP server whenever possible to
avoid device lockup. This method is not likely to be appropriate when running the
working set option of AMF across a range of physically separated devices.

Privileged Exec

To produce the output needed by technical support staff, use the command:

awpl us# show t ech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SPEED (ASYN)

speed (asyn)

Overview

Syntax

Default
Mode

Usage

Example
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This command changes the console speed from the device. Note that a change in
console speed is applied for subsequent console sessions. Exit the current session
to enable the console speed change using the clear line console command.

speed <consol e-speed-i n-bps>

Parameter Description

<consol e- speed-i n-bps> Console speed Baud rate in bps (bits per second).

1200 1200 Baud

2400 2400 Baud

9600 9600 Baud

19200 19200 Baud

38400 38400 Baud

57600 57600 Baud

115200 115200 Baud

The default console speed baud rate is 9600 bps.
Line Configuration

This command is used to change the console (asyn) port speed. Set the console
speed to match the transmission rate of the device connected to the console (asyn)
port on your device.

To set the terminal console (asyn0) port speed from the device to 57600 bps, then
exit the session, use the commands:

awpl us# configure term nal

awpl us(config)# line console O
awpl us(config-line)# speed 57600
awpl us(config-line)# exit

awpl us(config)# exit

awpl us# exit

Then log in again to enable the change:
awpl us | ogi n:

Passwor d:

awpl us>
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SPEED (ASYN)

Related clear line console

Commands .
line
show running-config
show startup-config
speed
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system territory (deprecated)

Overview This command has been deprecated in Software Version 5.4.4-0.1 and later. It now
has no effect.

It is no longer useful to specify a system territory, so there is no alternative
command.
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TERMINAL MONITOR

terminal monitor

Overview

Syntax

Default
Mode

Examples

Related
Commands

Command
changes
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Use this command to display debugging output on a terminal.
To display the cursor after a line of debugging output, press the Enter key.

Use the command terminal no monitor or no terminal monitor to stop
displaying debugging output on the terminal. Alternatively, you can use the
timeout option to stop displaying debugging output on the terminal after a set
time.

termnal monitor [<1-60>]

term nal no nonitor

no term nal nonitor

Parameter Description
<1- 60> Set a timeout between 1 and 60 seconds for terminal output.
Disabled

User Exec and Privileged Exec

To display debugging output on a terminal, enter the command:

awpl us# term nal nonitor

To display debugging on the terminal for 60 seconds, enter the command:
awpl us# term nal nonitor 60

To stop displaying debugging output on the terminal, use the command:

awpl us# no term nal nonitor

All debug commands

Version 5.4.8-0.2: no terminal monitor added as an alias for terminal no monitor
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undebug all

Overview This command applies the functionality of the no debug all command.
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Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
and monitor Pluggables and Cabling, including:

Cable Fault Locator for finding faults in copper cabling

Optical Digital Diagnostic Monitoring (DDM) to help find fiber issues when
links go down

Active Fiber Monitoring for detecting changes in optical power received over
fiber cables.

For more information, see the Pluggables and Cabling Feature Overview and
Configuration Guide.

“clear fiber-monitoring interface” on page 284
“clear test cable-diagnostics tdr” on page 285
“debug fiber-monitoring” on page 286
“fiber-monitoring action” on page 288
“fiber-monitoring baseline” on page 290
“fiber-monitoring enable” on page 292
“fiber-monitoring interval” on page 293
“fiber-monitoring sensitivity” on page 294
“show system fiber-monitoring” on page 296
“show system pluggable” on page 299

Ill

“show system pluggable detail” on page 301
“show system pluggable diagnostics” on page 304
“show test cable-diagnostics tdr” on page 306

“test cable-diagnostics tdr interface” on page 307
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CLEAR FIBER-MONITORING INTERFACE

clear fiber-monitoring interface

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands

Command
changes

C613-50353-01 Rev A

Use this command to clear the Active Fiber Monitoring state of a port. It clears the
alarm, baseline and history and starts monitoring from the beginning. It does not
change the configuration.

clear fiber-nonitoring interface <port>

Parameter Description
<port> The name of the port to reset Active Fiber Monitoring on.
n/a

Privileged Exec

Normally, you do not need to clear the Active Fiber Monitoring state of a port. If the
issue resolves itself and the monitored optical power returns to the baseline, the
alarm clears automatically.

However, you may need to clear the Active Fiber Monitoring state if the optical
power level reduces for a known reason, causing the port to be stuck in the alarm
state. In this situation, the alarm will not clear automatically, because Active Fiber
Monitoring does not update the baseline when the port is in the alarm state, for
security reasons.

To clear the Active Fiber Monitoring state for interface port1.0.25, use the
command:

awpl us# clear fiber-nonitoring interface portl.0.25

show system fiber-monitoring

Version 5.4.8-0.2: command added

Command Reference for GS980EM/10H 284
AlliedWare Plus™ Operating System - Version 5.4.9-2.x



PLUGGABLES AND CABLING COMMANDS
CLEAR TEST CABLE-DIAGNOSTICS TDR

clear test cable-diagnostics tdr

Overview
Syntax
Mode

Examples

Related
Commands
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Use this command to clear the results of the last cable test that was run.
clear test cabl e-diagnostics tdr
Privileged Exec

To clear the results of a previous cable-diagnostics test use the following
commands:

awpl us# cl ear test cabl e-diagnostics tdr

show test cable-diagnostics tdr

test cable-diagnostics tdr interface
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DEBUG FIBER-MONITORING

debug fiber-monitoring

Overview

Syntax

Default
Mode

Usage

Example
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Use this command to enable debugging of active fiber monitoring on the specified
ports.

Use the no variant of this command to disable debugging on all ports or the
specified ports.

debug fiber-nonitoring interface <port-Ilist>

no debug fiber-nonitoring [interface <port-list>]

Parameter Description

<port-list> The list of fiber ports to enable or disable debugging for, as a
single port, a comma separated list or a hyphenated range.

Debugging of active fiber monitoring is disabled by default.
User Exec/Privileged Exec

While debugging is enabled by this command for a port, all the optical power
readings for the port are sent to the console.

To enable debugging messages for active fiber monitoring of port1.0.25 to be sent
to the console, use the commands:

awpl us# debug fiber-nonitoring interface portl.0.25

awpl us# termnal nonitor

To disable debugging messages for active fiber monitoring on port1.0.25, use the
command:

awpl us# no debug fiber-nmonitoring interface portl.0.25
To disable all debugging messages for active fiber monitoring, use the command:

awpl us# no debug fi ber-nonitoring
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Output Figure 8-1:  Example output from debug fiber-monitoring

awpl us#t

01: 42: 52
01:42: 54
01: 42: 56
01: 42: 58

01:43: 01

Basel i ne:

Basel i ne:

Basel i ne:

Basel i ne:

Basel i ne:

erm nal nonitor

awpl us Pl uggabl e[ 522] :
1709 Threshol d: 1357
awpl us Pl uggabl e[ 522] :
1709 Threshol d: 1357
awpl us Pl uggabl e[ 522] :
1710 Threshol d: 1358
awpl us Pl uggabl e[ 522] :
1710 Threshol d: 1358
awpl us Pl uggabl e[ 522] :
1709 Threshol d: 1357

% War ni ng: Consol e | oggi ng enabl ed
awpl us#01: 42: 50 awpl us Pl uggabl e[ 522] :
Readi ng: 1748 Basel i ne: 1708 Thr eshol d: 1356

Fi ber - noni t or

Fi ber - noni t or

Fi ber - noni t or

Fi ber - noni t or

Fi ber - noni t or

awpl us#debug fi ber-nonitoring interface portl.0.25

port2.0.1: Channe

port2.0.1: Channel:
port2.0.1: Channel:
port2.0.1: Channel:

port2.0.1: Channel:

01

Fi ber-monitor port2.0.1: Channel:1

Readi ng:
Readi ng:
Readi ng:
Readi ng:

Readi ng:

1717

1780

1685

1701

1733

Related

Commands

C613-50353-01 R
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show system fiber-monitoring
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PLUGGABLES AND CABLING COMMANDS

FIBER-MONITORING ACTION

fiber-monitoring action

Overview

Syntax

Default
Mode

Usage

Example

C613-50353-01 Rev A

Use this command to specify an action to be taken if the optical power received on
the port changes from the baseline by the amount specified in the
fiber-monitoring sensitivity command.

Use the no variant of this command to remove the specified action or all actions
from the port.

fiber-nmonitoring action [trap] [shutdown] [continuous]

no fiber-nonitoring action [trap| shutdown]

Parameter Description

trap Send an SNMP notification.
shut down Shutdown the port.
conti nuous Make the action or actions happen continuously (every polling

interval) while the sensor is in the alarm state. Otherwise, the
action only happens when the alarm is triggered or cleared.

By default a log message is generated, but no additional action is performed.
Interface Configuration mode for a fiber port.

If fiber monitoring is enabled and this command is not used to set an action, a
change in received power on a fiber port only generates a log message.

To set the device to send an SNMP trap when port1.0.25 or port1.0.28 receive
reduced power and when that reduced-power alarm is cleared, use the
commands:

awplus(config)# interface portl.0.25-portl.0.28
awplus(config-if)# fiber-nonitoring action trap

To set the device to send an SNMP trap when port1.0.25 or port1.0.28 receive
reduced power, and every polling interval after that until the alarm is cleared, use
the commands:

awpl us(config)# interface portl.0.25-port1.0.28
awpl us(config-i1f)# fiber-nmonitoring action trap conti nuous

To set the device to send an SNMP trap and to shut down the port when port1.0.25
or port1.0.28 receive reduced power, use the commands:

awplus(config)# interface portl.0.25-port1.0.28

awplus(config-if)# fiber-nmonitoring action trap shutdown
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To set the device to stop shutting down the port if port1.0.25 or port1.0.28 receive
reduced power, use the commands:

awplus(config)# interface portl.0.25-port1.0.28
awplus(config-if)# no fiber-nonitoring action shutdown
If the device is set to send an SNMP trap for those ports, it will continue to do so.

To set the device not to perform any action when it receives reduced power on
port1.0.25 or port1.0.28, except sending a log message, use the commands:

awplus(config)# interface portl.0.25-portl.0.28
awplus(config-if)# no fiber-monitoring action

Related fiber-monitoring sensitivity

Commands . oo
show system fiber-monitoring

Command Version 5.4.8-0.2: continuous parameter added
changes
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FIBER-MONITORING BASELINE

fiber-monitoring baseline

Overview

Syntax

Default

Mode

Usage
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Use this command to configure how the baseline value for comparison is
calculated for active fiber monitoring on the port.

Note that alarm generation will not commence until the link has been up for a full
averaging period.

Use the no variant of this command to set the fiber-monitoring baseline to its
default value.

fi ber-nonitoring baseline average <12-150> [interval <2-86400>]
fi ber-nonitoring baseline fixed <1-65535>

no fiber-nonitoring baseline

Parameter Description

aver age Set the baseline optical power received to be based on the
<12-150> moving average of the specified number of most recent
(non-zero) values. Default is to use this setting and 12 values.

i nterval Optionally, specify the optical power polling interval for

<2- 86400> determining the baseline, in seconds. By default, the baseline
polling interval is the same as the monitoring polling interval,
which is 5 seconds by default.
If specified, this baseline interval should be larger than the
monitoring interval.
Even if you specify a baseline interval, Active Fiber Monitoring will
use the monitoring interval to calculate the initial baseline
average. This means the first x baseline readings will be taken at
the monitoring interval, where x is the number of readings
specified in the average parameter.
See Usage below for more information.

fixed Set the baseline to a fixed level of received optical power in
<1- 65535> 0.0001mW. Not recommended—see Usage below.

The default is a moving average of the last 12 values, taken at the same interval as
the monitoring interval. The monitoring interval is set using the fiber-monitoring
interval command. If the monitoring interval is set to its default of 5 seconds, the
fiber-monitoring baseline default will be the average over the last minute.

Interface Configuration for a fiber port

There are two ways to configure the baseline. The first is to choose a number of
readings to average. This is the default and recommended method. The second is
to set a fixed value in units of x0.000TmW.

If a fixed value is required, the easiest way to choose a value is to enable fiber
monitoring on the port and use the show system fiber-monitoring command to
see what readings you can expect.
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FIBER-MONITORING BASELINE

Example

Related
Commands

Command
changes
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CAuTION: We do not recommend setting a fixed value because gradual change over
time caused by temperature fluctuations, etc. could lead to unnecessary alarms.

If you use the averaging method, you can optionally specify how often Active Fiber
Monitoring polls the cable to determine the baseline. This allows Active Fiber
Monitoring to update the baseline less often than it polls the device for
monitoring.

In order to prevent the theoretical possibility of slow clamping, you can set the
baseline interval to a large value, so that the baseline average is only updated with
the current reading (for example) once per day or once per hour.

As fiber attenuation can be affected by ambient temperature, take care if changing
the baseline interval in environments with large daily temperature fluctuations.
To set the baseline optical power to a moving average of the last 30 monitoring
readings on port1.0.25 and port1.0.28, use the command:

awplus(config)# interface portl.0.25-portl.0.28

awpl us(config-if)# fiber-nonitoring baseline average 30

To calculate the baseline based on 12 values taken 24 hours (86400 seconds) apart,
instead of using the monitoring interval, use the command:

awplus(config)# interface portl.0.25-port1.0.28

awpl us(config-if)# fiber-nonitoring baseline average 12
i nterval 86400

To set the baseline to its default, averaging the last 12 readings, use the command:
awpl us(config)# interface portl.0.25-portl.0.28

awpl us(config-if)# no fiber-nonitoring baseline

fiber-monitoring interval

fiber-monitoring sensitivity

Version 5.4.8-0.2: interval parameter added
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FIBER-MONITORING ENABLE

fiber-monitoring enable

Overview

Syntax

Default
Mode

Examples

Related
Commands
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Use this command to enable active fiber monitoring on a fiber port. If the port can
support fiber monitoring but does not have the correct SFP or fiber type installed,
the configuration will be saved, and monitoring will commence when a supported
SFPis inserted. Disabling and re-enabling fiber monitoring on a port resets the
baseline calculation.

Use the no variants of this command to disable active fiber monitoring on the
interface, or to remove all the configuration and state for the ports, respectively.

fiber-nonitoring enable
no fiber-nonitoring enable

no fiber-nonitoring

Active fiber monitoring is disabled by default.

Interface Configuration mode for a fiber port

To enable active fiber monitoring on port1.0.25 and port1.0.28, use the
commands:

awplus(config)# interface portl.0.25-port1.0.28
awplus(config-if)# fiber-nmonitoring enabl e

To disable fiber monitoring on the ports, use the commands:
awplus(config)# interface portl.0.25-portl.0.28

awpl us(config-if)# no fiber-nonitoring enable

To remove all fiber-monitoring configuration and state for the ports, use the
commands:

awplus(config)# interface portl.0.25-port1.0.28
awplus(config-i1f)# no fiber-nonitoring
fiber-monitoring action

fiber-monitoring sensitivity

show system fiber-monitoring
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FIBER-MONITORING INTERVAL

fiber-monitoring interval

Overview

Syntax

Default
Mode

Example

Related
Commands
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Use this command to configure the fiber monitoring polling interval in seconds for
the port. The optical power will be read every <interval> seconds and compared
against the calculated threshold values to see if a log message or other action is
required.

Use the no variant of this command to reset the polling interval to the default (5
seconds).
fiber-nonitoring interval <2-60>

no fiber-nonitoring interval

Parameter Description

<2- 60> Optical power polling interval in seconds.

The interval is set to 5 seconds by default.

Interface configuration mode for a fiber port.

To set the fiber monitoring polling interval for port1.0.25 to 30 seconds, use the
commands:

awplus(config)# interface portl.0.25

awpl us(config-if)# fiber-nonitoring interval 30

To reset the fiber monitoring polling interval back to the default (5s), use the
commands:

awplus(config)# interface portl.0.25

awpl us(config-if)# no fiber-nonitoring interval

fiber-monitoring baseline

show system fiber-monitoring
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fiber-monitoring sensitivity

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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Use this command to configure the sensitivity of the alarm thresholds on the port
for active fiber monitoring.

Use the no variant of this command to reset the sensitivity to the default.

fiber-nonitoring sensitivity (I ow nmedi uni hi gh| hi ghest| fi xed
<25-65535>) | rel ati ve <0.01-10. 0>

no fiber-nonitoring sensitivity

Parameter Description

| ow Low sensitivity (+/-2 dB)

medi um Medium sensitivity (1 dB) (default)

hi gh High sensitivity (the greater of 0.5 dB and 0.0025 mW)
hi ghest The highest sensitivity available: 0.0025mW

fi xed<25-65535> Fixed sensitivity at the specified level in 0.0001 mW.
rel ati ve <0. 01-10. 0> Relative sensitivity at the specified level in dB.

The default is medium sensitivity.
User Exec/Privileged Exec

Alog message is generated and configured actions are taken if the received optical
power drops below the baseline value by the sensitivity configured with this
command.

The sensitivity can be configured to one of four pre-defined levels in decibels or to
a fixed absolute delta in units of 0.0001mW. The alarm thresholds can be seen in
the show system fiber-monitoring output. The maximum absolute sensitivity
configurable is 0.0025 mW. Note that 0.0025 mW equates to a reduction of
approximately 1dB at the maximum attenuation of an AT-SPLX10/1.

To set the fiber monitoring sensitivity for port1.0.25 to a relative sensitivity of 0.1
dB, use the commands:

awplus(config)# interface portl.0.25

awplus(config-if)# fiber-nmonitoring sensitivity relative 0.1

To reset the fiber monitoring sensitivity to the default (medium), use the
commands:

awpl us(config)# interface portl.0.25

awpl us(config-if)# no fiber-nonitoring sensitivity
fiber-monitoring action

fiber-monitoring baseline
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show system fiber-monitoring
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show system fiber-monitoring

Overview

Syntax
Mode

Example

Output
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Use this command to display settings and current status for Active Fiber
Monitoring.

show system fi ber-nonitoring
User Exec and Privileged Exec

To display configuration and status for active fiber monitoring on ports, use the
command:

show system fi ber-nonitoring

Figure 8-2:  Example output from show system fiber-monitoring

awpl us#show sys fi ber-nonitoring
Fi ber Monitoring Status
Readi ng units 0.0001mV

Interface portl.0.25

St at us: enabl ed
Support ed: Support ed pl uggabl e
Debuggi ng: di sabl ed
I nterval : 2 seconds
Sensitivity: 1.00dB
Basel i ne type: average of |ast 35 values greater than 50
St at us:
Basel i ne val ue: 496
Al arm threshol d: 393
Al arm no

Last 12 Readi ngs: 498 498 498 498 498 498 498 498 498 498 498 498
M ni mum r eadi ng: 486
Maxi mum r eadi ng: 498

Interface portl.0.28

St at us: enabl ed
Support ed: Supported pl uggabl e
Debuggi ng: di sabl ed
I nterval : 2 seconds
Sensitivity: 1.00dB
Basel i ne type: average of |ast 30 values greater than 50
St at us:
Basel i ne val ue: 0
Alarmthreshold: O
Al arm no

Last 12 Readings: 0 0 0 0 00O OO 0O0O0O
M ni mum readi ng: 0

Maxi mum readi ng: 0O
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Related
Commands
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Table 8-1: Parameters in the output from show system fiber-monitoring

Readi ng units

The units for optical power readings in the rest of the
display, e.g. 0.000TmW.

St at us Whether active fiber monitoring is enabled or disabled for
this port.

Support ed Whether the pluggable inserted in this port supports
active fiber monitoring.

Debuggi ng Whether debugging of active fiber monitoring is enabled
or disabled for this port.

I nt erval The configured interval between readings of optical
power on this port.

Sensitivity The configured sensitivity threshold for optical power

changes on this port.

Basel i ne type

How the baseline optical power level is calculated: either
the average of the specified number of previous readings
or a specified fixed value in 0.000TmW.

St at us

Current values for the following parameters.

Basel i ne val ue

The baseline value, calculated according to the configured
baseline method, in 0.0001TmW.

Alarm t hreshol d

The current threshold for a change in optical power,
calculated according to the configured sensitivity method,
that will result in action.

Al ar m

Whether the optical power at the most recent reading
fallen below the threshold.

Last 12 readings

The last 12 optical power values measured, in 0.0001mW,
with oldest value first.

M ni mum r eadi ng

The lowest optical power reading since the fiber
pluggable was last inserted, or since active fiber
monitoring was last enabled on the port.

Maxi mum r eadi ng

The highest optical power reading since the fiber
pluggable was last inserted, or since active fiber
monitoring was last enabled on the port.

debug fiber-monitoring
fiber-monitoring action
fiber-monitoring baseline

fiber-monitoring enable
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fiber-monitoring interval

fiber-monitoring sensitivity
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show system pluggable

Overview This command displays brief pluggable transceiver information showing the
pluggable type, the pluggable serial number, and the pluggable port on the
device. Different types of pluggable transceivers are supported in different models
of device. See your Allied Telesis dealer for more information about the models of
pluggables that your device supports.

Syntax show system pluggable [<port-Ilist>]

Parameter Description

<port-list> The portsto display information about. The port list can be:
« aswitch port (e.g. port1.0.25)

- acontinuous range of ports separated by a hyphen (e.g.
portport1.0.25-port1.0.28)

« acomma-separated list of ports and port ranges (e.g.
port1.0.25,port1.0.28)

Mode User Exec and Privileged Exec

Example To display brief information about all installed pluggable transceivers, use the
command:

awpl us# show system pl uggabl e

Output Figure 8-3:  Example output from show system pluggable

awpl us#show syst em pl uggabl e
Syst em Pl uggabl e | nformation

Por t Vendor Devi ce Seri al Nunber Dat ecode Type
portl.0.25 ATI AT- SPSX A03240R151300867 15032801 1000BASE- SX
portl.0.28 ATI AT- SPSX A03240R111800076 15032801 1000BASE- SX

Table 9: Parameters in the output from the show system pluggable command

Parameter Description

Por t Specifies the port number for the installed pluggable
transceiver.

Vendor Specifies the vendor’s name for the installed pluggable
transceiver.

Devi ce Specifies the device name for the installed pluggable
transceiver.
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Table 9: Parameters in the output from the show system pluggable command

Parameter Description

Serial Number Specifies the serial number for the installed pluggable
transceiver.

Dat ecode Specifies the manufacturing datecode for the installed
pluggable transceiver. Checking the manufacturing
datecode with the vendor may be useful when
determining Laser Diode aging issues. For more
information, see "Troubleshooting Fiber and Pluggable
Issues”in the "Pluggables and Cabling" Feature Overview
and Configuration Guide.

Type Specifies the device type for the installed pluggable
transceiver.

Related show system environment

Commands .
show system pluggable detail
show system pluggable diagnostics
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SHOW SYSTEM PLUGGABLE DETAIL

show system pluggable detail

Overview

Syntax

Mode

Usage
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This command displays detailed pluggable transceiver information showing the
pluggable type, the pluggable serial number, and the pluggable port on the
device. Different types of pluggable transceivers are supported in different models
of device. See your Allied Telesis dealer for more information about the models of
pluggables that your device supports.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show system pl uggabl e [ <port-list>] detail

Parameter Description

<port-list> The portsto display information about. The port list can be:
a switch port (e.g. port1.0.25)

a continuous range of ports separated by a hyphen (e.g.
portport1.0.25-port1.0.28)

a comma-separated list of ports and port ranges (e.g.
port1.0.25,port1.0.28)

User Exec and Privileged Exec

In addition to the information about pluggable transceivers displayed using the
show system pluggable command (port, manufacturer, serial number,
manufacturing datecode, and type information), the show system pluggable
detail command displays the following information:

. SFP Laser Wavelength: Specifies the laser wavelength of the installed
pluggable transceiver

. Single mode Fiber: Specifies the link length supported by the pluggable
transceiver using single mode fiber

. OM1 (62.5u m) Fiber: Specifies the link length, in meters (m) or kilometers
(km) supported by the pluggable transceiver using 62.5 micron multi-mode
fiber.

. OM2 (50 m) Fiber: Specifies the link length (in meters or kilometers)
supported by the pluggable transceiver using 50 micron multi-mode fiber.

Diagnostic Calibration: Specifies whether the pluggable transceiver
supports DDM or DOM Internal or External Calibration.

- Internal is displayed if the pluggable transceiver supports DDM or
DOM Internal Calibration.

- External is displayed if the pluggable transceiver supports DDM or
DOM External Calibration.

- a dash (-) is displayed if neither Internal Calibration or External

Calibration is supported.
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PLUGGABLES AND CABLING COMMANDS
SHOW SYSTEM PLUGGABLE DETAIL

Example

Output

C613-50353-01 Rev A

. Power Monitoring: Displays the received power measurement type, which
can be either OMA(Optical Module Amplitude) or Avg(Average Power)
measured in pW.

NOTE: For parameters that are not supported or not specified, a hyphen is displayed
instead.

To display detailed information about the pluggable transceivers installed in a
particular port on the device, use a command like:

awpl us# show system pl uggabl e port1l.0.25 detail

To display detailed information about all the pluggable transceivers installed on
the device, use the command:

awpl us# show system pl uggabl e detail

Figure 8-4:  Example output from show system pluggable detail for a port

awpl us#show syst em pl uggabl e port1.0.25 detail
Syst em Pl uggabl e | nformati on Det ai |

port1.0. 25

Vendor Nane: ATI

Devi ce Nane: AT- SPSX

Devi ce Revi si on: A

Devi ce Type: 1000BASE- SX
Serial Nunber: A02420N0607J0023
Manuf act uri ng Dat ecode: 060704

SFP Laser \Wavel engt h: 850nm

Li nk Length Supported
Si ngl e Mode Fi ber : -
OML (62.5um Fiber: 150m
Ow (50um Fiber : 300m
OVB (50um) Fiber : -
Di agnostic Calibration: Ext er nal
Power Monitoring: Aver age

Table 8-1: Parameters in the output from show system pluggable detail

Parameter Description

Por t Specifies the port the pluggable transceiver is installed in.

Vendor Name Specifies the vendor’s name for the installed pluggable
transceiver.

Devi ce Name Specifies the device name for the installed pluggable
transceiver.

Devi ce Revi sion Specifies the hardware revision code for the pluggable
transceiver. This may be useful for troubleshooting because
different devices may support different pluggable
transceiver revisions.
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PLUGGABLES AND CABLING COMMANDS
SHOW SYSTEM PLUGGABLE DETAIL

Table 8-1: Parameters in the output from show system pluggable detail (cont.)

Parameter Description

Devi ce Type Specifies the device type for the installed pluggable
transceiver.

Serial Number Specifies the serial number for the installed pluggable
transceiver.

Manuf act uri ng Specifies the manufacturing datecode for the installed
Dat ecode pluggable transceiver. Checking the manufacturing
datecode with the vendor may be useful when
determining Laser Diode aging issues. For more
information, see “Troubleshooting Fiber and Pluggable
Issues”in the "Pluggables and Cabling" Feature Overview
and Configuration Guide.

SFP Laser Specifies the laser wavelength of the installed pluggable
Wavel engt h transceiver.

Si ngl e Mbde Fi ber | Specifies the link length supported by the pluggable
transceiver using single mode fiber.

OML (62. 5um Specifies the link length (in pum - micron) supported by the
Fi ber pluggable transceiver using 62.5 micron multi-mode fiber.

Ow (50um Fi ber Specifies the link length (in um - micron) supported by the
pluggable transceiver using 50 micron multi-mode fiber.

Di agnosti c Specifies whether the pluggable transceiver supports DDM
Calibration or DOM Internal or External Calibration:

Internal is displayed if the pluggable transceiver supports
DDM or DOM Internal Calibration.

External is displayed if the pluggable transceiver supports
DDM or DOM External Calibration.

- is displayed if neither Internal Calibration or External
Calibration is supported.

Power Monitoring Displays the received power measurement type, which can
be either OMA (Optical Module Amplitude) or Avg
(Average Power) measured in pW.

Related show system environment

Commands
show system pluggable
show system pluggable diagnostics
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PLUGGABLES AND CABLING COMMANDS
SHOW SYSTEM PLUGGABLE DIAGNOSTICS

show system pluggable diagnostics

Overview

Syntax

Mode

Usage

Examples

C613-50353-01 Rev A

This command displays diagnostic information about pluggable transceivers that
support Digital Diagnostic Monitoring (DDM).

Different types of pluggable transceivers are supported in different models of
device. See your device’s Datasheet for more information about the models of
pluggables that your device supports.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show system pl uggabl e [ <port-1list>] diagnostics

Parameter Description

<port-list> The portsto display information about. The port list can be:
« aswitch port (e.g. port1.0.25)

- acontinuous range of ports separated by a hyphen (e.g.
portport1.0.25-port1.0.28)

« acomma-separated list of ports and port ranges (e.g.
port1.0.25,port1.0.28)

User Exec and Privileged Exec

Diagnostic monitoring features allow you to monitor real-time parameters of the
pluggable transceiver, such as optical output power, optical input power,
temperature, laser bias current, and transceiver supply voltage. Additionally, RX
LOS (Loss of Signal) is shown when the received optical level is below a preset
threshold. Monitor these parameters to check on the health of all transceivers,
selected transceivers or a specific transceiver installed in a device.

To display detailed information about all pluggable transceivers installed on a
standalone device, use the command:

awpl us# show system pl uggabl e di agnostics
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PLUGGABLES AND CABLING COMMANDS
SHOW SYSTEM PLUGGABLE DIAGNOSTICS

Output Figure 8-5:  Example output from the show system pluggable diagnostics
command on a device

awpl us#show syst em pl uggabl e di agnosti cs

Syst em Pl uggabl e I nfornmati on Di agnostics

port1.0.25 St at us Al ar ns VMr ni ngs

Readi ng Al arm Max M n WMr ni ng Max M n
Tenp: (Degrees C) 44.871 - 100.00 -40.00 - 95.000 -30.00
Vcc: (Volts) 3. 3043 - 3.4650 3.1350 - 3.4000 3.2000
Tx Bias: (m) 3. 468 - 13.264 0.000 - 10.264 0.264
Tx Power: (my 0. 2376 - 0.7943 0.0562 - 0.6310 0.0708
Rx Power: (my 0. 2104 - 1.0000 0.0126 - 0.7943 0.0200
Rx LCS: Rx Up

Table 9: Parameters in the output from the show system pluggables
diagnostics command

Parameter Description

Tenp (Degrees C) | Shows the temperature inside the transceiver.
Vcc (Volts) Shows voltage supplied to the transceiver.
Tx Bias (mA) Shows current to the Laser Diode in the transceiver.
Tx Power (mA Shows the amount of light transmitted from the transceiver.
Rx Power (m# Shows the amount of light received in the transceiver.
Rx LOS Rx Loss of Signal. This indicates whether:
« lightis being received (Rx Up) and therefore the link is up,
or
+ lightis not being received (Rx Down) and therefore the
link is down
Related show system environment
Commands
show system pluggable
show system pluggable detail
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PLUGGABLES AND CABLING COMMANDS
SHOW TEST CABLE-DIAGNOSTICS TDR

show test cable-diagnostics tdr

Overview

Syntax
Mode

Examples

Output

Related
Commands

C613-50353-01 Rev A

Use this command to display the results of the last cable-diagnostics test that was
run using the TDR (Time Domain Reflectometer) on a fixed copper cable port.

The displayed status of the cable can be either:

. OK

. Open

. Short (within-pair)
. Short (across-pair)
. Error

show test cabl e-di agnostics tdr
Privileged Exec

To show the results of a cable-diagnostics test use the following command:

show test cabl e-di agnostics tdr

Figure 8-6:  Example output from the show test cable-diagnostics tdr

command
Por t Pair Length St at us
1.0.1 A - K
B - (0.4
C - K
D - K

clear test cable-diagnostics tdr

test cable-diagnostics tdr interface
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PLUGGABLES AND CABLING COMMANDS
TEST CABLE-DIAGNOSTICS TDR INTERFACE

test cable-diagnostics tdr interface

Overview

Syntax

Mode

Example

Related
Commands

C613-50353-01 Rev A

Use this command to apply the Cable Fault Locator’s cable-diagnostics tests to
twisted pair data cables for a selected port. The tests will detect either correct,
short circuit, or open, circuit terminations. For more information on running the
CFL, see the Pluggables and Cabling Feature Overview and Configuration Guide.

The test can take several seconds to complete. See the related show command to
display the test results.

A new test can only be started if no other test is in progress. CFL cannot runon a
port that is currently supplying power via PoE.

The displayed status of the cable can be either, OK, Short (within-pair), or Open.
The “Open” or “Short” status is accompanied with the distance from the source
port to the incorrect termination.

test cabl e-diagnostics tdr interface <interface>

Parameter Description

cable-diagnostics The cable diagnostic tests.

tdr Time Domain Reflectometry.

i nterface Selects the interface to test.

<interface> Interface number of the port to be tested, e.g. port1.0.2.

Privileged Exec

Torun a cable test on the cable inserted into port1.0.1 use the following command:
awpl us# test cabl e-diagnostics tdr interface portl.0.1
You will receive the following message:

Link will go down while test is in progress. Continue? (y/n): y
Select y to continue.

awpl us# y
You will then receive the following message:

Test started. This will take several seconds to conplete. Use
"show test cabl e-diagnostics tdr” to print results.

clear test cable-diagnostics tdr

show test cable-diagnostics tdr
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Logging Commands

Introduction

Overview

Command List

C613-50353-01 Rev A

This chapter provides an alphabetical reference of commands used to configure
logging. See the Logging Feature Overview and Configuration Guide for more
information about the different types of log and how to filter log messages.

. “clear exception log” on page 310

. “clearlog” on page 311

. “clear log buffered” on page 312

. “clear log external” on page 313

. “clear log permanent” on page 314

. “copy buffered-log” on page 315

. “copy permanent-log” on page 316

. “default log buffered” on page 317

. “default log console” on page 318
. “default log email” on page 319
. “default log external” on page 320

. “default log host” on page 321

. “default log monitor” on page 322
. “default log permanent” on page 323
. “log buffered” on page 324
. “log buffered (filter)” on page 325
. “log buffered exclude” on page 328
. “log buffered size” on page 331
. “log console” on page 332
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LOGGING COMMANDS

. “log console (filter)” on page 333

. “log console exclude” on page 336
. “log email” on page 339

. “log email (filter)” on page 340

. “log email exclude” on page 343

. “log email time” on page 346

. “log external” on page 348

. “log external (filter)” on page 350

“log external exclude” on page 353
. “log external rotate” on page 356
. “log external size” on page 358

“log facility” on page 359

. “log host” on page 361
. “log host (filter)” on page 363
“log host exclude” on page 366
. “log host source” on page 369
. “log host startup-delay” on page 370

“log host time” on page 372
. “log monitor (filter)” on page 374
. “log monitor exclude” on page 377
“log permanent” on page 380
. “log permanent (filter)” on page 381
. “log permanent exclude” on page 384
“log permanent size” on page 387
. “log-rate-limit nsm” on page 388
. “log trustpoint” on page 389
“show counter log” on page 390
. “show exception log” on page 391
. “show log” on page 392
“show log config” on page 394

Ill

. “show log external” on page 396
. “show log permanent” on page 397
“show running-config log” on page 399

. “unmount” on page 400
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CLEAR EXCEPTION LOG

clear exception log

Overview This command resets the contents of the exception log, but does not remove the
associated core files.

Syntax clear exception |og
Mode Privileged Exec

Example awpl us# clear exception |og
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CLEAR LOG

clear log

Overview This command removes the contents of the buffered and permanent logs.
Syntax clear |og
Mode Privileged Exec

Example To delete the contents of the buffered and permanent log use the command:
awpl us# cl ear 1og
Related clear log buffered
Commands
clear log permanent

show log
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LOGGING COMMANDS
CLEAR LOG BUFFERED

clear log buffered

Overview This command removes the contents of the buffered log.
Syntax clear |og buffered
Mode Privileged Exec

Example To delete the contents of the buffered log use the following commands:

awpl us# clear |og buffered

Related default log buffered
Commands log buffered
log buffered (filter)
log buffered size
log buffered exclude
show log

show log config
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CLEAR LOG EXTERNAL

clear log external

Overview Use this command to delete the external log file from the USB storage device it is
stored on.

If the external log is rotating between multiple files, this command deletes all
those files, not just the most recent one.
Syntax clear |og external

Mode Privileged Exec

Example To delete the external log file, use the command:

awpl us# clear |og external

Related default log external

Commands
log external
log external (filter)
log external exclude
log external rotate
log external size
show log config
show log external
unmount

Command Version 5.4.7-1.1: command added
changes
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LOGGING COMMANDS
CLEAR LOG PERMANENT

clear log permanent

Overview
Syntax
Mode

Example

Related
Commands

C613-50353-01 Rev A

This command removes the contents of the permanent log.
cl ear | og pernanent
Privileged Exec

To delete the contents of the permanent log use the following commands:

awpl us# cl ear | og permanent

default log permanent
log permanent

log permanent (filter)
log permanent exclude
log permanent size
show log config

show log permanent
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LOGGING COMMANDS
COPY BUFFERED-LOG

copy buffered-log

Overview

Syntax

Mode

Example

Related
Commands

Command
changes
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Use this command to copy the buffered log to an internal or external destination.

copy buffered-1o0g <destination-nanme>

Parameter Description

<desti nati on-nane> The filename and path for the destination file. See
Introduction on page 92 for valid syntax.

Privileged Exec

To copy the buffered log file into a folder in Flash named “buffered-log” and name
the file “buffered-log.log”, use the command:
awpl us# copy buffered-l1og flash:/buffered-Iog/buffered-I|og.Iog

To copy the buffered log file onto a USB storage device and name the file
“buffered-log.log”, use the command:

awpl us# copy buffered-1og usb:/buffered-1o0g.lo0g

log buffered
show file systems

show log

Version 5.4.7-1.1: command added
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LOGGING COMMANDS
COPY PERMANENT-LOG

copy permanent-log

Overview

Syntax

Mode

Example

Related
Commands

Command
changes
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Use this command to copy the permanent log to an internal or external
destination.

copy permanent-|og <desti nation-name>

Parameter Description

<desti nati on-nane> The filename and path for the destination file. See
Introduction on page 92 for valid syntax.

Privileged Exec

To copy the permanent log file into a folder in Flash named “perm-log” and name
the file “permanent-log.log”, use the command:

awpl us# copy permanent-1og flash:/perml og/ pernmanent-1og.Iog

To copy the permanent log file onto a USB storage device and name the file
“permanent-log.log”, use the command:

awpl us# copy pernmanent -l og ush:/permanent-I|og. | og

log permanent
show file systems

show log permanent

Version 5.4.7-1.1: command added
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LOGGING COMMANDS
DEFAULT LOG BUFFERED

default log buffered

Overview

Syntax
Default
Mode

Example

Related
Commands

C613-50353-01 Rev A

This command restores the default settings for the buffered log stored in RAM. By

default the size of the buffered log is 50 kB and it accepts messages with the
severity level of “warnings” and above.

default 1 og buffered
The buffered log is enabled by default.

Global Configuration

To restore the buffered log to its default settings use the following commands:

awpl us# configure term nal

awpl us(config)# default |og buffered

clear log buffered
log buffered

log buffered (filter)
log buffered size

log buffered exclude
show log

show log config
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LOGGING COMMANDS
DEFAULT LOG CONSOLE

default log console

Overview This command restores the default settings for log messages sent to the terminal
when a log console command is issued. By default all messages are sent to the
console when a log console command is issued.

Syntax default |og console

Mode Global Configuration

Example To restore the log console to its default settings use the following commands:
awpl us# configure term nal

awpl us(config)# default | og console

Related log console

Commands )
log console (filter)
log console exclude
show log config
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LOGGING COMMANDS
DEFAULT LOG EMAIL

default log email

Overview

Syntax

Mode

Example

Related
Commands
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This command restores the default settings for log messages sent to an email
address. By default no filters are defined for email addresses. Filters must be
defined before messages will be sent. This command also restores the remote
syslog server time offset value to local (no offset).

default 1 og email <enunil -address>

Parameter Description

<emui | - address> The email address to send log messages to

Global Configuration
To restore the default settings for log messages sent to the email address
adm n@l | i edt el esi s. comuse the following commands:

awpl us# configure termnal

awpl us(config)# default log email adnin@lliedtel esis.com

log email

log email (filter)
log email exclude
log email time

show log config
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LOGGING COMMANDS
DEFAULT LOG EXTERNAL

default log external

Overview Use this command to restore the default settings for the external log. By default,
the size of the external log is 50 kB, it rotates through 1 additional file, and it
accepts messages with a severity level of notices and above.

Note that this command does not clear the configured filename for the external
log.
Syntax default |og external

Mode Global Configuration

Example To restore the default settings for the external log, use the commands:
awpl us# configure term nal

awpl us(config)# default |og external

Related clear log external

Commands
log external
log external (filter)
log external exclude
log external rotate
log external size
show log config
show log external
unmount

Command Version 5.4.7-1.1: command added
changes
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LOGGING COMMANDS
DEFAULT LOG HOST

default log host

Overview

Syntax

Mode

Example

Related
Commands
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This command restores the default settings for log sent to a remote syslog server.
By default no filters are defined for remote syslog servers. Filters must be defined
before messages will be sent. This command also restores the remote syslog server
time offset value to local (no offset).

default | og host <ip-addr>

Parameter Description

<i p- addr > The IP address of a remote syslog server

Global Configuration

To restore the default settings for messages sent to the remote syslog server with
IP address 10. 32. 16. 21 use the following commands:

awpl us# configure termnal

awpl us(config)# default |1og host 10.32.16.21

log host

log host (filter)
log host exclude
log host source
log host time

show log config
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LOGGING COMMANDS
DEFAULT LOG MONITOR

default log monitor

Overview

Syntax
Default
Mode

Example

Related
Commands
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This command restores the default settings for log messages sent to the terminal
when a terminal monitor command is used.

default 1 og nonitor
All messages are sent to the terminal when a terminal monitor command is used.
Global Configuration

To restore the log monitor to its default settings use the following commands:
awpl us# configure term nal

awpl us(config)# default |og nonitor

log monitor (filter)
log monitor exclude
show log config

terminal monitor
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LOGGING COMMANDS
DEFAULT LOG PERMANENT

default log permanent

Overview

Syntax
Default
Mode

Example

Related
Commands
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This command restores the default settings for the permanent log stored in NVS.
By default, the size of the permanent log is 50 kB and it accepts messages with the

severity level of war ni ngs and above.
default | og pernanent
The permanent log is enabled by default.

Global Configuration

To restore the permanent log to its default settings use the following commands:

awpl us# configure term nal

awpl us(config)# default | og permanent

clear log permanent
log permanent

log permanent (filter)
log permanent exclude
log permanent size
show log config

show log permanent
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LOGGING COMMANDS
LOG BUFFERED

log buffered

Overview This command configures the device to store log messages in RAM. Messages
stored in RAM are not retained on the device over a restart. Once the buffered log
reaches its configured maximum allowable size old messages will be deleted to
make way for new ones.

Syntax | og buffered

no | og buffered
Default The buffered log is configured by default.
Mode Global Configuration
Examples To configured the device to store log messages in RAM use the following

commands:

awpl us# configure term nal

awpl us(config)# log buffered

To configure the device to not store log messages in a RAM buffer use the
following commands:

awpl us# configure term nal

awpl us(config)# no | og buffered

Related clear log buffered
Commands copy buffered-log
default log buffered
log buffered (filter)
log buffered size
log buffered exclude

show log

show log config
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LOGGING COMMANDS
LOG BUFFERED (FILTER)

log buffered (filter)

Overview Use this command to create a filter to select messages to be sent to the buffered
log. Selection can be based on the priority/ severity of the message, the program
that generated the message, the logging facility used, a sub-string within the
message or a combination of some or all of these.

The no variant of this command removes the corresponding filter, so that the
specified messages are no longer sent to the buffered log.

Syntax |og buffered [l evel <level >] [program<program nane>] [facility
<facility>] [nmsgtext <text-string>]

no log buffered [l evel <level>] [program <program nane>]
[facility <facility>] [nmsgtext <text-string>]

Parameter Description

| evel Filter messages to the buffered log by severity level.
<l evel > The minimum severity of message to send to the buffered log. The level can be specified as
one of the following numbers or level names, where 0 is the highest severity and 7 is the
lowest severity:
0| ener genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5] noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Filter messages to the buffered log by program. Include messages from a specified program in

the buffered log.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
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Parameter Description

pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rmon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Filter messages to the buffered log by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from in the buffered log:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpriv Security/authorization messages (private)
ftp FTP daemon
nmegt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Default

Mode

Examples

Related
Commands
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By default the buffered log has a filter to select messages whose severity level is
“notices (5)” or higher. This filter may be removed using the no variant of this
command.

Global Configuration
To add a filter to send all messages generated by EPSR that have a severity of

notices or higher to the buffered log, use the following commands:

awpl us# configure term nal

awplus(config)# |l og buffered | evel notices program epsr

To add a filter to send all messages containing the text “Bridging initialization” to
the buffered log, use the following commands:

awpl us# configure term nal

awplus(config)# log buffered nmsgtext Bridging initialization

To remove a filter that sends all messages generated by EPSR that have a severity
of notices or higher to the buffered log, use the following commands:

awpl us# configure term nal

awpl us(config)# no |l og buffered | evel notices program epsr

To remove a filter that sends all messages containing the text “Bridging
initialization” to the buffered log, use the following commands:

awpl us# configure term nal

awpl us(config)# no | og buffered nsgtext Bridging initialization

clear log buffered
default log buffered
log buffered

log buffered size

log buffered exclude
show log

show log config
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log buffered exclude

Overview

Syntax

Use this command to exclude specified log messages from the buffered log. You
can exclude messages on the basis of:

. the priority/severity of the message

. the program that generated the message

. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

| og buffered exclude [l evel <level>] [program <program nane>]
[facility <facility>] [msgtext <text-string>]

no | og buffered exclude [l evel <level>] [program
<program nane>] [facility <facility>] [nsgtext <text-string>]

Parameter Description

C613-50353-01 Rev A

| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5] noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
nane> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
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Parameter Description

rsvp Resource Reservation Protocol (RSVP)
pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msmv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
nst p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Default No log messages are excluded
Mode Global configuration
Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# | og buffered exclude nmsgtext exanple of
irrel evant nessage

Related clear log buffered
Commands default log buffered
log buffered
log buffered (filter)
log buffered size
show log

show log config
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log buffered size

Overview

Syntax

Mode

Example

Related
Commands
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This command configures the amount of memory that the buffered log is
permitted to use. Once this memory allocation has been filled old messages will be
deleted to make room for new messages.

| og buffered size <50-250>

Parameter Description

<50- 250> Size of the RAM log in kilobytes

Global Configuration

To allow the buffered log to use up to 100 kB of RAM use the following commands:

awpl us# configure term nal

awpl us(config)# log buffered size 100

clear log buffered
copy buffered-log
default log buffered
log buffered

log buffered (filter)
log buffered exclude
show log

show log config
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log console

Overview

Syntax

Mode

Examples

Related
Commands
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This command configures the device to send log messages to consoles. The
consolelog is configured by default to send messages to the device’s main console
port.

Use the no variant of this command to configure the device not to send log
messages to consoles.

| og consol e

no | og consol e
Global Configuration

To configure the device to send log messages use the following commands:

awpl us# configure term nal

awpl us(config)# | og consol e

To configure the device not to send log messages in all consoles use the following
commands:

awpl us# configure termnal

awpl us(config)# no | og consol e

default log console
log console (filter)
log console exclude

show log config
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log console (filter)

Overview

Syntax

This command creates a filter to select messages to be sent to all consoles when
the log console command is given. Selection can be based on the priority/severity
of the message, the program that generated the message, the logging facility
used, a sub-string within the message or a combination of some or all of these.

| og consol e [l evel <level>] [program<programname>] [facility
<facility>] [nmBgtext <text-string>]

no | og console [l evel <level>] [program <program nane>]
[facility <facility>] [nBgtext <text-string>]

Parameter Description

| evel Filter messages by severity level.

<l evel > The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Filter messages by program. Include messages from a specified program.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

C613-50353-01 Rev A

rip Routing Information Protocol (RIP)

ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnmv6 PIM-SM version 6 (PIM-SMv6)
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Parameter Description

dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)

facility Filter messages by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from:

kern Kernel messages

user Random user-level messages

mai | Mail system

daenon System daemons

aut h Security/authorization messages

sysl og Messages generated internally by syslogd

| pr Line printer subsystem

news Network news subsystem

uucp UUCP subsystem

cron Clock daemon

aut hpri v Security/authorization messages (private)

ftp FTP daemon
msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default By default the console log has a filter to select messages whose severity level is

C613-50353-01 Rev A

critical orhigher. This filter may be removed using the no variant of this
command. This filter may be removed and replaced by filters that are more

selective.
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Mode

Examples

Related
Commands
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Global Configuration

To create afilter to send all messages containing the text “Bridging initialization”
to console instances where the log console command has been entered, use the
following commands:

awpl us# configure term nal
awpl us(config)# log console nsgtext "Bridging initialization"

To remove a filter that sends all messages generated by EPSR that have a severity
of notices or higher to consoles, use the following commands:

awpl us# configure term nal

awpl us(config)# no | og consol e | evel notices program epsr

To remove a default filter that includes sending critical, alert and emergency
level messages to the console, use the following commands:

awpl us# configure termnal

awpl us(config)# no log console level critical

default log console
log console
log console exclude

show log config
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log console exclude

Overview Use this command to prevent specified log messages from being sent to the

console, when console logging is turned on. You can exclude messages on the

basis of:
. the priority/severity of the message
. the program that generated the message

. the logging facility used
. a sub-string within the message, or
. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

Syntax | og consol e exclude [level <level>] [program <program name>]

[facility <facility>] [nsgtext <text-string>]

no | og consol e exclude [l evel <l evel >] [program<program nane>]
[facility <facility>] [nsgtext <text-string>]

Parameter Description
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| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
name> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
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Parameter Description

bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi m dm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
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Parameter Description

msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default Nolog messages are excluded
Mode Global configuration

Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# | og consol e exclude nsgtext exanpl e of
irrel evant nessage

Related default log console

Commands
log console
log console (filter)
show log config
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log email

Overview

Syntax

Default

Mode

Example

Related
Commands
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This command configures the device to send log messages to an email address.
The email address is specified in this command.

| og email <email - address>

Parameter Description

<emui | -address>  The email address to send log messages to

By default nofilters are defined for email log targets. Filters must be defined before
messages will be sent.

Global Configuration
To have log messages emailed to the email address

adm n@l | i edt el esi s. comuse the following commands:

awpl us# configure term nal

awplus(config)# log email admi n@lliedtel esis.com

default log email
log email (filter)
log email exclude
log email time

show log config
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log email (filter)

Overview This command creates a filter to select messages to be sent to an email address.
Selection can be based on the priority/ severity of the message, the program that
generated the message, the logging facility used, a sub-string within the message
or a combination of some or all of these.

The no variant of this command configures the device to no longer send log
messages to a specified email address. All configuration relating to this log target
will be removed.

Syntax |og email <emmil-address> [level <level>] [program
<program nane>] [facility <facility>] [nmsgtext <text-string>]

no log email <emmil-address> [l evel <level>] [program
<program nane>] [facility <facility>] [nmsgtext <text-string>]

Parameter Description

<emai | - The email address to send logging messages to

addr ess>

| evel Filter messages by severity level.

<l evel > The minimum severity of message to send. The level can be specified as one of the following

numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0| ener genci es System is unusable
llalerts Action must be taken immediately
2|critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf ormati onal Informational messages
7| debuggi ng Debug-level messages
program Filter messages by program. Include messages from a specified program.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

rip Routing Information Protocol (RIP)
ri png Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
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Parameter Description

rsvp Resource Reservation Protocol (RSVP)
pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msmv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
nst p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Filter messages by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
C613-50353-01 Rev A Command Reference for GS980EM/10H 341

AlliedWare Plus™ Operating System - Version 5.4.9-2.x



LOGGING COMMANDS
LOG EMAIL (FILTER)

Mode

Examples

Related
Commands
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Global Configuration

To create afilter to send all messages generated by EPSR that have a severity of
notices or higher to the email address admin@homebase.com, use the following
commands:

awpl us# configure term nal

awpl us(config)# log email adm n@onebase. com | evel notices
program epsr

To create a filter to send all messages containing the text “Bridging initialization”,
to the email address admin@homebase.com, use the following commands:

awpl us# configure term nal
awplus(config)# | og email admi n@onebase. comnsgt ext "Bri dgi ng
initialization"

To create a filter to send messages with a severity level of informational and
above to the email address admin@alliedtelesis.com, use the following
commands:

awpl us# configure term nal

awplus(config)# log email adm n@lliedtel esis.comlevel
i nformati onal

To stop the device emailing log messages emailed to the email address
admin@alliedtelesis.com, use the following commands:

awpl us# configure termnal
awpl us(config)# no log email adni n@onebase. com

To remove a filter that sends all messages generated by EPSR that have a severity
of notices or higher to the email address admin@homebase.com, use the
following commands:

awpl us# configure term nal

awplus(config)# no log email adnmi n@onebase. com | evel notices
program epsr

To remove a filter that sends messages with a severity level of informational and
above to the email address admin@alliedtelesis.com, use the following
commands:

awpl us# configure term nal

awpl us(config)# no log email adm n@lliedtel esis.comlevel
i nf or mati onal

default log email
log email

log email exclude
log email time

show log config
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log email exclude

Overview

Syntax

Use this command to prevent specified log messages from being emailed, when
the device is configured to send log messages to an email address. You can
exclude messages on the basis of:

. the priority/severity of the message

. the program that generated the message
. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

log emai|l exclude [l evel <level>] [program <progran nane>]
[facility <facility>] [nsgtext <text-string>]

no |l og email exclude [level <level>] [program <program nane>]
[facility <facility>] [nsgtext <text-string>]

Parameter Description

| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
name> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
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Parameter Description

bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi m dm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
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Parameter Description

msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default Nolog messages are excluded
Mode Global configuration

Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# | og email excl ude nsgt ext exanpl e of irrel evant
nessage

Related defaultlog email

Commands .
log email
log email (filter)
log email time
show log config
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log email time

Overview This command configures the time used in messages sent to an email address. If
the syslog server is in a different time zone to your device then the time offset can
be configured using either the utc-offset parameter option keyword or the
local-offset parameter option keyword, where utc-offset is the time difference
from UTC (Universal Time, Coordinated) and local-offset is the difference from
local time.

Syntax |og email <emmil-address> tine {local|local-offset|utc-offset
{pl us| m nus}<0- 24>}

Parameter Description

<emai | - addr ess> The email address to send log messages to

time Specify the time difference between the email recipient and the
device you are configuring.

| ocal The device is in the same time zone as the email recipient

| ocal - of f set The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from local time of the device to the email recipient in hours.

ut c- of f set The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from UTC time of the device to the email recipient in hours.

pl us Negative offset (difference) from the device to the email
recipient.

m nus Positive offset (difference) from the device to the email
recipient.

<0- 24> World Time zone offset in hours

Default The default is local time.
Mode Global Configuration

Usage Use the local option if the email recipient is in the same time zone as this device.
Messages will display the time as on the local device when the message was
generated.

Use the offset option if the email recipient is in a different time zone to this device.
Specify the time offset of the email recipient in hours. Messages will display the
time they were generated on this device but converted to the time zone of the
email recipient.
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Examples

Related
Commands
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To send messages to the email addresst est @one. comin the same time zone
as the device’s local time zone, use the following commands:

awpl us# configure term nal
awplus(config)# | og email admi n@ase.comtinme local O

To send messages to the email address adm n@ase. comwith the time
information converted to the time zone of the email recipient, which is 3 hours
ahead of the device’s local time zone, use the following commands:

awpl us# configure termnal

awpl us(config)# |l og emai | admi n@ase. comtinme | ocal - of fset plus
3

To send messages to the email address user @ enot e. comwith the time
information converted to the time zone of the email recipient, which is 3 hours
behind the device’s UTC time zone, use the following commands:

awpl us# configure term nal

awpl us(config)# log email user @enote.comtinme utc-offset mnus
3

default log email
log email

log email (filter)
log email exclude

show log config
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log external

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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Use this command to enable external logging. External logging sends syslog
messages to a file on a USB storage device.

If the file does not already exist on the storage device, it (and any specified
subdirectory) will be automatically created. If the file already exists, messages are
appended to it.

Use the no variant of this command to disable external logging.

| og external <fil enanme>

no | og external

Parameter Description

<fil enane> The file and optionally directory path to store the log messages in.
See Introduction on page 92 for valid syntax.

External logging is disabled by default.
Global Configuration

We strongly recommend using ext3 or ext4 as the file system on the external
storage device. These file systems have a lower risk of file corruption occurring if
the switch or firewall loses power.

You should also unmount the storage device before removing it from the switch
or firewall, to avoid corrupting the log file. To unmount the device, use the
unmount command.

To save messages to a file called “messages.log” in a directory called “log” on a USB
storage device, use the command:

awpl us# configure term nal

awplus(config)# | og external usb:/log/ messages. | og

clear log external
default log external
log external (filter)
log external exclude
log external rotate
log external size
show log config
show log external

unmount

Command Reference for GS980EM/10H 348
AlliedWare Plus™ Operating System - Version 5.4.9-2.x



LOGGING COMMANDS
LOG EXTERNAL

Command Version 5.4.7-1.1: command added
changes
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log external (filter)

Overview

Use this command to create a filter to select messages to be sent to the external
log. You can include messages based on:

. the priority/severity of the message

. the program that generated the message
. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

The no variant of this command removes the corresponding filter, so that the
specified messages are no longer sent to the external log.

Syntax |og external [level <level>] [program<programnanme>] [facility

<facility>] [nmBgtext <text-string>]

no |l og external [level <level>] [program <program nane>]
[facility <facility>] [nBgtext <text-string>]

Parameter Description

C613-50353-01 Rev A

| evel Filter messages to the external log by severity level.
<l evel > The minimum severity of message to send to the external log. The level can be specified as
one of the following numbers or level names, where 0 is the highest severity and 7 is the
lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mat i onal Informational messages
7| debuggi ng Debug-level messages
program Filter messages to the external log by program. Include messages from a specified program in
the external log.
<pr ogr am The name of a program to log messages from. You can enter either one of the following
name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
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Parameter Description

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi m smv6 PIM-SM version 6 (PIM-SMv6)

dot 1x IEEE 802.1X Port-Based Access Control

| acp Link Aggregation Control Protocol (LACP)

stp Spanning Tree Protocol (STP)

rstp Rapid Spanning Tree Protocol (RSTP)

st p Multiple Spanning Tree Protocol (MSTP)

im Integrated Management Interface (IMI)

imsh Integrated Management Interface Shell (IMISH)

epsr Ethernet Protection Switched Rings (EPSR)

i rdp ICMP Router Discovery Protocol (IRDP)

rnon Remote Monitoring

| ooppr ot Loop Protection

poe Power-inline (Power over Ethernet)

dhcpsn DHCP snooping (DHCPSN)

facility

Filter messages to the external log by syslog facility.

<facility>

C613-50353-01 Rev A

Specify one of the following syslog facilities to include messages from in the log:

kern Kernel messages

user Random user-level messages

mai | Mail system

daenon System daemons

aut h Security/authorization messages

sysl og Messages generated internally by syslogd
| pr Line printer subsystem

news Network news subsystem

uucp UUCP subsystem

cron Clock daemon

aut hpriv Security/authorization messages (private)
ftp FTP daemon
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Parameter Description

msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default By default the external log has a filter to select messages whose severity level is
“notices (5)” or higher. This filter may be removed using the no variant of this
command.

Mode Global Configuration
Examples To add afilter to send all messages generated by EPSR that have a severity of

notices or higher to the external log, use the following commands:

awpl us# configure term nal

awplus(config)# | og external |evel notices program epsr

To add a filter to send all messages containing the text “Bridging initialization” to
the external log, use the following commands:

awpl us# configure term nal

awplus(config)# log external msgtext Bridging initialization

To remove a filter that sends all messages generated by EPSR that have a severity
of notices or higher to the external log, use the following commands:

awpl us# configure term nal

awpl us(config)# no | og external |evel notices program epsr

To remove a filter that sends all messages containing the text “Bridging
initialization” to the external log, use the following commands:

awpl us# configure term nal

awpl us(config)# no | og external nsgtext Bridging initialization

Related clear log external

Commands
default log external
log external
log external exclude
log external rotate
log external size
show log config
show log external
unmount

Command Version 5.4.7-1.1: command added
changes
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log external exclude

Overview

Syntax

Use this command to exclude specified log messages from the external log. You
can exclude messages on the basis of:

. the priority/severity of the message

. the program that generated the message

. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

| og external exclude [level <level>] [program <program nane>]
[facility <facility>] [msgtext <text-string>]

no | og external exclude [level <level>] [program
<program nane>] [facility <facility>] [nsgtext <text-string>]

Parameter Description

C613-50353-01 Rev A

| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5] noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
nane> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
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Parameter Description

rsvp Resource Reservation Protocol (RSVP)
pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msmv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
nst p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Default
Mode

Example

Related
Commands

Command
changes
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No log messages are excluded

Global Configuration

To remove messages that contain the string “example of irrelevant message”, use

the following commands:
awpl us# configure term nal

awplus(config)# | og external exclude nmsgtext exanple of
irrel evant nessage

clear log external
default log external
log external

log external (filter)
log external rotate
log external size
show log config
show log external

unmount

Version 5.4.7-1.1: command added
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log external rotate

Overview

Syntax

Default

Mode

Usage

Example

Related
Commands
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Use this command to configure the number of files that the external log can rotate
through.

Use the no variant of this command to return to the default.

| og external rotate <0-255>

no |l og external rotate

Parameter Description

<0- 255> The number of additional files to rotate through. Note that the
device rotates between the initial file and the number of
additional files specified by this value - see the Usage section
below.

The default is 1, which rotates between the initial file and 1 additional file (for
example, rotates between messages.log and messages.log.1)

Global Configuration
The device rotates between the initial file and the number of additional files

specified by this command. For example, the diagram below shows how setting
rotate to 2 makes the device rotate through 3 files.

Start of logging First rotation Second rotation Subsequent rotation

messages.log messages.log messages.log messages.log
renamed to
log
messages.log.1 messages.log.1 messages.log.1 L external
size
renamed to
messages.log.2 messages.log.2
deleted

Note that if you set rotate to 0, and the external log file becomes full, then the
device deletes the full log file and creates a new (empty) file of the same name to
save messages into. For this reason, we recommend setting rotate to at least 1.

To set the rotation value to 2, and therefore rotate between 3 files, use the
commands:

awpl us# configure term nal

awpl us(config)# log external rotate 2

clear log external
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default log external
log external

log external (filter)
log external exclude
log external size
show log config
show log external

unmount

Command Version 5.4.7-1.1: command added

changes
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log external size

Overview

Syntax

Default
Mode

Example

Related
Commands

Command
changes
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Use this command to configure the total amount of size that the external log is
permitted to use, in kilobytes. The maximum possible depends on the storage
device’'s file system.

Note that if you are rotating between multiple files, this is the maximum size of all
files, not of each individual file. For example, if you are rotating between 2 files (log
external rotate 1), each file will have a maximum size of 25 kBytes by default.

Use the no variant of this command to return to the default size.

| og external size [<50-4194304>]

no | og external size

Parameter Description

<50-4194304> The total amount of size that the external log is permitted to use,
in kilobytes.

50 kBytes
Global Configuration

To configure a total log size of 100 kBytes, use the commands:

awpl us# configure termnal

awpl us(config)# log external size 100

clear log external
default log external
log external

log external (filter)
log external exclude
log external rotate
log external size
show log config
show log external

unmount

Version 5.4.7-1.1: command added
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log facility

Overview

Syntax

Default
Mode

Usage
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Use this command to assign a facility to all log messages generated on this device.
This facility overrides any facility that is automatically generated as part of the log
message.

Use the no variant of this command to remove the configured facility.
log facility {kern|user| il |daenon| aut h| sysl og| | pr| news| uucp|

cron|aut hpriv|ftp|local O]local 1|l ocal 2|l ocal 3|l ocal 4| | ocal 5
| ocal 6| | ocal 7}

no log facility
None. The outgoing syslog facility depends on the log message.
Global Configuration

Specifying different facilities for log messages generated on different devices can
allow messages from multiple devices sent to a common server to be
distinguished from each other.

Ordinarily, the facility values generated in log messages have meanings as shown
in the following table. Using this command will override these meanings, and the
new meanings will depend on the use you put them to.

Table 9-1: Ordinary meanings of the facility parameter in log messages

Facility Description

kern Kernel messages
user User-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by the syslog daemon
| pr Line printer subsystem
news Network news subsystem
uucp UNIX-to-UNIX Copy Program subsystem
cron Clock daemon
aut hpri v Security/authorization (private) messages
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Table 9-1: Ordinary meanings of the facility parameter in log messages (cont.)

Facility Description

ftp FTP daemon

| ocal <0.. 7> The facility labels above have specific meanings, while the
local facility labels are intended to be put to local use. In
AlliedWare Plus, some of these local facility labels are used
in log messages. In particular, local5 is assigned to log
messages generated by UTM Firewall security features.

Example To specify a facility of local6, use the following commands:
awpl us# configure term nal
awplus(config)# log facility |ocal 6

Related show log config
Commands
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log host

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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This command configures the device to send log messages to a remote syslog
server via UDP port 514. The IP address of the remote server must be specified. By
default no filters are defined for remote syslog servers. Filters must be defined
before messages will be sent.

Use the no variant of this command to stop sending log messages to the remote
syslog server.

| og host <ipv4-addr> [secure]
| og host <ipv6-addr>

no | og host <ipv4-addr>|<i pv6-addr>

Parameter Description

<i pv4- addr > Specify the source IPv4 address, in dotted decimal notation (A.B.C.D).

<i pv6- addr > Specify the source IPv6 address, in X:X:X:X notation.

secure Optional value to create a secure log destination. This option is only
valid for IPv4 hosts.

Global Configuration

Use the optional secure parameter to configure a secure IPv4 syslog host. For
secure hosts, syslog over TLS is used to encrypt the logs. The certificate received
from the remote log server must have an issuer chain that terminates with the root
CA certificate for any of the trustpoints that are associated with the application.

The remote server may also request that a certificate is transmitted from the local
device. In this situation the first trustpoint added to the syslog application will be
transmitted to the remote server.

For detailed information about securing syslog, see the PKI Feature Overview_and
Configuration_Guide.

To configure the device to send log messages to a remote secure syslog server with
IP address 10.32.16.99, use the following commands:

awpl us# configure term nal

awpl us(config)# |l og host 10.32.16.99 secure

To stop the device from sending log messages to the remote syslog server with IP
address 10.32.16.99, use the following commands:

awpl us# configure term nal

awpl us(config)# no | og host 10.32.16.99

default log host
log host (filter)
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log host exclude

log host source

log host startup-delay
log host time

log trustpoint

show log config
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log host (filter)

Overview This command creates a filter to select messages to be sent to a remote syslog
server. Selection can be based on the priority/severity of the message, the program
that generated the message, the logging facility used, a substring within the
message or a combination of some or all of these.

The no variant of this command configures the device to no longer send log
messages to a remote syslog server. The IP address of the syslog server must be
specified. All configuration relating to this log target will be removed.

Syntax | og host <ip-addr> [l evel <level>] [program <program name>]
[facility <facility>] [nmsgtext <text-string>]

no | og host <ip-addr> [l evel <level>] [program <program nane>]
[facility <facility>] [msgtext <text-string>]

Parameter Description

<i p-addr>  TheIP address of a remote syslog server.

| evel Filter messages by severity level.

<l evel > The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0| ener genci es System is unusable
llalerts Action must be taken immediately
2|critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf ormati onal Informational messages
7| debuggi ng Debug-level messages
program Filter messages by program. Include messages from a specified program.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

rip Routing Information Protocol (RIP)
ri png Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
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Parameter Description

pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi m smv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Filter messages by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Mode

Examples

Related
Commands
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Global Configuration

To create afilter to send all messages generated by EPSR that have a severity of
notices or higher to a remote syslog server with IP address 10.32.16.21, use the
following commands:

awpl us# configure term nal
awpl us(config)# log host 10.32.16.21 | evel notices programepsr

To create a filter to send all messages containing the text “Bridging initialization”,
to a remote syslog server with IP address 10.32.16.21, use the following
commands:

awpl us# configure term nal
awpl us(config)# log host 10.32.16.21 nmsgtext "Bridging
initialization"

To create a filter to send messages with a severity level of informational and
above to the syslog server with IP address 10.32.16.21, use the following
commands:

awpl us# configure term nal
awplus(config)# | og host 10.32.16.21 |evel infornmational

To remove a filter that sends all messages generated by EPSR that have a severity
of notices or higher to a remote syslog server with IP address 10.32.16.21, use the
following commands:

awpl us# configure term nal

awpl us(config)# no | og host 10.32.16.21 |evel notices program
epsr

To remove a filter that sends all messages containing the text “Bridging
initialization”, to a remote syslog server with IP address 10.32.16.21, use the
following commands:

awpl us# configure termnal

awpl us(config)# no log host 10.32.16.21 nmsgtext "Bridging
initialization"
To remove a filter that sends messages with a severity level of informational and

above to the syslog server with IP address 10.32.16.21, use the following
commands:

awpl usawpl ul s# configure term nal

awpl us(config)# no log host 10.32.16.21 level informational

default log host
log host

log host exclude
log host source

log host time

show log config
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log host exclude

Overview

Syntax

Use this command to prevent specified log messages from being sent to the
remote syslog server, when log host is enabled. You can exclude messages on the
basis of:

. the priority/severity of the message

. the program that generated the message
. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

| og host exclude [l evel <level>] [program <program nane>]
[facility <facility>] [nsgtext <text-string>]

no | og host exclude [l evel <level>] [program <progranm nane>]
[facility <facility>] [nsgtext <text-string>]

Parameter Description

| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
name> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
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Parameter Description

bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi m dm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
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Parameter Description

msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default Nolog messages are excluded
Mode Global configuration

Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# |l og host exclude msgtext exanple of irrel evant
nessage

Related defaultlog host

Commands
log host
log host (filter)
log host source
log host time
show log config
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LOG HOST SOURCE

log host source

Overview

Syntax

Default
Mode

Example

Related
Commands

C613-50353-01 Rev A

Use this command to specify a source interface or IP address for the device to send
syslog messages from. You can specify any one of an interface name, an IPv4
address or an IPv6 address.

This is useful if the device can reach the syslog server via multiple interfaces or
addresses and you want to control which interface/address the device uses.

Note that AlliedWare Plus does not support source interface settings on secure log
hosts (which are hosts configured using “log host <ip-address> secure”).

Use the no variant of this command to stop specifying a source interface or
address.

| og host source {<interface-nane>|<i pv4-addr>|<i pv6-addr >}

no | og host source

Parameter Description

<i nterface-name> Specify the source interface n